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Chapter 1. nDAS Introduction

The nDAS software specification is shown in the Table 1-1. Note : To ensure system security,

please logout after using the system.

Table 1-1 nDAS software specification

| nDAS |
System
Browser Google Chrome
English, Traditional Chinese,

Interface Language o i
Simplified Chinese, Japanese, Korean

System Log Maximum of 500 lines allowed.

The system will automatically log you out if there is no
Login Timeout o )
activity for 30 minutes.

General mode allows a maximum

16
number of connections
The database page allows a ,
maximum number of connections
/O Module
ns050 8 Digital Input Channel, 8 Digital Output
ns051 16 Digital Input Channel
ns056 16 Digital Output Channel
ns017 8 Analog Input Channel
Script specification
CALC Up to 100. (00 ~99) -
The addresses can range from 1 to 65535, with data
MODBUSSTR ) _
stored in Input Register (3x)
The addresses can range from 1 to 65535, with data
MODBUSINT . ‘
stored in Input Register (3x)
The addresses can range from 1 to 65535, with data
MODBUSUINT )
stored in Input Register (3x)
The addresses can range from 1 to 65535, with data
MODBUSBIT .
stored in Input Status (1x)
MODBUSHSTR The addresses can range from 1 to 65535, with data

10T
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Chapter 1

MODBUSHINT

MODBUSHUINT

MODBUSHBIT

Modbus

10T

stored in Holding Register (4x)

The addresses can range from 1 to 65535, with data
stored in Holding Register (4x)

The addresses can range from 1 to 65535, with data
stored in Holding Register (4x)

The addresses can range from 1 to 65535, with data
stored in Coil Status (0x)

Communication protocol

Data is stored in Coil Status (0x) and Holding Register
(4x). System status is stored in Input Status (2x), where
each status is represented by 1 bit.

VIC7000 User Manual (Beta)
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Chapter 2

Chapter 2.nDAS Startup and Usage

2.1 Launching nDAS
Before using this software, it is essential to connect the power supply. For detailed instructions

on the startup procedure, please refer to the electrical schematic diagram.

2.2 DIP Function Definition.

The DIP switch is used for initializing LAN port settings, Wi-Fi settings, and safe mode in the
nDAS software. To enable the functionality of the DIP switch, it is necessary to power off and
restart the nDAS device. The definitions of the DIP switch functions are provided in Table 2-1.

Table 2-1 DIP function definition

DIP Status Content

LANT1 initial IP: 10.0.0.1

DIP SW1 ON
LAN2 initial IP: 11.0.0.1
DIP SW1 OFF & DIP SW2 ON Wi-Fi is AP Mode
DIP SW1 ON & DIP SW2 ON Safe Mode, please refer to section 2.2.1

Please note that in Safe Mode, although an IP address is still configured for the LAN, if an

external network interface is connected, there will be two IP addresses present.

10T
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2.2.1 Safe Mode

The nDAS software provides users with a safe mode option. In case the software experiences
abnormalities that prevent the web page from opening correctly, you can enter safe mode and

choose how to restart the nDAS software (as shown in Figure 2-1). Please refer to Table 2-2 for

detailed instructions and explanations.

Figure 2-1 Safe Mode

Table 2-2 Restart the nDAS software in safe mode

P

Restore to Remove the preferences, OPCUA, database, project, user's operator,
factory default  and .htpasswd, then restart.

The automatic loading of projects is not enabled (please refer to section

4.1.1.1 for information on how to enable this feature). You can access

the nDAS software to modify the settings. This situation typically

arises when there are scripts or other configurations within the project

Normal
that cause the autoload feature to result in a crash of the nDAS
software. However, it is essential to have knowledge of the login
credentials (including the account password if Sign-In Password is
enabled, please refer to section 4.1.1.1 for information on this feature).
10T
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Chapter 2 NEAIOT

2.3 LED Definition
The definitions of the LED indicator lights are depicted in Table 2-3.

Table 2-3 LED definition

LED definition

System status: The green light signifies normal

operation with network services enabled, while the red
LED1 light indicates an error. When nDAS is powered on,

the green light briefly turns off, it will turn on when

nDAS system boot up.

Network status: In Wi-Fi mode, the red light signifies

being in AP mode, while the green light indicates

being in infrastructure mode. If nDAS doesn't have
LED2

Wi-Fi, the green light signifies a wired network

connection, while its absence indicates no wired

network connection.

For Wi-Fi in infrastructure mode, the intensity of the
LED3 Wi-Fi wireless signal is indicated by the strength of

the green light.

For Wi-Fi in infrastructure mode, the intensity of the
LED4 Wi-F1 wireless signal is indicated by the strength of

the green light.

For Wi-Fi in infrastructure mode, the intensity of the
LEDS Wi-Fi wireless signal is indicated by the strength of

the green light.

For Wi-Fi in infrastructure mode, the intensity of the
LEDG6 Wi-Fi wireless signal is indicated by the strength of

the green light.

10T
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2.4 Software Mode

This software has two modes: the view mode and the general mode (with administrative

privileges). The introduction of each mode will be explained in subsequent sections.
Note : Data captured by the software will only be written into the database and transmitted during

operation in these two modes.

2.4.1 View Mode

For unauthorized users, only viewing software operations and chart presentation status is
available. The chart presentation area displays the I/O status(as shown in Figure 2-2), and the
Modbus Channel chart presentation displays the Modbus status (as shown in Figure 2-3) o

Note : If Modbus Channel is not enabled, the status of Modbus Channel in the status list will be
hidden.

Note : If the drawing option of Modbus Channel is not selected, the Modbus chart display area

will not show the chart.

Project Name

1/0, Modbus Channel Status

NLAS | nDAS6050 - testndas Plot Signal of I/O

Status DLoo [N 0! 01 [ 0_02 D03
w2 188 189 10 191
DI

|- M Di_0o
0
| DO
o
|- ™ pi_02
0
M Di_03
o
- M DI04
0
|- W DI_05
0
- M Di_0s
|0
|- M pi_o7
0

Do
| ¥ po_oo
|0

|- M Do_01
1o

| po_o2
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Figure 2-2 View Mode
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NLAS  nDAS6050 - test ndas
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Figure 2-3 View Mode-Status of Chart Presentation

2.4.2 General mode (with administrative privileges)

A user with administrative privileges (as shown in Figure 2-4) has the ability to control the
software's startup and shutdown, as well as load other projects. By clicking on the toggle view
icon in the toolbar, it is possible to switch between normal and management modes (as shown in
Figure 2-5) °

Note : If Modbus Channel is not enabled, the status of Modbus Channel in the status list will be
hidden.

Note : If the drawing option of Modbus Channel is not selected, the Modbus chart display area

will not show the chart.

Figure 2-4 General mode (with administrative privileges)
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h_

Adrministrator Maode

Figure 2-5 General mode (with administrative privileges) - Click on the "Switch Administrator

Mode" icon.
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Chapter 2 NEAIOT

2.5 OLED Display

nDAS OLED provides essential functionality settings, allowing users to view nDAS parameters

or execute nDAS configurations through the OLED screen.

2.5.1 Introduction to nDAS OLED Icons.

nDAS OLED is designed with a 4-grid menu layout, allowing users to access various function

settings through the menu, as show in Figure 2-6.

o)

Figure 2-6 Main Menu Screen

2.5.1.1 Primary Function Menu

Icons Introduction Icons Introduction ‘

Modbus /O
E.] System Information System Setting

2.5.1.2 Modbus Function Menu

Icons Introduction Icons Introduction
COM Port TCP/IP Port
2.5.1.3 I/O Function Menu
Icons Introduction Icons Introduction
Digital Input DO Digital Output

Analog Input

10T
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2.5.1.4 Information Function Menu

Icons Introduction ) Introduction

E System Information % Network Interface
System Time/Date E Free Space

2.5.1.5 Setting Function Menu

Icons Introduction Icons Introduction
e Wireless(WIFI) Project

Screen Rotation System Logout/Login
Reboot System Simulator

2.5.2 nDAS OLED Function Description

2.5.2.1 Modbus Function Menu

The Modbus Function Menu on the OLED screen includes the COM Port or TCP Port for
Modbus Master (as shown in Figure 2-7). If the Modbus channel is already activated, clicking
on the Port will bring up the menu screen, as shown in Figure 2-8(using Modbus TCP Master as
an example). The Modbus channel status will be displayed on the screen. If the R/W mode
includes Write Mode, clicking on the status position or rotating the OLED screen allows for

value input. For detailed functionality information, please refer to section 4.1.2.

e o)
S

Figure 2-7 Modbus Master Port

10T
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Port Name
Status

Type ! Channel

Bit CHOO j Write Mode

(w ] A

Figure 2-8 OLED Modbus TCP Master

2.5.2.2 I/O Function Menu
The I/0O Function Menu on the OLED screen displays the current nDAS I/O modules, as shown

in Figure 2-9(using Simulator as an example).

(o] o\
\ |/

Figure 2-9 Simulator /O Module

2.5.2.2.1 DI

Clicking on DI will bring up the menu screen (as shown in Figure 2-10), displaying the DI
status on the screen. Rotating the OLED allows for channel switching. For detailed

functionality information, please refer to section 4.1.3.1.

DI Status

DM Channel

Figure 2-10 DI Module
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2.5.2.2.2 DO

Clicking on DO will bring up the menu screen (as shown in Figure 2-11), displaying the DO
status on the screen. Rotating the OLED allows for channel switching. If Write Mode is
activated and the OLED is rotated, the output value can be changed. For detailed functionality

information, please refer to section 4.1.3.2.

DO Status

DO Channel
Write Mode

Figure 2-11 DO Module

25223 Al
Clicking on Al will bring up the menu screen (as shown in Figure 2-12), displaying the Al

status on the screen. Rotating the OLED allows for channel switching. For detailed

functionality information, please refer to section 4.1.3.3.

Al Status

AT Channel

Figure 2-12 AI Module

2.5.2.3 Information Function Menu

The Information Function Menu on the OLED screen includes system information, network

interface, system time, and storage space, as shown in Figure 2-13.

ap

8|2/

Figure 2-13 Information Function Menu

EQ)I0T
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2.5.2.3.1 System Information

Icons Introduction

Show system version.

i

234 Show firmware version.
are

Show current project.

Show I/O type.
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2.5.2.3.2 Network Interface

Icons Introduction

Show the network interface name and IP

address.

’ MAC
Show the network interface name and MAC

400:10:F3:9:-

information.

2.5.2.3.3 System Time/Date

Icons Introduction

[ ]
14:55:37

Show the system time. Touch the icon above

will display the system time zone.
2023-06-02

CsT, +0800 Show the system time zone.

[ ok

10T
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2.5.2.3.4 Free Space

Introduction

i
!

Show free space.

Free Space

2.5.2.4 Setting Function Menu

The Setting Function Menu on the OLED screen includes wireless network, load project, OLED

screen rotation, system logout/login, system restart, and simulator, as shown in Figure 2-14.

Figure 2-14 Setting Function Menu

VIC7000 User Manual (Beta)
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2.5.2.4.1 Wireless (WIFI)

The wireless network supports both AP (Access Point) and Infrastructure modes, as shown in

Table 2-4 and Table 2-5. For detailed functionality information, please refer to section 4.1.1.3.

Table 2-4 AP Mode

Icons Introduction

1 ~ Show AP Mode IP -

2 ~ Touch the button above can enable/disable
the wireless network functionality, as shown in
Figure 2-15.

3 ~ Touch the button below can switch between
AP and Infrastructure modes, as shown in
Figure 2-16.

1 ~ Show AP Mode SSID -

2 ~ Touch the upper button enables/disables the

‘ wireless network functionality, as depicted in

AP SSID _
nDAS 78-44.7 Figure 2-15.
3 ~ Touch the lower button allows you to switch

between AP and Infrastructure Mode, as shown

in Figure 2-16.

Table 2-5 Infrastructure Mode

Icons Introduction

1 ~ Show Infrastructure Mode IP -

2 ~ Touch the upper button enables or disables
-DN

P the wireless network functionality, as depicted

0.12.1.215 R
1L__'1' 12.1 l in Figure 2-15.
|__ J'I\IFI |
3 ~ Touch the lower button allows you to switch

between AP and Infrastructure Mode, as shown

VIC7000 User Manual (Beta)
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in Figure 2-16.

1 ~ Show Infrastructure Mode SSID -
2 ~ Touch the upper button, you can enable or

disable the wireless network functionality, as

S51D
depicted in Figure 2-15.

TC7000 Serie

3 ~ Touch the lower button, you can toggle

between AP and Infrastructure Mode, as shown

in Figure 2-16.

Figure 2-15 Activate/Deactivate wireless network.

Switch to

Figure 2-16 Switch to AP Mode.

2.5.2.4.2 Load Project

The Load Project screen allows you to rotate the OLED to switch between different projects, as
shown inFigure 2-17. Clicking the button loads the selected project, as depicted in Figure 2-18.

For detailed functionality information, please refer to section 3.2.

Jemo_Dashbo:

((Load |

Figure 2-17 Project Selection

EN0T
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Figure 2-18 Load Project
Note: It 1s necessary to activate the PIN Password option and log in on the OLED screen. Please

refer to section 2.5.2.4.4 for more details.

VIC7000 User Manual (Beta)
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2.5.2.4.3 Screen Rotation

Touch the menu screen will bring up the interface shown in Figure 2-19. Clicking on "Angle"

allows you to physically rotate the OLED screen.

0 (=

Figure 2-19 OLED screen rotation
2.5.2.4.4 System Logout/Login

It is necessary to activate the PIN Password option (please refer to section 4.1.1.5). Enter the

password and click "OK".
2.5.2.4.5 System Reboot

Touch the system restart icon displays the screen as shown in Figure 2-20, asking the user if they

want to restart the system.

Figure 2-20 Restart the system.
2.5.2.4.6 Simulator

Touch the system restart icon displays the screen (as shown in Figure 2-21), and clicking the

button allows you to enable or disable the simulator (as shown in Figure 2-22).

' Simulator

Figure 2-21 Simulator Mode

EQ)I0T
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Turn on

Simul

Figure 2-22 Whether to enable/disable the simulator.

VIC7000 User Manual (Beta)



2.6 Login

Upon confirming the activation of nDAS, open a web browser on your computer and input

the IP address of nDAS in the URL bar. This will display the view mode (as shown in Figure
2-23). Clicking on the login icon in the toolbar (as shown in Figure 2-24) to display the login
dialog (as shown in Figure 2-25). The default username and password are shown in Table 2-6,
while the parameters for the login dialog are listed in Table 2-7. To change the login password,
refer to section 4.1.1.1.2. Please refer to section 2.4 for the two available modes of this software.
Note : If there is no activity within 30 minutes of login, you will be forcefully logged out.

@ roas x|+ v - 8 x

IS C A Fs=2| 10121200 e @ w 0@ :

& "2 B39O

Figure 2-23 View Mode

Figure 2-24 Click login icon

10T
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Chapter 2 I\Bl\ I UT

Name:

Fassword:

Figure 2-25 Login dialog

Table 2-6 Account name table

Account Default
Premissions

name password

admin 123456 Have administrative privileges.

Table 2-7 Parameter table for login dialog

Parameter name Content

Name Input username

Password Input password

Note : When an administrator login, the software interface will display “logging in” (as shown
in Figure 2-26). To force a login, click anywhere on the screen (as shown in Figure 2-27), and a

login dialog will appear (as shown in Figure 2-28). If the login is successful, the perviously

logged-in administrator will be forced to logout.

31
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@ roas x 4+ =l O

€« C A F=2| 10121200 2 % = 0@ :

Figure 2-26 Display logging in status

- 2 E O

Figure 2-27 Click anywhere on the screen
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Name:

Fassword:

Figure 2-28 Login dialog

10T
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Chapter 3. Project Management

3.1 New Project
Click the “New Project” icon (as shown in Figure 3-1) to display the “New Project” settings
dialog(as shown in Figure 3-2). After completing the settings, click “OK” to complete the project

creation. Refer to Table 3-1 for the parameters of the “New Project” dialog.

Note : The project name is required and must not be duplicated with existing project names.

EBB;\ B &

New Load Save Save As Script Link

Figure 3-1 Click New Project icon

Praject Name:
Author:
ersion:

Comment:

Figure 3-2 New project settings dialog

Table 3-1 New project dialog parameter table
Input new project name.
Project Name This field 1s mandatory and the name must not
be duplicated with any existing project names.

Input the author for the new project, which is

Author )
optional.
Input the version for the new project, which is
Version _
optional.
Input the comment for the new project, which
Comment

is optional.

10T
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3.2 Load Porject
Click on the project loading icon (as shown in Figure 3-3) to display the project loading

dialog (as shown in Figure 3-4). Select the desired project name and click the “Load” button to

complete the project loading process. Click the Delete button to delete the project. Please refer to

Table 3-2 for the functionos of the buttons in the project loading dialog.

B B B B &

New Load Save Save As Script Link

Figure 3-3 Click Load Project icon

I Load Project

demo_project_00.ndas
demo_project 01.ndas
demo_project 02 ndas

Figure 3-4 project loading dialog

Table 3-2 Load Project dialog button table

Button name Button function

Selet “upload to remote device” to upload

Upload ) )
the local project to the remote device.
Choose the project from the remote device
Download
and click “Download” to download it.
Delete Selete the project name to be delete, click

10T
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the “Delete” button to remove the project.

Choose the project to be loaded, click the
Load

“Load” button to load the selected project.

Click the “Cancel” button to close the Load
Project dialog.

Cancel

3.3 Save Project

After completing the project creation, clicking on the save project icon (as shown in Figure

3-5) will save the current content of the project.

B B &

Load Save Save As Script Link

Figure 3-5 click Save Project icon

10T
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3.4 Save As Project
Clicking on the “Save As” icon (as shown in Figure 3-6) will display the “Save As” settings

dialog (as shown in Figure 3-7). Once the settings are configured, clicking “OK” will complete

the project save. Please refer to Table 3-3 for the parameters of the “Save As” dialog.

Note : The project name is required and must not be duplicated with existing project names.

B B B &

Load Save Save As Script Link

Figure 3-6 Click Save As Project icon

Save as

Project Name:
Authar:
ersion:

Comment:

Figure 3-7 Save As Project settings dialog

Table 3-3 Save As Project parameter table

Parameter name Content

Input a name for the new saved project.
Project Name This field is required and must not be the same
as an existing project name.

Input the name for the new saved project,

Author o )
which is optional.
Input the version for the new saved project,
Version o )
which is optional.
Input the comment for the new saved project,
Comment

which is optional.

10T
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Chapter 4. Configuration of nDAS Functions

4.1 Function Configuration

The basic functionalities of nDAS are set in administrator mode. Clicking on the settings
icon (as shown in Figure 4-1), the function displayed on the screen includes system, Modbus, I/O,
data logging, cloud upload, OPCUA, SECS/GEM, and other functional settings. The operating

methods for these functionalities will be explained in subsequent chapters.

Load Save

B

Save As

B &

Script Link

Wireless Time & Date

&> Modbus
Name

& Datalog “ Project Settings
Auto Load Project

& Cloud Load Project

Reset Project

[1 OPCUA Reload Project
“ System Settings
# SECSI/GEM -
Ul Language

Figure 4-1 Basic Configuration for nDAS

4.1.1 System Settings
Clicking on the icon on the left menu (as show in Figure 4-2) will display the configuration
parameters for nDAS' basic system (General), network settings (Network), wireless network

(Wireless), time zone (Time & Date) , and OLED.

10T
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Wireless Time & Date

Modbus

“ System Settings

Name Value
Ar 1o “ Project Settings
Auto Load Project
= Datalog Load Project
Reset Project _—
e S

1 orcua

Name

<

& SECSIGEM Ul Language English
Use Sign-In Password
Change Sign-In Password
Change Admin Password
Remote System Load

IP For Remote System Load

System Load

Figure 4-2 Click System Settings icon

4.1.1.1 General

Click on the icon to access the general system settings of nDAS (as show in Figure 4-3). The
screen includes parameter settings for projects, systems, flows, network drive, and
communication ports. Please refer to Table 4-1, Table 4-2, Table 4-3, Table 4-4, Table 4-5 for
guidance.

Wireless Time & Date

Name Value
Project Settings
Auto Load Project

Load Project

Reset Project
Reload Project

“4 8System Settings

Name

|

Ul Language

m
=)
o
=
%
<

Use Sign-In Password

‘ |
‘

Change Sign-In Password

Figure 4-3 General System Configuration for nDAS

Table 4-1 Project Settings
Parameter name Content

If selected, the program will automatically load the

Auto Load Project previous project upon restart.
It is checked by default.
Load Project Refer to section 3.2 to load a project.
Reset Project Clicking the button will reset the project.

equor
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Reload Project

Clicking the button will reload the current project.

Table 4-2 System Settings

Parameter name Content

Name

UI Language

Use Sign-In Password

Change Sign-In Password

Change Admin Password

System Load

System Save

System Restart
System Updata
Simulator

Firmware Version

Script Watchdog Timeout(ms)

10T

Set the name of the nDAS device.

Select the interface language from the drop-down
menu. The available languages are English,
Traditional Chinese, Simplified Chinese, and
Japanese. Please refer to section 4.1.1.1.1.
Enable/disable sign-in login password.

Change the sign-in login password.

Clicking on this option will display the "Change
Admin Password" dialog. Please refer to section
4.1.1.1.2.

Clicking on this option will display the “System Load”
dialog. Please refer to section 4.1.1.1.8.

Clicking on this option will display the “System Save”
dialog. Please refer to section 4.1.1.1.9.

Reboot nDAS

Update nDAS

Activate/Deactivate the I/O simulator.

Show firmware version

Set the maximum execution time for the script. If the
execution time exceeds this limit, the script will be
forcefully terminated.

Note that this parameter is only valid for Python

scripts.

VIC7000 User Manual (Beta)
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Table 4-3 Flow Setting

Parameter name Content

Delay Time(ms) For Running Input a value and set the delay time to view the display

Descending Operators function of the flow.

Table 4-4 Network Drive

Parameter name Content
Enable Enable / disable network drive functionality
Anonymous Enable / disable network drive anonymous mode
Name Display name of network drive

Enter network drive password (after entering, click the

Password
save button to apply)
Table 4-5 Communication Port
Parameter name Content
After clicking, the UDP port configuration window
UDP Port

will appear.

After clicking, the UDP multicast port configuration
UDP Multicast Group Port
window will appear.

After clicking, the TCP command port configuration
TCP Command Port
window will appear.

UDP Multicast Group After clicking, the UDP multicast address

Address configuration window will appear.

4.1.1.1.1 UI Language
This software supports four different interface languages, which are English, Traditional

Chinese, Simplified Chinese, Japanese, and Korean. The language can be switched through the

Q10T

VIC7000 User Manual (Beta)
41



Chapter 4

system settings by selecting the language from a drop-down menu, as shown in the red box in

Figure 4-4.

“ System Settings

Name

Ul Language

I

English

Use Sign-In Password
Change Sign-In Password
Change Admin Password

Remote System Load

10T

English

Traditional Chinese
Simplified Chinese
Japanese

Korean

Figure 4-4 System Settings — UI Language

VIC7000 User Manual (Beta)
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4.1.1.1.2 Sign-In Password

Please select the option for login password in the system settings (as shown in Figure 4-5),
which will prompt for confirmation to reload the webpage and log in (as shown in Figure 4-6).
After clicking the confirmation, users will be prompted to log in (as shown in Figure 4-7).
Please refer to Table 4-6 for the login name and password, and once the authentication is

successful, the webpage will be reloaded.

Name

“ Project Settings
Auto Load Project
Load Project

Reset Project

Reload Project

4 System Settings

] g
&
LIS &

Name

Ul Language

m
5
e
@
E3
<

| Use Sign-In Password

Change Sign-In Password
Change Admin Password
Remote System Load

IP For Remote System Load
System Load

System Save

System Restart

.

System Update

Figure 4-5 Click to start the webpage login password

Warning!!

This will reload page and be ready to sign in.
Do you want to continue?

2

Figure 4-6 Confirm whether to reload the page and log in

BEA

http:/#10.12.1.182

Figure 4-7 login page and reconnect

Table 4-6 RESTful API Basic Authenticationauthentication parameters

Parameter name Content

43
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Username admin

Password 123456(default)

4.1.1.1.3 Change Sign-In Password

Click on the "Change Webpage Login Password" button in the system settings (as shown in

Figure 4-8), which will display a window for changing the webpage login password (as shown
in Figure 4-9). Once the settings are complete, click "OK" to finalize the password change, and
prompt the user to log in using the updated username and password. After successful login, the

webpage will be reloaded. Please refer to Table 4-7 for the parameters.

Name

“ Project Settings
Auto Load Project
Load Project
Reset Project

Reload Project

4 System Settings

Name

] 5
5
LILAA &

<

Ul Language [ English

Use Sign-In Password

IChange Sign-In Password

Change Admin Password
Remote System Load

IP For Remote System Load
System Load

System Save

System Restart

<

System Update

Figure 4-8 Change web login password

-H" Login

Mame:
Fassword:

Confirm Password:

Figure 4-9 Change web page login password window

Table 4-7 Change web page login password parameter table

10T
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Chapter 4 NEQIOT
Parameter name Content

Name Enter a name.
Password Enter a password.
Confirm Password Confirm password

4.1.1.1.4 Change Password

By clicking the “Change Password” button in the system settings (as shown in Figure 4-10), a
dialog for changing the password in the administrator mode will be displayed (as shown in Figure
4-11). After completing the settings, click OK to complete the password change. For more details

about the parameters, please refer to Table 4-8.

Name Value =

a

4 System Settings

Name

U\ Languageé English v

Change Password
Auto Load Project
Load Project
Reset Project

System Load

“‘ D‘

Figure 4-10 Click “Change Password” button

10T
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Name:
Current Password:
New Password:
Confirm MNew Password:
Figure 4-11 Change Login Password dialog
10T
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Table 4-8 Change the password parameter table

Parameter name Content

Name Input account name.
Current Password Inputcurrent password.
New Password Input desired new password.
Confirm New Password Re-enter your desired new password.

Q10T
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4.1.1.1.5 Load Project

Click on the load project button in the system settings (as shown in Figure 4-12), please

refer to section 3.2 for the functionality.

Ganeral
Mama alue
&

* System Settings
Mame

Ul Lenguage Fraclizh -
Change Passward
Auio Load Progc]
Load Project
Rosol Projec

Syslarn Load

Figure 4-12 Click on “Load Project” in the system settings

4.1.1.1.6 Rest Project

Upon clicking the button and confirming, the parameter settings of the current project will

be reset to initial status.
4.1.1.1.7 Reload Project
Click the button to reload the current project.
4.1.1.1.8 System Load

The software provides a system backup function. Click the "System Load" button in the system
settings (as shown in Figure 4-13) to display the system load dialog (as shown in Figure 4-14).
Click "OK" to confirm loading the selected file, or "Delete" to delete the file. Additionally, the
software supports loading local backup files. Click the "Local File" button in the lower left corner
of the system load dialog (as shown in Figure 4-15) to load the local system backup file into
nDAS.

Note: If there are files with the same name in the loaded system backup file as those in the current
system, they will be overwritten.

Note: To clear the current system's projects and system configurations when loading a system
backup file, select the "Clear old files" option. The login password will also be changed to the

one from the loaded system backup.

10T
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Hame

wWalue

a
* Systam Sattings

Marme

LT anguage Frijh vl
Change Passwang

Aule | aad Frojar

Liad Przfect
Resel Projecl
System Lo
Syem Save
Figure 4-13 Click on “System Load” in the system settings dialog
c e
[ Clear old files 0K
Figure 4-14 System Load dialog
- .
[ Clear old files OK
Figure 4-15 System Load dialog (Local File)
(1]}
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4.1.1.1.9 System Save

The software provides a system backup function. By clicking on the “System Save” button on
the system settings (as shown in Figure 4-16), you can select the items to be saved, including
system settings, project, py files, and OPCUA security file (as shown in Figure 4-17). After
confirming the selected items, clikc OK to display the system save dialog (as shown in Figure
4-18).

Once you have confirmed the storage path, enter the desired file name and click OK to complete
the creation of the system backup file. The location of the stored file will be on the remote end
(nDAS device). The software also supports local save, where you can click on the “Local File”
button in the lower-left corner of the system save dialog (as shown in Figure 4-19) to store the

system backup file locally.

Name Value

4 sSystem Settings

Name

Ul Language ‘ English [

Change Password
Auto Load Project
Load Project
Reset Project

System Load

System Save

Script Watchdog Timeout (ms) 50000

Figure 4-16 Click on the “System Save” button in the system settings dialog

Systermn Settings:
Projects:
Py Files:
OPCUA Sacurity:

Figure 4-17 System save items
10T
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File Name

Figure 4-18 System save dialog

File Name

Figure 4-19 System save dialog (Local File)

10T
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4.1.1.2 Network

Click on the icon will take you to the nDAS network settings (as shown in Figure 4-20), which
includes communication settings for the Ethernet network interface and the Bridge network

interface.

Wireless Time & Date

e L ——

Name

- 1o
< etho

S Datalog Interface eth0
MAC 00-10-00-00-00-01
F+ 9 Cloud IP Mode OStatic ®@DHCP
IP (DHCP)

OPCUA
s Subnet Mask

4§ SECSIGEM Gateway
Primary DNS

Figure 4-20 nDAS network configuration

4.1.1.2.1 eth Interface Setting

Table 4-9 contains the parameter settings for the Ethernet network interface.

Table 4-9 eth interface parameter settings

Parameter Name Parameter Content

eth Network Interface Display network interface name
Interface MAC Display MAC address
IP Mode Switch to Static/DHCP
1P IP address (if in Static Mode, you can enter it)
Subnet Mask Subnet mask (if in Static Mode, you can enter it)
Geteway Default gateway (if in Static Mode, you can
enter it)
Primary DNS Primary DNS server (you can enter it if in Static
Mode)
Secondary DNS Secondary DNS server (you can enter it if in
Static Mode)
Status Display network packet receive/transmit traffic
Apply Click the button to save parameter changes
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4.1.1.2.2 Bridge Interface Setting

Table 4-10 contains the parameter settings for the Bridge interface, which is used to connect

multiple nDAS devices in a Daisy Chain topology using physical network cables.

Please be advised that before clicking on "Apply" and subsequently "Enable," it is essential to
input the IP and Subnet Mask addresses. Only then will the Bridge interface connection take
effect.

Table 4-10 Bridge interface parameter settings

Parameter Name Parameter Content
Bridge Enable Enable Enable/Disable Bridge

Bridge Setting Interface Display network interface name
IP IP address (you can enter it if in Static Mode)
Subnet Mask Subnet mask (you can enter it if in Static Mode)
STP Enable/Disable Bridge STP mode
Status Display network packet receive/transmit traffic
Apply Click the button to save parameter changes

4.1.1.3 Wireless

Click on the icon to access the wireless network settings (as shown in Figure 4-21), where you
will find communication settings for the wireless network. Table 4-11 is the parameter settings

for the wireless network.

General Network Time & Date

e L ——

Name

- 1o
+ WLAN

Data Log Enable
Made
Cloud MAC B4-8C-9D-73-89-7F
“ Infrastructure Mode
8| OPCUA sSID

Security Type

4 SECSIGEM

Edit

Figure 4-21 nDAS wireless network settings
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Table 4-11 Parameter settings for the wireless network

Parameter name Content

Enable Enable / Disable wireless network function.
Mode AP / Infrastructure Mode
MAC Display MAC address.
Infrastructure SSID Edit SSID
Mode . . .
SSID Hidden Hide SSID [Enable/Disable]
Used Channel Channel
Security Type Security Technology
Apply Click the button to save parameter changes.
Infrastructure IP Mode Fixed IP Mode
Mode P IP Fixed IP: 192.168.0.1
Setting
Subnet Mask Fixed Subnet Mask: 255.255.255.0
Gateway Fixed Default Gateway: 192.168.0.1
Centralized SSID Display SSID.
Control Mode Security Type Display security type.
Edit Edit wireless network parameters, please refer to
the figure .
Scan Click the button to display the list of currently
available WiFi networks.
Centralized IP Mode Switch to Static / DHCP mode.
Control IF 1P IP address (can be entered if in Static Mode.)
Configuration
Subnet Mask Subnet mask (can be entered if in Static Mode.)
Geteway Default gateway (can be entered if in Static
Mode.)
Primary DNS Primary DNS server (can be entered if in Static
Mode.)
Secondary DNS Secondary DNS server (can be entered if in

Static Mode.)
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Status Display network packet receive / transmit traffic.

Apply Click button to save parameters change.

4.1.1.3.1 AP Mode

After switching the mode to AP Mode, as depicted in Figure 4-22, input the SSID and click on
the Save button. Subsequently, nDAS will transition to AP Mode.

Name Value

4 WLAN
Enable a

‘ gyMode‘ AP Mode v“:
MAC B4-8C-9D-73-BA-AF

“ AP Mode
SSID |nDA5_BA-&C-9D-73-BA—AF |
SSID Hidden ]
Used Channel 1 l
Security Type |Open v|

Figure 4-22 AP Mode Setting

4.1.1.3.2 Infrastructure Mode

Upon switching the mode to Infrastructure Mode, click on the Edit button for Infrastructure
Mode (as shown in Figure 4-23). This action will display the editing dialog window (as
depicted in Figure 4-24). Input the SSID and select the desired security protocol. Finally, click
on the Confirm button to complete the configuration.

Name Value

“ WLAN
Enable a
Mode Infrastructure Mode v|ﬂ
MAC B4-8C-9D-T3-BA-AF

4 Infrastructure Mode
SSID nDAS_80-D2-1D-E8-31-C7

Security Type Open v

Scan

Figure 4-23 Infrastructure Mode
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Name Value
rl
4 ssiD
SsID |V|cmoo Seriers |
Security Type | WAz PSK v|

4 WPA Cipher
Pairwise | CCMP A |

4 Authentication

PSK |................... |

Figure 4-24 Infrastructure Mode Connection Setting

After clicking the Save button (as shown in Figure 4-25), wait for the connection and enter the
IP of that domain in the web browser to reopen the settings page. The current wireless signal

strength will be displayed in the toolbar at the top (as shown in Figure 4-26).

Name Value

“ WLAN
Enable [ ¢
Mode Infrastructure Mode v |n
MAG B4-8C-9D-73-BA-AF

4 Infrastructure Mode

SSID nDAS_80-D2-1D-E8-31-C7

Security Type Open

Scan

Figure 4-25 Enable Infrastructure Mode

Figure 4-26 the icon of Wireless signal status

4.1.1.4 Time & Date
Click on the icon to enter the time and date settings (as shown in Figure 4-27), and Table 4-12 is

the parameter settings for time and date.

10T
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Wireless

&= Modbus Time & Date

Name Value
a

Nr 1o
“ Time & Date

- Current Time 2022-10-17 13:09:18 CST
& Datalog

Time Zone Asia/Taipei (CST, +0800) ﬂ

&  Cloud NTP Synchronized

ol Time Calibration
OPCUA

J SECSIGEM

Figure 4-27 Time and date settings

Table 4-12 Parameter settings for time and date

Parameter name Content

Time & Date Current Time Display the current time.
Time Zone Click the button to select and set the time zone.

NTP Synchronized Check the box to automatically execute network
time NTP synchronization.
Time Calibration Uncheck NTP Synchronized to manually adjust

and correct the time.

4.1.1.5 OLED

When you click on the icon, it will take you to the custom OLED function settings (as shown in
Figure 4-28). Table 4-13 contains the parameter settings for the custom OLED.

General Network Wireless Time & Date
OLED Menu Enable Show Type Index M_It_anu Tag Min. Max. Step
Name Value ag
+ Menu Settings 0 |CALC v‘ |o v‘ | || |u l 65535 l 1 l
Initial Screen D 1 |CALC v‘ |0 v‘ | || |n l 65536 . 1 l
Initial Screen |Menu 00 V‘ 2 |CALC v‘ |0 v‘ | || |u l k5536 l ’ l
3 |CALC v‘ |o v‘ | || |n l ﬁ5535l 1 l
“ PIN Password
Enable O 4 |C’°‘LC V‘ |9 V‘ | || |u l 85535 I 1 l
Change PIN pasm a2 |CALC v‘ |0 v‘ | || |U l 65536 l 1 l
“ Action 6 |CALC v‘ |o v‘ | || |n l 65536 l 1 l
| e I We=-H: B

Figure 4-28 Custom OLED Function Settings

Table 4-13 Custom OLED Function Parameter Settings

Parameter name Content

W SUESTSih el Initial Screen(Enable)  Enable /  Disable Initial Display Screen

10T
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Functionality (Default: Main Screen)

Initial Set Custom Initial Display Screen
Screen(Selection)
Reset Reset Custom OLED Screen
PIN Password Enable Enable / Disable PIN Password Functionality

Change PIN Password  Set PIN Password

Actions Home Return to Main Menu Screen
Back Return to Previous Screen
Knob Right Trigger Right Rotation Button
Knob Left Trigger Left Rotation Button
Menu Actions Menul Enter Main Screen 1
Menu2 Enter Main Screen 2
Menu3 Enter Main Screen 3
Menu4 Enter Main Screen 4
Simulation On / Off Enable Auto-Switching of Custom OLED
Display Screen Functionality
Interval (ms) Set Time Interval for Custom OLED Screen
Switching

The custom OLED screen settings interface, as shown in Figure 4-29, includes the following

parameters:

- Type: Allows selection of the display screen type, such as CALC operator, Image, Button, I/O
Module, Modbus Bit channel, Modbus Word channel.

- Index: Represents the index corresponding to the selected Type.

- Menu Tag: Specifies the name displayed for the menu on the main screen.

- Tag: Specifies the name displayed after entering the menu screen.

- Min / Max: Indicates the minimum and maximum values for writing a numerical input.

- Step: Represents the basic unit for each written value.

10T

VIC7000 User Manual (Beta)

58



Chapter 4 I\B IOT

Menu Enable  Show Type Index “T‘:':;“ Tag Min. Max. Step
0 ‘CALC v‘ ‘0 v| 0 l55535l1 l
w e 0 [ BN B
z e o I He=H- B
3 caLc v| o vl 0 l55535l1 l
: e 0 [ ) BN B
; we o I He=N- B
; e b J[J ) =N B
7 Cr— o e L

Figure 4-29 Custom OLED Display Settings

Note: If you select the "Image" option for the Type, you will need to click the "View" button to

load the image. The supported image formats are *.bmp and *.tif.
4.1.2 Modbus
By clicking on the icon in the left-hand menu (as shown in Figure 4-30) you can enter the Modbus

configuration screen. nDAS provides a Modbus TCP/RTU communication interface for users,

which includes Modbus TCP/RTU communication parameter settings, device coil status, device

holding register, Master COM Port monitoring, and Master TCP Port monitoring (as shown in
Figure 4-31) -

System Coils Status (0X)  Holding Registers (4X) com2
Name Value
PRI PP ¢ TCP Slave
Enable [ ¢
Cloud Port 2 H
“ TCP Master
“ Chart
[ SECS/GEM Chart Maximum Number Of Points 20 l
“ COM2 (ttymxc2)
Madbus Role ®Master OSlave CNone
Baud Rate |115200 .
Data Bits e -
Figure 4-30 Modbus Function Settings
(1]}
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System Coils Status (0X)  Holding Registers (4X) com2

Name Value
S DatalLog “ TCP Slave
Enable a
&  Cloud Port 502 l
“ TCP Master
“ Chart
#: SECS/GEM Chart Maximum Number Of Points 20 l
< COM2 (ttymxc2)
Madbus Role ®Master OSlave CNone
Baud Rate |115200 .
Data Bits |B v

Figure 4-31 Modbus TCP/RTU Communication Parameter Settings, Local Coil Status List,
Local Holding Register List, Master COM Port Monitoring, Master TCP Port Monitoring

Note : Monitoring the Master TCP Port requires prior addition in the communication parameter
settings, nDAS provides a maximum of five communication ports for user utilization, as

referenced in section 4.1.2.1.

4.1.2.1 TCP/RTU

Click on the icon to enter Modbus TCP/RTU Communication Parameter Settings (as shown in
Figure 4-32).

System Coils Status (0X) Holding Registers (4X) TCPOO

TCP/IRTU

Name Value
Vo “ TCP Slave
Enable [ §

Data Log Port 502 .
“ TCP Master

Cloud Add

TCPOO IP:PDrt s [ Response Time ms): o0 ] “

OPCUA + Chart

Chart Maximum Number Of Points 20 l
+ COM2 (ttymxc2)

Modbus Role JMaster O Slave ® None

Baud Rate

# SECSIGEM

Data Bits
Parity
Stop Bits

Figure 4-32 Modbus TCP/RTU communication parameter settings
Modbus TCP Slave configuration, as shown in Table 4-14.

Table 4-14 Modbus TCP Slave communication parameter settings.

Parameter name Content

Enable/Disable Modbus TCP Slave
Enable
communication.

10T
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Port

Modbus TCP Port configuration.

nDAS supports Modbus TCP Master. Click the "Add" button as shown in Figure 4-33. After
clicking the button, you need to enter the IP address, port number, and response time.
Additionally, a TCP Master monitoring icon will be added to the menu bar as shown in Figure

4-34.

TCP/RTU
Name
“ TCP Slave
Enable
Port
“ TCP Master
Add
4 Chart
Chart Maximum Number Of Points
4 COM2 (ttymxc2)
Modbus Role
Baud Rate
Data Bits
Parity
Stop Bits

Response Time (ms)

Value

® Master OSlave O None

l115200 vl

[ ]

[one J

[ ]

100 l

Figure 4-33 Add Modbus TCP Master communication port

Coils Status (0X)  Holding Registers (4X)

TCPOO

TCP/RTU

Name
“ TCP Slave
Enable

Port
“ TCP Master

Value

«

Add

[ TcPoo

IP: Port: 502 Response Time (ms): 100

Figure 4-34 Modbus TCP Master monitoring menu

Configure the quantity of Modbus Master drawing points (as shown in Figure 4-35). Enter the

maximum number of drawing points, referring to section 4.6.2.

TCP/RTU
Name
“ TCP Slave
Enable
Port
“ TCP Master
Add
4 Chart
Chart Maximum Number Of Points
4 COM2 (ttymxc2)
Modbus Role
Baud Rate
Data Bits
Parity
Stop Bits

Response Time (ms)

10T

Value

® Master OSlave O None

l115200 vl

[ ]

[one J

[ ]

100 l
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Figure 4-35 Establish the quantity of drawing points for Modbus Master.

Configure the communication parameters for Modbus RTU COM Port as specified in Table 4-15.

Table 4-15 Configure the communication parameters for Modbus RTU COM Port.

$¥ 24 P F

Modbus % & *r 3% Master / Slave / None
TR ER TR~
ik d EERF-A L
gk EH R
F RPEFE Modbus % ¢ *» #& 3| Master ° ﬁi%] > F R
Slave ID Modbus % ¢ *7 3 5] Slave » 37%] » Slave ID
4.1.2.2 Coils Status

Click on the icon to access the Coils Status Table for Modbus (as shown in Figure 4-36). The
following section provides an explanation of the coil status addresses corresponding to the
nDAS /O Board.

TCP/RTU Holding Registers (4X) com2
Name Base Address Length
“ Coils Status (0X)
DI Logic Status 1 l 8
Counter Switch 33 l 8
Clear Counter 41 l 8
Clear Overflow 49 l 8
DI Low Latch Status 57 l 8
DI High Latch Status 65 [ JE
DO Logic Status 17 l 8
COM2 Expansion Bit 1001 l 128
TCPO0O Expansion Bit 2001 l 128
TCPO1 Expansion Bit 2129 l 128
TCPO2 Expansion Bit 2257 l 128
TCPO03 Expansion Bit 2385 l 128
Figure 4-36 Modbus Coils Status Table
4.1.2.2.1 ns050
Name Base Address Length
Digital Input Logic 1 8
State
Counter Switching 33 8
Clear Counter 41 8
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Clear Overflow 49 8
DI Low Latch State 57 8
DI High Latch State 65 8
Digital Output Logic 17 8
State
COM2 Expansion Bit | 1001 128
TCPO00 Expansion Bit 2001 128
TCPO1 Expansion Bit | 2129 128
TCP02 Expansion Bit 2257 128
TCPO03 Expansion Bit | 2385 128
TCP04 Expansion Bit 2513 128
4.1.2.2.2 ns051
Name Base Address Length
Digital Input Logical 1 16
State
Counter Toggle 33 16
Counter Reset 49 16
Overflow Clear 65 16
DI Low Latching State 81 16
DI High Latching State 97 16
COM2 Expansion Bit 1001 128
TCP00 Expansion Bit 2001 128
TCPO1 Expansion Bit 2129 128
TCPO02 Expansion Bit | 2257 128
TCP03 Expansion Bit 2385 128
TCP04 Expansion Bit 2513 128
4.1.2.2.3 ns056
Name Base Address Length
Digital Output Logical 17 16
State
COM2 Expansion Bit | 1001 128
TCPO00 Expansion Bit 2001 128
TCPO1 Expansion Bit | 2129 128
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TCPO02 Expansion Bit 2257 128
TCPO03 Expansion Bit | 2385 128
TCP04 Expansion Bit 2513 128

4.1.2.2.4 ns017

‘ Name Base Address Length ‘
Reset Historical 101 9
Maximum Al Value
Reset Historical 110 9

Minimum Al Value

High Alarm Flag 131 9
Low Alarm Flag 141 9
COM2 Expansion Bit 1001 128
TCP00 Expansion Bit 2001 128
TCPO1 Expansion Bit 2129 128
TCP02 Expansion Bit | 2257 128
TCP03 Expansion Bit 2385 128
TCP04 Expansion Bit 2513 128

4.1.2.3 Holding Registers

Click on the icon to access the Holding Registers Table for Modbus (as shown in Figure 4-37).
The following section provides an explanation of the holding register addresses corresponding
to the nDAS I/O Board.

TCP/RTU Coils Status (0X) com2

Name Base Address Length

“ Holding Registers (4X)
Module Name 211 l 10
DI Al Logic Status 301 l 1
Counter Frequency 17 l 16
DO Al Logic Status a03 l 1
Pulse Output Low Level Width 32 l 16
Pulse Output High Level Width 49 l 16
Set Absolute Pulse 65 l 16
Set Incremental Pulse 81 l 16
COM2 Expansion Bit Error Code 1129 l 128
COM2 Expansion Word 1001 l 128
COM2 Expansion Word Error Code 1257 l 128
TCPO0O0 Expansion Bit Error Code 2129 l 128

Figure 4-37 Modbus Holding Registers Table
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4.1.2.3.1 ns050

| Name  BaseAddres  Length
Module Name 211 10
All Digital Input Logical 301 1
States
Counter Frequency 17 16
All Digital Output 303 1
Logical States
Pulse Output Low Level 33 16
Width
Pulse Output High Level 49 16
Width
Set Absolute Pulse 65 16
Set Incremental Pulse | 81 16
COM2 Expansion Bit 1129 128
Error Code
COM2 Expansion Word 1001 128
COM2 Expansion Word 1257 128
Error Code
TCP0O Expansion Bit 2129 128
Error Code
TCP00 Expansion Word 2001 128
TCP00 Expansion Word = 2257 128
Error Code
TCPO1 Expansion Bit 2513 128
Error Code
TCPO1 Expansion Word 2385 128
TCPO1 Expansion Word 2641 128
Error Code
TCPO02 Expansion Bit | 2897 128
Error Code
TCP02 Expansion Word 2769 128
TCPO02 Expansion Word | 3025 128
Error Code
TCPO03 Expansion Bit 3281 128
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Error Code
TCP03 Expansion Word 3153 128
TCPO03 Expansion Word 3409 128
Error Code
TCP04 Expansion Bit 3665 128
Error Code
TCP04 Expansion Word 3537 128
TCP04 Expansion Word 3793 128
Error Code
Operation 4001 200
Data Recording Status | 5101 1
Wi-Fi RSSI Status 5302 1

4.1.2.3.2 ns051

‘ Name Base Address Length ‘
Module Name 211 10
All Digital Input 301 1
Logical States
Counter Frequency 17 32
COM2 Expansion Bit | 1129 128
Error Code
COM2 Expansion 1001 128
Word
COM2 Expansion 1257 128
Word Error Code
TCPO0O0 Expansion Bit 2129 128
Error Code
TCP00 Expansion 2001 128
Word
TCP00 Expansion 2257 128
Word Error Code
TCPO1 Expansion Bit | 2513 128
Error Code
TCPO01 Expansion 2385 128
Word

eyor |
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TCPO01 Expansion 2641 128
Word Error Code
TCP02 Expansion Bit 2897 128
Error Code
TCP02 Expansion 2769 128
Word
TCP02 Expansion 3025 128
Word Error Code
TCPO03 Expansion Bit = 3281 128
Error Code
TCP03 Expansion 3153 128
Word
TCPO03 Expansion 3409 128
Word Error Code
TCP04 Expansion Bit 3665 128
Error Code
TCP04 Expansion 3537 128
Word
TCP04 Expansion 3793 128
Word Error Code
Operation 4001 200
Data Recording Status 5101 1
Wi-Fi RSSI Status 5302 1

4.1.2.3.3 ns056

‘ Name Base Address Length ‘
Module Name 211 10
All Digital Output 303 1
Logical States
Pulse Output Low 17 32
Level Width
Pulse Output High 49 32
Level Width
Set Absolute Pulse 81 32
Set Incremental Pulse 113 32

10T
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COM2 Expansion Bit
Error Code
COM2 Expansion
Word
COM2 Expansion
Word Error Code
TCP00 Expansion Bit
Error Code
TCP00 Expansion
Word
TCPO00 Expansion
Word Error Code
TCPO01 Expansion Bit
Error Code
TCPO01 Expansion
Word
TCPO01 Expansion
Word Error Code
TCP02 Expansion Bit
Error Code
TCP02 Expansion
Word
TCP02 Expansion
Word Error Code
TCP03 Expansion Bit
Error Code
TCP03 Expansion
Word
TCP03 Expansion
Word Error Code
TCP04 Expansion Bit
Error Code
TCP04 Expansion
Word
TCP04 Expansion

1129

1001

1257

2129

2001

2257

2513

2385

2641

2897

2769

3025

3281

3153

3409

3665

3537

3793

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128
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Word Error Code
Operation 4001 200
Data Recording Status 5101 1
Wi-Fi RSSI Status 5302 1

4.1.2.3.4 ns017

Name Base Address Length
Module Name 211 10
Al Value 1 9
Al Status 10 16
Historical Maximum | 111 9
Al Value
Historical Minimum AI 121 9
Value
Al Engineering Value 131 18
Historical Maximum 151 18
Al Engineering Value
Historical Minimum AI 171 18

Engineering Value

Al Scale Value 191 9
Al Range Code 201 9
Al Channel Mask 221 1
Al Physical Status 231 18
COM2 Expansion Bit 1129 128
Error Code
COM2 Expansion 1001 128
Word
COM2 Expansion 1257 128
Word Error Code
TCPO00 Expansion Bit | 2129 128
Error Code
TCP00 Expansion 2001 128
Word
TCP00 Expansion 2257 128
Word Error Code

=or |
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TCPO01 Expansion Bit
Error Code
TCPO01 Expansion
Word
TCPO01 Expansion
Word Error Code
TCP02 Expansion Bit
Error Code
TCP02 Expansion
Word
TCP02 Expansion
Word Error Code
TCP03 Expansion Bit
Error Code
TCP03 Expansion
Word
TCPO03 Expansion
Word Error Code
TCP04 Expansion Bit
Error Code
TCP04 Expansion
Word
TCP04 Expansion
Word Error Code
Operation
Data Recording Status
Wi-Fi RSSI Status

2513

2385

2641

2897

2769

3025

3281

3153

3409

3665

3537

3793

4001

5101
5302

4.1.2.4 COM Port & TCP Rules

128

128

128

128

128

128

128

128

128

128

128

128

200

nDAS provides monitoring for both Master COM Port and Master TCP Port. To add TCP

Master, please refer to section 4.1.2.1. Click on the icon to access the monitoring dashboard, as

shown in Figure 4-38.
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TCP/RTU Coils Status (0X)  Holding Registers (4X)

System

“ Bt Status

Word Status

Diagnostician

Scaninterval  Mapping

Enable Slave ID Type StartAddress  Length RW s T Tag Log Log Change  Chart Status
o P - ) (
Ar 0 1 l 01 Coll Status v l 1 . R v| 1000 l 0 l E [ Unavailable
Data Log 1 1 l 01 Coll Status v‘ 1 . 1 l \ vl 1000 . 0 l D O (Il ] Unavailable
2 1 l 01 Coil Status vl 1 l 1 . R v| 1000 . 0 l E [l [ Unavailable
Fe Y Cloud

3 1 l 01 Coll Status v 1 . 1 l \ v| 1000 . 0 l D O n (] Unavailable

OPCUA T R
4 1 l 01 Colil Status vl 1 l 1 . R v| 1000 . 0 l E [ Unavailable
| SECS/GEM 5 1 l 01 Coll Status v 1 . 1 l ‘ v| 1000 . 0 l D ] ] (] Unavailable
6 1 l 01 Coll Status v‘ 1 l 1 . ‘R v| 1000 l 0 l E m Unavailable
7 1 l 01 Coll Status v 1 . 1 l \ v| 1000 . 0 l D ] Il ] unavailable
8 1 l 01 Caoll Status v‘ 1 l 1 l ‘R v| 1000 l 0 l E m Unavailable
9 1 l 01 Coll Status v 1 . 1 l \ v| 1000 . 0 l D ] (Il (] Unavallable

Figure 4-38 Modbus Master Monitoring Instrument Panel Configuration

4.1.2.4.1 Rule

Click on the icon to switch to the Modbus Master Rule Parameter Configuration screen (as
shown in Figure 4-39). On this page, you can set rules to enable/disable Modbus channels. Each
port provides 32 rules for user configuration. The parameter explanations can be found in Table
4-16.

B - veesons | ognostenn

Scaninterval  Mapping

Rule Enable Slave ID Type StartAddress  Length RIW s A Tag Log Log Change  Chart Status
0 a 1 l 1 l 1 l 1000 l 0 l |:] 0 0 []  Success
1 " ¢ 1 l 1 l 1 l 1000 l 0 l |:] O []  success
2 1 l 1 l 1 l 1000 l 0 l ‘: 0O 0 [} Unavailable
3 1 l 1 l 1 l 1000 l 0 l ‘: ) O (] Unavailable
4 1 l 1 l 1 l 1000 l 0 l |:] O [l (] Unavailable
5 1 l 1 l 1 l 1000 l 0 l |:] O O [ ] Unavailable
6 1 l 1 l 1 l 1000 l 0 l |: 0O 0O []  Unavailable
7 1 l 1 l 1 l 1000 l 0 l ‘: O 0 [} Unavailable
8 1 l 1 l 1 l 1000 l 0 l |:] 0 0 (] Unavailable
9 1 l 1 l 1 l 1000 l 0 l |:] O O [ ] Unavailable
Figure 4-39 Modbus Master Rule Parameter Configuration
Table 4-16 Modbus Master Rule Parameter Configuration Table

Name Description

Rule Display rule number.

Enable Enable/Disable rule.

Slave ID Set connected Slave ID
Type Modbus commonly used function
codes 01~04.
Start Address Set Modbus starting address.
(1]}
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Length
R/W
Scan Interval (ms)

Mapping Channel

Tag
Log
Log Change

Chart
Status

4.1.2.4.2 Bit Status

Set Modbus data length.

Set read/write status.

Set scan time.

Each data corresponds to a
channel.

Note : nDAS provides 128
channels.

Display rule tag in Data Log.

Log to Data Log or not

Log when there’s a change in
reading value to Data Log.

Plot or not, refer to 4.6.2.

Display = Modbus  read/write
status.

Click on the icon to switch to the Modbus Bit Status Parameter Configuration screen (as shown

in Figure 4-40). This screen allows you to monitor the Modbus bit status. If you set the Modbus

Master Rule data type to 01 or 02 and activate the rule, it will be displayed on this screen.

Rule

Channel Polling Times Value Status

0 370 0 Success

1 0 0 Unavailable
2 0 0 Unavailable
3 0 0 Unavailable
4 0 0 Unavailable
5 0 0 Unavailable
6 0 0 Unavailable
7 0 0 Unavailable
8 0 0 Unavailable
9 0 0 Unavailable

Bit Status Word Status Diagnostician

Slave ID Slave Address Mapping Address (0X) Write Value

1 1 2001 0
1 1 0 0
1 1 0 0
1 1 0 0
1 1 o 0
1 1 0 0
1 1 0 0
1 1 0 0
1 1 o 0
1 1 0 0

Figure 4-40 Modbus Bit Status Monitoring Screen

4.1.2.4.3 Word Status

1

1

1

Click on the icon to switch to the Modbus Word Status Monitoring screen (as shown in Figure

4-41). This screen allows you to monitor the Modbus word status. If you set the Modbus Master

Rule data type to 03 or 04 and activate the rule, it will be displayed on this screen.
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Channel

0

1

2

Polling Times

409

0

0

Figure 4-41 Modbus Word Status Monitoring Screen

4.1.2.4.4 Diagnostician

Value

Rule

Status

Success

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

e |l Dot

Slave ID

1

1

1

Slave Address

1

1

1

Mapping Address (4X)

2001

0

0

Write Value

Click on the icon to switch to the Modbus Master Rule Monitoring screen (as shown in Figure

4-42). This screen displays the current communication status of each rule.

Rule

10T

Polling Times

449

453

0

Figure 4-42 Modbus Master Rule Monitoring Screen

Rule

Bit Status

Current Response Time (ms)

0.912

0.686

0

73

Word Status

Max. Response Time (ms)

25602

41.325

0

Min. Response Time (ms)

0.674

0.671

60000

60000

60000

60000

60000

60000

60000

60000

Status

Success

Success

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable
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4.1.3 10

By clicking on the icon in the left-side menu, you can access the I/O Parameter Configuration

as well as the screens for each I/O module. nDAS provides different settings for different modules
under the I/O menu (as shown in Figure 4-43). Table 4-17 provides the common parameter

settings for the I/O modules.

System DI_00 DI_01 DI_02 DI_03 DI_04 DI05 DOO0 DO_O1

>  Modbus
Name Value
“ 1/O Settings

Name Simulator
Data Log Interval (ms) 1000 .
Chart Maximum Number Of Points 20 .
Cloud

OPCUA

i SECSIGEM

Figure 4-43 I/O Module(Simulator)

Table 4-17 Common parameter settings for I/O modules

Parameter name Content

I/O Settings Name Show current module name

Interval (ms) Set the time interval for each I/O read.
Default value is 1000 ms.
Chart Maximum Set the maximum number of data points that can

Number Of Points be plotted by the oscilloscope.

4.1.3.1 Digital Input

Click on the icon to access the DI module (as shown in Figure 4-44). The interface
encompasses DI parameter configuration and oscilloscope signal display. Table 4-18 presents

the fundamental DI parameter settings.

System

& Modbus B 01 0o

Name 094 104 114 124 134 144 154 164 175 1B4 194 204 214 224 234 244 254 26
“ DI Settings
Channel
Data Log Tag Name
Mode
Cloaxd Channel Mask
Invert Signal
4 Status

OPCUA

Status
# SECS/GEM

“ Log
Log Enabled
Change of State

Figure 4-44 Digital Input Settings Screen
10T
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Table 4-18 Digital Input Settings

DI Settings Channel Display channel ID
Tag Name Configure label names
Mode Present the following mode options:
Digital Input (DI)
Counter

Parameter name Content

Low-to-High Latch
High-to-Low Latch

Frequency
Channel Mask Enable/Disable channel masking
Invert Signal Activate/Deactivate signal inversion
Status Display DI signal status
Log Log Enable Enable/Disable recording of DI channel
Change of State Record changes in DI channel signal
Counter Start Activate/Deactivate counter function
Reset Clicking the button will reset the current channel
count

Overflow Auto Reset  Enable/Disable automatic reset on counter

overflow
Overflow Display overflow status
Frequency Precision 0.1Hz
0.01Hz
Reset Time(ms) Enter reset time

The logging feature must be enabled by selecting the logging option to write the channel data
into the database. The channel masking option allows you to choose whether to hide the data of
that channel. If the channel masking is enabled, the channel data will not be written into the
database and will cease to be displayed on the oscilloscope.

Note: Channel data will be written into the database only when both the logging feature and

channel masking are enabled.

The status change option allows for an additional annotation in the database when the channel
signal status changes.

Note: This feature requires the logging function to be enabled as well.
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4.1.3.2 Digital Output

Click on the icon to access the DO module (as shown in Figure 4-45). The interface

encompasses DO parameter configuration and oscilloscope signal display. Table 4-19 presents

the fundamental DO parameter settings.

System

& Modbus

Name
“ DO Settings
Channel

Data Log Tag Name

Mode

Cloud Channel Mask

“ Status
OPCUA onloff

Status
# SECSIGEM
“ Log

Log Enabled

Change of State

Settings DiI_0o0

DO_00

oLo1

Value

0

DO

DI_02 DI_03 DI_04 DI_05

L ]

DO 00 Do 01

Figure 4-45 Digital Output Settings Screen

Table 4-19 Digital Output Settings

Parameter name

Content

DO Settings

Pulse Output(Pulse

Output Mode)

Enable/Disable(Pulse

Output Mode)

Channel
Tag Name

Mode

Channel Mask

On/Off
Status
Log Enable
Change of State
Low Signal Width
(ms)

High Signal
Width(ms)
Output Frequency
Duty Cycle
Continuous

Fixed Total

Display channel ID
Configure label names

Present the following mode options:
Digital Output (DO)

Pulse Output

Al Alarm Driven

Enable channel masking

Activate/Deactivate DO signal output
Display DO status

Enable/Disable recording of DO channel
Record changes in DO channel signal

Set low signal output time

Set high signal output time

Set output frequency based on signal width
Set duty cycle based on signal width
Activate continuous pulse signal output

Set pulse output count
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Start Start pulse output

Stop Stop pulse output
Al Alarm Driven (Al Mapping Channel Map to Al channel
Alarm Driven Mode) Trigger Mode Deactivate

High Alarm

Low Alarm

The logging feature must be enabled by selecting the logging option to write the channel data
into the database. The channel masking option allows you to choose whether to hide the data of
that channel. If the channel masking is enabled, the channel data will not be written into the
database and will cease to be displayed on the oscilloscope.

Note: Channel data will be written into the database only when both the logging feature and

channel masking are enabled.

The status change option allows for an additional annotation in the database when the channel
signal status changes.

Note: This feature requires the logging function to be enabled as well.

4.1.3.3 Analog Input

Click on the icon to access the Al module (as shown in Figure 4-46). The interface encompasses
Al parameter configuration and oscilloscope signal display. Table 4-20 presents the Al

parameter settings.

System DI_02 DI_03

&  Modbus
Name
“ Al Settings
Channel
Data Log Tag Name
Range
Elons Channel Mask
Average
OPCUA
“ Status

. SECS/GEM Value 7.480000946504238
Physical Value 0
Max. Value 59.996
Min. Value 0.022
4 Scale

Low Scaling Value 000

High Scaling Value 000

Figure 4-46 Analog Input Settings Screen

Table 4-20 Analog Input Settings

Parameter name Content
Al Settings Channel Display channel ID

10T
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Tag Name

Range

Channel Mask
Average

Status Value
Physical Value
Max. Value
Min. Value
Low Scaling Value
High Scaling Value
Physical Min. Scaling
Value
Physical Max. Scaling
Value
Enable

Mode

Value

Status

Configure label names

Present the following voltage and current range
options:

+ 11V

+ 10V
+5V
+-25V

+ 125V
+-0.625V
+ 0312V
+-0.156 V
+-0.0781 V

+-0.0391V
+-0.0195V

0~20mA

+- 20 mA

4 ~20 mA
Enable/Disable masking

Enable/Disable calculating average value

Current measured value

Physical mapped value

Historical maximum value

Historical minimum value

Voltage or current scaling lower limit
Voltage or current scaling upper limit

Physical value scaling lower limit

Physical value scaling upper limit

Enable High Threshold Alarm
Present two mode options:
Momentary

Latch

Configure alarm threshold values

Display alarm status
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Clear Clear alarm status
Low Alarm Enable Enable Low Threshold Alarm

Mode Present two mode options:
Momentary
Latch

Value Configure alarm threshold values

Status Display alarm status

Clear Clear alarm status

Log Enable Enable/Disable channel logging function

Change of State Record AI channel signal changes. When the
amplitude exceeds the error value, the event will
be logged.

Deviation(%) Set error value

The logging feature must be enabled by selecting the logging option to write the channel data
into the database. The channel masking option allows you to choose whether to hide the data of
that channel. If the channel masking is enabled, the channel data will not be written into the
database and will cease to be displayed on the oscilloscope.

Note: Channel data will be written into the database only when both the logging feature and

channel masking are enabled.

The status change option allows for an additional annotation in the database when the channel
signal status changes.

Note: This feature requires the logging function to be enabled as well.

In the given scenario, if we assume the mapping of 0 to 50 °C to 0.5 to 3 VDC, the parameter

settings would be as shown in Figure 4-47.

10T
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Setting=

Value TR
000017

Marme
* Al Settings

Channel ]
Tag Mame |
Range +HoA0Y w |
Channel Mask
Avaragea
4 Status
Value 10001 T TE2 184 143086408
FPhyslcal Valus 24 900G
Max. Value 1.00D0BF2E44
Min. Value 000181138
* Scale

Laow Scaling Value

Physical Min. Scalino.o

High Scaling Value 3.00 l

Physical hax. Scallisooo l_

0.80

+ High Alarm

® -0 paniE

Figure 4-47 Physical value configuration

If an input voltage value of 2 VDC is applied to channel 0, the measured value would be as

shown in Figure 4-48. Referring to Modbus Table 4.1.2.3.4, the value read from the Modbus

address would be as depicted in Figure 4-49. The unit of the voltage value is in millivolts (mV).

10T
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“ Al Settings

Chanma| 0

Tag Marme

Fangs L10Y .
Chanme kMask
Averans |
4 Status
Value 16384014501 5T1865

Physical Valus 26 9585

Mz, Yalle 160841
Min. Walus 0,000 1 B3EED

tasail
* Scale
Low Scaling Value 182 l
High Scaling Value 300 l
Fhysical kMin. Scalini.i l
Physical Max. Scalisn oo l

“ High Alarm

1.5

Figure 4-48 The actual measured voltage

== ModScal E\@

Device Id: | 1
Address: MODBUS Point Type
Length: |1 |03: HOLDING REGISTER  ~|

40001: < 1999

Figure 4-49 Modbus Al Value

The Al scaling value can be calculated using a proportional relationship between the current

voltage value and the voltage range. The formula is as follows:

Range* — Range~ Range™ — Vinpue

Scalingyign — Scalingoy,  Scalingyign — Vscating

10T
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In the given formula, Vi, represents the current measured voltage value, Vscqiing

represents the mapped voltage value, Range™ represents the current high voltage range,

Range™ represents the current low voltage range, Scalingpy;, represents the defined

maximum scaling value, Scaling;,,, represents the defined minimum scaling value.

The AI Physical Value can be calculated using a proportional relationship between the Al

Scaling Value and the Low/High Scaling Value range. The formula is as follows:

Scalingyign — Scalingow B Vscating — Scalingow

Physicaly,, — Physicaly, Physicalyapping — Physicalyn

In the given formula, Vgcqing represents the mapped voltage value (Al Scaling Value),
Physicalyapping represents the mapped physical value (Al Physical Value), Physicalyqy

represents the defined maximum physical scaling value, Physicaly;, represents the defined

minimum physical scaling value, Scalingy;q, represents the defined maximum scaling value,

Scaling;,,, represents the defined minimum scaling value.

Referring to Modbus Table 4.1.2.3.4, the Al scaling value read from the Modbus address is
depicted in Figure 4-50. The unit of the voltage value is in millivolts (mV).

== ModScal E\@

Device Id: | 1
. o191
Address: MODBUS Point Type
Length: |1 |03: HOLDING REGISTER  ~|

40191: < 1999

Figure 4-50 Modbus Al Scaling Value

If an input voltage value of 2 VDC is applied to channel 0, and the mapping scenario is from 0
to 50 °C to 0.5 to 3 VDC, the mapped physical value would be as shown in Figure 4-51.
Referring to Modbus Table 4.1.2.3.4, the Al physical value read from the Modbus address is
depicted in Figure 4-52. The unit of the voltage value is volts (V), and the data type is Float.

VIC7000 User Manual (Beta)



Chapter 4

MName Value
“ Al Settings

Channel 0

100542

Tag Narne ]

Range H- 10V - |
Channel Mask
Average

4 Status

alue 1 9564191 204RT T

Phiysical Value 200565

Elax, Value 49814 m
Win. Vaiue LagaTe

* Scale

Levy Scaling Value 250

High Scaling Value 200 .
Physical Min, Scalin?an l
Phrysical Max, Seallis0.00 l

4 High Alarm :

Figure 4-51 Mapping to physical value

== ModScal E\EI

Device Id: | 1
. o231
Address: MODBUS Point Type
Length: [2 |03: HOLDING REGISTER  ~|

40231: 23,9985
40232

Figure 4-52 Modbus Al Physical Value

4.1.4 Data Log

By clicking on the icon in the left-side menu (as shown in Figure 4-53), you will access the
screen for Data Log configuration and historical data query. nDAS provides the functionality of
storing data in a database. By selecting the desired recording method through the parameter
selection in the top menu, data will be automatically stored in the database. It also offers a
database query feature, where you can set the query method in the top menu and input the query
range to retrieve a data list on the webpage. For detailed instructions, please refer to sections
4.14.1 and 4.1.4.2.

10T
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Name Value
A Vo “ Memory Storage
Log Enabled
“ Log Method
At Fixed Interval
& Cloud Interval (ms) 60000 l
“ General
I orcua Circular Logging

Log Storage Space (MB) 500 .
# SECSIGEM

Figure 4-53 Data Log Module

4.1.4.1 Data Log Settings

By clicking on the configuration icon in the top menu, you can access the Data Log parameter

settings (as depicted in Figure 4-53). Table 4-21 represents the fundamental parameters for Data

Log configuration.

Table 4-21 Data Log Settings

Parameter name Content

Memory Storage Log Enable Enable/Disable database logging.

Log Method At Fixed Interval Enable/Disable fixed interval logging mode.
Interval(ms) Set the time parameter value for fixed interval
(100~6000000).
General Circular Logging Enable/Disable cyclic logging.

Log Storage Space(MB)  Set the upper limit for stored data size.

The data storage functionality is set to Disable by default. The fixed interval parameter is
checked by default, and when this parameter is enabled, nDAS will write data to the database at
a uniform time interval, with a default value of 1 minute. If the cyclic logging option is
checked, when the .db database size exceeds 10GB, the oldest records will be deleted to make
space for new data. If the option is unchecked and the database is full, data writing to the
database will stop. The record storage space can be configured to set the upper limit for the size
of stored data in the database. For example, if the nDAS database has already stored data up to
500MB and the setting is changed to 100MB, no further data will be written to the database.
The default value is S00MB.

4.1.4.2 Data Log Query

By clicking on the configuration icon in the top menu, you can access the screen for Data Log
query method settings (as shown in Figure 4-54). Table 4-22 represents the parameters for Data

Log Sueri conﬁﬁiration.

VIC7000 User Manual (Beta)
84



Chapter 4

Name Value
“ Format
uuiD
MAC ID
Timestamp
&  Cloud “ Filter
Filter Mode
I3 orcua “ Command
Search
# SECS/GEM Save

Clear

Figure 4-54 Data Log Query method settings

Table 4-22 Data Log query configuration

Parameter name Content
Format UuID Display the field in the list.
MAC ID Display the field in the list.
Timestamp Provide the following mode selections:

Coordinated Universal Time (UTC)

Local Time

Filter Filter Mode Provide the following mode selections:
No Filter
Time Filter
Amount of Latest Data Filter

Start Time & End Time Based on the Time Filtering mode, input the time
range.

Amount Based on the Quantity Filtering for Latest Data

mode, input the quantity.

Command Search Click the button to perform a database search.
Save Click the button to save the current list data as
a .json file.
Clear Click the button to clear the database data.

The database query feature presents the content of the database in a list format on the webpage.
If the Universal Unique Identifier (UUID) and MAC address are checked, the corresponding field
will be displayed; otherwise, it will be hidden. The timestamp determines the display format of

the time as either Coordinated Universal Time (UTC) or local time. The filtering mode controls
10T
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the search conditions. nDAS offers two query modes: time-based and latest data count. If the time

filtering mode is selected, the parameters for start and end time need to be filled in, or only one
of them can be entered. If the latest data count filtering mode is selected, the parameter for
quantity needs to be filled in. The search functionality will list the database content based on the

set conditions and present it in a table format (as shown in Figure 4-55).

& System

Modbus Tmestamp o/ mac o] siots] crames| vopes

Name Value 128 2023/06/07 11:32-14 975 GMT+8 | nDAS6000_B4BCODT3BAAF | B4-8C-9D-73-BA-AF | 0 0 1

ar Vo “ Format 128 2023/06/07 11:3214 975 GMT+8 | nDAS6000_B48CIDTIBAAF | B4-GC-OD-T3BAAF | O 71 1
uuID 128 2023/06/07 11:32:14 975 GMT+8 | nDAS6000_BABCODTIBAAF | B4-8C-9D-T3-BA-AF | 0 2 1

MAC ID 128 2023/06/07 11:32-14.975 GMT+8 | nDAS6000_B48COD73BAAF | B4-8C-9D-73-BAAF | 0 3 1

128 2023/06/07 11:3214 975 GMT+8 | nDAS6000_B48CIDTIBAAF | B4-8C-9D-73-BAAF | 0 4 1

Timestamp Logal Time i 128 2023/06/07 11:32 14 975 GMT+8 | nDAS6000_B4BCIDTIBAAF | B4-8C-9D-73BAAF | 0 5 1

& Cloud “ Filter 128 2023/06/07 11:32.14.975 GMT+8 | nDAS6000_B48CODT3BAAF | BA4-8C-9D-T3-BAAF | 0 6 1
Filter Mode Amount of Latest Data Filter V. 128 2023/06/07 11:32:14 975 GMT+8 | nDAS6000_B48CID73BAAF | B4-8C-9D-73-BA-AF | 0 7 1

[1 orcua Amount 5 l 128 2023/06/07 11:32:14 975 GMT+8 | nDAS6000_B48CID73BAAF | B4-8C-9D-73-BA-AF | 0 0 4
7 Command 128 2023/06/07 11:3214 975 GMT+8 | nDAS6000_B48CIDTIBAAF | B4-GC-OD-T3BAAF | O 1 4

& SECSIGEM o “ 128 2023/06/07 1132114 975 GMT+8 | nDAS6000_B48CIDT3BAAF | B4-8C-9D-73-BAAF | 0 2 4
128 2023/06/07 11:32-14.975 GMT+8 | nDAS6000_B48CIDT3BAAF | B4-8C-9D-73-BA-AF | 0 3 4

Save “ 128 2023/06/07 11:3214 975 GMT+8 | nDAS6000_B48COD73BAAF | B4.8C-9D-73.BAAF | 0 4 4

Clear (128 2023/06/07 113214 975 GMT+8 | nDAS6000_BABCIDTIBAAF | B4.8C.9D-73BAAF | 0 5 4

128 2023/06/07 1132114975 GMT+8 | nDAS6000_B48CODT3BAAF | B4-8C-9D-73-BA-AF | 0 6 4

128 2023/06/07 113214 975 GMT+8 | nDAS6000_B48CIDT3BAAF | B4.8C-9D-73-BAAF | 0 7 4

128 2023/06/07 11:31.14.975 GMT+8 | nDAS6000_B48COD73BAAF | B4-8C-9D-73-BAAF | 0 0 1

128 2023/06/07 11:31.14.675 GMT+8 | nDAS6000_B48COD73BAAF | B4-8C-9D-73-BA-AF | 0 1 1

- e -

Figure 4-55 Data Log Query Result

4.1.5 Cloud

By clicking on the icon in the left-side menu, you can access the screen for cloud functionality

settings. nDAS provides various cloud data automatic upload services, including Private Server,
Dropbox, Google Drive, OneDrive, Azure Storage Accounts, AWS S3, and AWS IoT (as shown
in Figure 4-56).

Google OneDrive AWS loT
ft System oo
Name Value
Data Log “ Setting
Connection Status Disable

IP/Domain Name | }

Server Port 8000 l
OPCUA “ File Mode

File Upload

[ SECS/GEM Upload Mode Time Interval v
Time Interval (ms) 5000 I
File Name Format YYYYMMDDHHMMSS v
Time Stamp Format utc ~

“ JSON Mode

JSON Upload

Push Mac Address
Push Timestamp

Figure 4-56 Cloud Module

4.1.5.1 Private Server

4.1.5.1.1 Basic Settings

Clicking on the icon will take you to the configuration screen for the Private Server service (as
10T
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shown in Figure 4-57). Table 4-23 provides the settings for Private Server connection and

upload methods. nDAS supports outputting data in JSON format strings as well as CSV files to
the Private Server. Users need to provide their own private server as the receiving end and input
the private server's IP and Port in the nDAS settings. Afterward, they can initiate file upload or

transmission of JSON strings to begin the data transfer process.

System ropbox oogle d zu AWS 53 AWS loT

& Modbus Private Server

Name
o * Setting

Connection Status
IP/Domain Name
Server Port

“ File Mode
File Upload

(el Upload Mode

Time Interval (ms)

Jf SECS/GEM

File Name Format

Time Stamp Format
“ JSON Mode

JSON Upload

Push Mac Address

Push Timestamp

Time Stamp Format
“ Authentication

Type

Value

Disable

8000 .

| Time Interval

5000 .
[¥¥vmmDDHHMSS

‘UTC

Disable

Figure 4-57 Private Server Connection Settings

Table 4-23 Private Server Connection Settings

Parameter name

Settings Connection status.

IP/Domain name.
Server port.

File Mode File upload.
Upload method.

Time interval (ms).

Item cycle interval
(quantity).

File name format.
Timestamp format.
JSON upload.
Include MAC address.

JSON Mode

Include timestamp.
Timestamp format.
Type.

Username.

Authentication

Content

Display connection status.
Enter Server IP.
Enter Server Port.

Activate/Deactivate file upload.

Time interval/Item cycle interval.

Enter time based on upload method time interval
mode.

Enter quantity based on upload method item
cycle interval mode.

YYYYMMDDHHMMSS /YYYYMMDD.
UTC / Local Time.

Activate/Deactivate JSON message upload.
Display MAC address in JSON message.
Display timestamp in JSON message.

UTC / Local Time.

Disable/Enable Basic Authorization.

Enter username for Basic Authorization.
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Enter password for Basic Authorization.

Chapter 4

4.1.5.2 Dropbox

Password.

4.1.5.2.1 Basic Setting

Click on the icon to access the configuration for connecting to the Dropbox cloud service (as

shown in Figure 4-58). Table 4-24 provides settings for the Dropbox cloud connection and

upload methods.
System Private Server Google OneDrive Azure
:‘ Modbus Dropbox
Name Value
o “ Connection

Connection

& Datalog Connection Status Disable
“ Setting
Upload
Upload Mode | Time interval -
OPCUA Time Interval (ms) 5000 l
File Name Format ‘YYYYMMDDHHMMSS ~
#§ SECSIGEM ‘UTC .

Time Stamp Format

Figure 4-58 Dropbox Connection Settings Screen

Table 4-24 Dropbox Connection Settings

Parameter name Content

Connection Connection. Click the button to access cloud permissions

settings.

Connection status. Display connection status.

File upload. Activate/Deactivate file upload.

Upload method.

Settings
Time interval/Item cycle interval.
Time interval (ms). Enter time based on upload method time interval

mode.

Item cycle interval

(quantity).

File name format.

Timestamp format.

4.1.5.2.2 Connection Process

Enter quantity based on upload method item
cycle interval mode.

YYYYMMDDHHMMSS /YYYYMMDD.
UTC / Local Time.

Click on the "Connect" button (as shown in Figure 4-59) to display the cloud authorization

dialog window (as shown in Figure 4-60).

10T
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System Private Server Google OneDrive

Modbus Dropbox
Name Value
e o * Connection
Connection
= Datalog Connection Status Disable
“ Setting
Upload
Upload Mode | ime Interval v
[1 oPcua Time Interval (ms) 5000 .
File Name Format ‘YYYYMMDDHHMMSS ~
& SECS/GEM Time Stamp Format ‘UTD -

Figure 4-59 Click Button of Connection

& Grant Cloud Access

Login to your cloud account, copy the
Authorization code and pasie to the following
column.

Authorization Code:

-

Figure 4-60 Cloud Authorization Dialog

Establishing the connection requires the user to log in to their personal Dropbox account. It uses
OAuth 2.0 authentication method, which requires the user to log in and authorize nDAS to

upload data to their personal cloud storage space.

Next, click on the external link in the cloud authorization dialog window (as shown in Figure
4-61). After clicking the link, you will be redirected to the Dropbox user login screen (as shown

in Figure 4-62), where you will be prompted to log in to your personal account.

& Grant Clowd Access

Login to your cloud account, copy the
Authorization code and paste to the following
column.

Authorization Code:

=

Figure 4-61 Click on the external link in the cloud authorization dialog window
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>
33

A Dropbox LI3=3E nex_aiot_ndas_series

Jug!

G Ef Google &/
[ =5 Apple 2\
L 4
2@

Figure 4-62 Dropbox user login screen

After successfully logging in, the web page will redirect you to the user confirmation screen (as

shown in Figure 4-63). Click on the "Continue" button to proceed to the authorization screen.

BIEERREDR - B5%...

EECFRIEEESE - £ e TRENERE IEREER O
SEEEENNEREZE -

KEEE_E‘?-‘%’E%TE BER Derbe BE . EE—T [EvE] - E1F
.;{E—aﬁ gEiEET EERTE

Figure 4-63 Dropbox user confirmation screen

Next, the web page will redirect you to the user permission authorization screen (as shown in
Figure 4-64). Click on the "Allow" button. After granting permission, a authorization code will

be generated (as shown in Figure 4-65). Copy the authorization code and paste it into the field

10T
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in the cloud authorization dialog window, then click on the "Execute" button (as shown in
Figure 4-60).

nex_aiot_ndas_series 7EE :

» 285 Dropbox EEFE=LAE « PI=E Dropbox EEFEATAE

» BIEE Dropbox BEERERER  IEEEEE - EFEEHI - EE/ 1

Figure 4-64 Dropbox user permission authorization screen

DEF TR

7= "nex_aiot_ndas series , T8 A LELS=HEE

_DovWHrd ARAAAAAAAACWR gyuMO_FHeXCyg3yoTw I

Figure 4-65 Dropbox generates authorization code screen

Upon successful authorization, a dialog window will appear indicating that the authorization

was successful. The connection status will also be updated to "Connected" (as shown in Figure
4-66, Figure 4-67).

10T
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Cloud Authorization Result:Dropbox

Sucess

Authorization successful

Figure 4-66 Dropbox authorization success dialog window

System Private Server OneDrive AWS loT
Modbus Dropbox
Name Value
N Vo “ Connection
« setting
Upload
Upload Mode Time Interval ~
1 oPcua Time Interval (ms) 5000 l
File Name Format YYYYMMODHHMMSS ~
& SECS/GEM Time Stamp Format uTc v

Figure 4-67 Dropbox connection status

4.1.5.3 GoogleDrive

4.1.5.3.1 Basic Setting

Click on the icon to access the configuration for connecting to the Google Drive cloud service
(as shown in Figure 4-68). Table 4-25 provides settings for the Google Drive cloud connection
and upload methods.

Private Server Dropbox OneDrive Azure AWS 83 AWS loT

System

Modbus
Name Value
fr Vo “ Connection
S Datalog Connection Status Disable
“ Setting
Upload
Upload Mode Time Interval v
I orcua Time Interval (ms) 5000 l
File Name Format YYYYMMDDHHMMSS ~
B UECEGEN Time Stamp Format utc ~

Figure 4-68 Google Drive cloud service connection settings

Table 4-25 Google Drive cloud connection setting parameters

Connection

Parameter name

Connection.

Content

Click the button to access cloud permissions

settings.

Q10T
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- Connection status. Display connection status.

Settings File upload. Activate/Deactivate file upload.
Upload method. Time interval/Item cycle interval.
Time interval (ms). Enter time based on upload method time interval
mode.
Item cycle interval Enter quantity based on upload method item
(quantity). cycle interval mode.

File name format. YYYYMMDDHHMMSS /YYYYMMDD.
Timestamp format. UTC / Local Time.

4.1.5.3.2 Connection Process

Click on the "Connect" button (as shown in Figure 4-69) to display the cloud authorization

dialog window (as shown in Figure 4-70).

o System Private Server Dropbox OneDrive Azure AWS loT
Modbus
Name Value
b 1o “ Connection
Connection
S Datalog Connection Status Disable
“ Setting
Upload
Upload Mode ‘T\me Interval v
1 opPcua Time Interval (ms) 5000 l
File Name Format ‘WYYMMDDHHMMSS ~
& SECS/GEM Time Stamp Format [ure .

Figure 4-69 Click on the "Connect" button

| ® Grant Cloud Access

Login to your cloud account, copy the
Authorization code and paste to the following
column.

Autharization Code:

i

Figure 4-70 Cloud authorization dialog window

Establishing the connection requires the user to log in to their personal Google Drive account. It
uses OAuth 2.0 authentication method, which requires the user to log in and authorize nDAS to

upload data to their personal cloud storage space.

Next, click on the external link in the cloud authorization dialog window (as shown in Figure

4-71). After clicking the link, you will be redirected to a new web page where you will be
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prompted to log in to your personal Google Drive account (as shown in Figure 4-72).

& Grant Cloud Access

Login to your cloud account, copy the

Authorization code and paste to the following
column.

Authorization Code:

Figure 4-71 Click on the external link in the cloud authorization dialog window

A
£51E8 "Demo

EBETT -
Figure 4-72 Google Drive user login screen

After successfully logging in, the web page will redirect you to the user permission

authorization screen (as shown in Figure 4-73). Check the desired options and click on the
"Continue" button to proceed to the authorization screen.
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G [EFE Google EEE A

"Demo ; ERFETAY Google
L=

@gmail.com

EIEE "Demo, EIMEE

L == &= EURRETNATE Google

& =T EE-EBEUERM
T EFRRISEE Google E

EEIHIE
= ATt 1H

S TEREERRE
EEREE -

BEfE "Demo, EEEFHERER

EEEE Google 10T

Z2£8 "Demo. B (ERVEERY 0 (RFSE

B e

Figure 4-73 Google Drive user permission authorization screen

Next, the web page will redirect you to the authorization code screen (as shown in Figure 4-74).
Copy the authorization code from the "code" parameter in the URL and paste it into the field in
the cloud authorization dialog window. Then, click on the "Execute" button (as shown in Figure
4-70).

&

+ O [ Imabnnsmebie_ s vas e it T Rt e _pa v e unchevah o R - TR S ST A P L PO R DRI By o T A R gk )
FEALYRAR
gt G
Ty
ba b
"E [
" s

Figure 4-74 Google Drive generates an authorization code screen

Upon successful authorization, a dialog window will appear indicating that the authorization

was successful. The connection status will also be updated to "Connected" (as shown in Figure

10T
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4-75, Figure 4-76).

Cloud Authorization Result:GoogleDrive

Sucess

Authorization successful

Figure 4-75 Google Drive authorization success dialog window

System

Private Server Dropbox

OneDrive AWS S3 AWS loT

Modbus Ll

Name Value
N o “ Connection
Connection
N P
“ Setting
Upload
Upload Mode Time Interval v ‘
i1 orcua Time Interval (ms) 5000 l
File Name Format YYYYMMDDHHMMSS v‘
B SECSI/GEM

Time Stamp Format

4.1.5.4 OneDrive

ute "J

Figure 4-76 Google Drive connection status

To automatically upload data to OneDrive using nDAS, you will need to register an application

in Azure Active Directory.

4.1.5.4.1 Application process for registering with Azure Active Directory

First, go to the homepage of the Microsoft Azure development platform and log in to your

Microsoft account. Then, click on the Azure Active Directory icon (as shown in Figure 4-77).

Azure FEFS
+ 2
EUEE Azure Active
Directory

= X A& M ® # o

ETERS

loT & Logic Apps FFERE B EREXEE REAF R EEER

Figure 4-77 Azure Active Directory

Click the application registration menu in the menu options (as shown in Figure 4-78).
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HE

€

HE=:

* H

EELERHE

[+
il
4
i

& Identity Governance

i EEES Proy

P EERSRsE=E
® Azure AD Connect

b= BiEEeE

Figure 4-78 Azure Active Directory Application Registration Menu

The screen will display the registered applications in Azure Active Directory. Click on "New
registration" to add a new registration (as shown in Figure 4-79).

D mz P s

O zzzz L 7 B #Zns b mraEsREE

@ 2202056530 B BAGFER Active Directory RER T (ADAL) 8 Azure AD Graph FREMME - EFENSERATEARSEEY | EFEREMEES - AREXY/ER BX Micosoft RERE (MSAL 8 Microsoft Graph - EAT)

:

FEERER  EANEAES DRENEFRER

Ty mamnE

EERL (BFR) #5IE BIEH T BERHE

2022/1/20 [ R=tets]

Figure 4-79 Added registration of Azure Active Directory application

Enter the application name, for example, "nDAS6000." Select "Web" as the Redirect URI and
enter ""http://localhost/module_upload_redirect_url.html". Finally, click on "Register" (as
shown in Figure 4-80).
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st EAER

-1
LERERNEREERRTEE (ZETLES) -

| nDass000

HIERR SRR

EA LI EALERE R SERL API?

@ ELEE E HFRES (I NEXCOM International Co., Ltd. - E—BEA)

() SiEsSsTaEs (T Aure AD Bt - 2EES)

O [EEE 5 PR S (T Azure AD Eff - £EES) FE A Microsoft 1§ (F140 Skype * ¥box)
(O EBEEA Micosoft 157

r.‘.‘.

BEIHEER.

EITED URI (EH)
RFSERNSESEASIE HREEREESK UR - BECT—ESEEEREEE URL JLEZ42E  EEASHAERTS

EEE-

| Web N | | http://localhost/module_upload_redirect_url.html v

=

EEHERCEEANERER - @alblitd

&=

SEENERER -

FEETELREE (Microsoft E2FE} o

G il

Figure 4-80 Application name, redirect URI settings
Note: The redirect URI must be "http://localhost/module upload redirect url.html".
After adding the application, proceed to add a new secret and credential (as shown in Figure 4-81,

Figure 4-82).

HH nDAS6000 = -

Oz B s B EEns
A EBLE
& REAM
BTEE NDAS6000
22 ET
EEIE €350a7f2-b6f1-432c-a5ce-0d21bb4d4768
a2

20962866-6012-47e8-2506-20037269683C

: 150ade72-6bf3-4029-ac57-de982587a01e

@ =202056 530 BE + RABFES Active Directory BEETE (ADAL) & Azure AD Graph F S E54: - %

EETSHEN  ETERENSERN - BREXAATEE Microsoft BEZTE (MSAL) £ Microsoft Graph = ZATE

o ARIEIR EmER =k
& 2EaA
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nDAS6000 | /BiE Bz = -

Figure 4-81 Application overview

= ALEREREEESCHNS SR - 3E-SEREES ERCETERE MIESFEEH) =

@ sTu=ETAEIESS

BEO FAFRES 0

EEEIEERENE  BLEEESSERN

i ={0]

Figure 4-82 Add new credential or secret

WEEREE

Click on "New client secret" and enter the password description and the expiration period for the

password (as shown in Figure 4-83).

i8R PR 2 1

| three_month

EEE

ATl

Figure 4-83 Client password description and password validity period

When the password is successfully added, the client secret will be displayed. Please make sure to

copy and backup this value (as shown in Figure 4-84) as you will need it later.

nDAS6000 | B3 R iE » -

ZRFERETEOIELRY

| « & masssmms:

O TureEEsaEsRALEMAE >

= (EFE HTTRS E5) EiiEnsE  LmBEESEEEsSCHsS 255 -

RE—SEFEE:  BROERESE MAEREF

O sTLETHE SR RIIERESERER  pEnEEss - <

B
I EmzE BEO0) MAFEEHM
= APl -

5 ERESEERELE  BLUEAESSRINUETS  UEsEREA=E

@ AP

EEEESs T SHEAPREE
& 5= ik i BO HEERAE
4 sefigeEs three_month 2023/8/27 Ty D o

10T

Figure 4-84 OneDrive client password
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4.1.5.4.2 Basic Setting

Please follow these steps:

1. Go to the homepage of the Microsoft Azure development platform and log in to your
Microsoft account.

2. Click on the Azure Active Directory icon (as shown in Figure 4-77).

3. In the Azure Active Directory, navigate to the Registered App list and select your registered
application (as in 4.1.5.4.1).

4. Copy the Tenant ID and the Client ID (as shown in Figure 4-85).

Make sure to keep the Tenant ID and Client ID secure and confidential as they are sensitive

credentials.

=: nDAS6000 = -

0o O sz & Esne

B = © =5 HOTEE Micosolt BARATS ESRERASA Awre AD) HERRR -
o mEAR

& maomE P

=2 BTEE NDAS6000

L e—————

3ecOcad1-1aad-449e-9¢07-52500bda1840

o ApEE @ = 2020 567 30 B RFETER Active Directory REFZTE (ADAL) 2 Azure AD Graph FR ERIE - %

& AEAP
BmER i
B sREAAs —_—

& =5s

Figure 4-85 Copy the renter ID and client ID

Click the icon to enter the OneDrive cloud service connection settings (as shown in Figure

4-86), Table 4-26 is the OneDrive connection and upload method settings.

System Private Server Dropbox AWS loT

a5 Modbus
Name

I o ‘

“ Connection

Data Log Tenant ID
Client ID

Client Secret

[ OPCUA Connection
Connection Status No Connecting

4 Setting
Upload

Linlaad Madns

J SECSIGEM

Figure 4-86 OneDrive cloud service connection settings

Table 4-26 OneDrive cloud connection setting parameters

Parameter name Content
Rental user identifier ~ Enter the rental user identifier.

10T
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Client identifier
Client password

Connection

Connection status

Settings

File upload
Upload method
Time interval (in

milliseconds)

quantity)

File name format

Timestamp format

4.1.5.4.3 Connection Process

Item cycle interval (in

Enter the client identifier.
Enter the client password.

Click the button to access cloud authorization
settings.

Display the connection status.

Activate/Deactivate file upload.

Time interval/Item cycle interval.

Enter the time based on the upload method time
interval mode.

Enter the quantity based on the upload method
item cycle interval mode.
YYYYMMDDHHMMSS/YYYYMMDD
timestamp format.

UTC/Local Time.

Upon registering the application in Azure Active Directory, retrieve the rental user identifier
(Tenant ID), client identifier (Client ID), and client password (Client Secret) from the

application information. Paste them and click the "Connect" button (as shown in Figure 4-87) to

display the cloud authorization dialog window (as shown in Figure 4-88).

System

AWS 83 AWS loT

s

Name

o “ Connection

Tenant ID

= Datalog Client ID
Client Secret
Connection|
Connection Status

OPCUA
4 Setting

Upload

#§ SECSI/GEM

Upload Mode
Time Interval (ms)
File Name Format

Time Stamp Format

Value

Disable

Time Interval v

5000 .

YYYYMMDDHHMMSS ~

utc v

Figure 4-87 Enter the ID and password and click the connect button
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& Grant Cloud Access
Login to your cloud account, copy the

Authorization code and paste to the following
column.

Authorization Code:

Figure 4-88 Cloud authorization dialog window

Please note that if any of the identifiers, client identifier, or client password are not entered, the
"Connect" button will be disabled and cannot be clicked.

Establishing a connection requires the user to log in with their Microsoft personal account. It
utilizes OAuth 2.0 authentication method, which requires the user to log in and grant

authorization to nDAS for data upload to their personal cloud storage space.

Next, click the external link in the cloud authorization dialog window (as shown in Figure
4-89). Upon clicking the link, you will be redirected to a new webpage where you will be
prompted to log in to your personal account (as shown in Figure 4-90).

& Grant Cloud Access

Login to your cloud account, copy the
Authorization code and paste to the following
column.

Autharization Code:

=

Figure 4-89 Click on the external link in the cloud authorization dialog window
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S Microsoft

gA

Q, BMEE
Figure 4-90 OneDrive user login screen

After a successful user login, the webpage will redirect you to the user permission authorization

screen (as shown in Figure 4-91). Click "Accept" to proceed to the authorization screen.

BS Microsoft

_@nexaiot.com

ERAYEIR

nDAS6000

bexaiot.con]
ItFERE A2/ Microsoft ER¥EfT,
EAEEE

Maintain access to data you have given it access to

Have full access to your files

N
N
~ Have full access to all files you have access to
~ Edit or delete items in all site collections

N

View your basic profile

SEILIFE https:/fmyapps.microsoft.com BEiE

siEar
HEREREERTEE EEE8E

Figure 4-91 OneDriveUser Permission Authorization Screen

Next, the webpage will redirect you to the authorization code screen (as shown in
Figure 4-92). Copy the authorization code from the "code" parameter in the URL and paste it
(1]}
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into the field in the cloud authorization dialog window. Then click "Execute" (as shown in
Figure 4.60).

[ B " 1
+ [nd 'kIII = ralbwertmewkile s s ez ieer ke Fi LRLA DT, 2R T i mm.urr,_;m‘.nm‘.mwl.r.--ﬁm-mrﬁa;ﬂ?mnmmmm:mmmmrmﬂuﬂwm [ )

T DA
Iecuibentt 21 5o -

Figure 4-92 Google Drive generates an authorization code screen

Upon successful authorization, a dialog window will appear indicating the authorization was
successful. The connection status will also be updated to "Connected" (as shown in Figure 4-93,
Figure 4-94).

Cloud Authorization ResultzOneDrive

Sucess

Authorization successful.

Figure 4-93 Google Drive authorization success dialog window

Private Server Dropbox AWS loT
o System P
Modbus OneDrive
Name Value =
- o “ Connection
Tenant ID : |
S Datalog Client ID : |
Client Secret [ = = TqQdBs
Connection
[l OPCUA Connection Status onnected|
4 Setting
# SECSIGEM Upload
Upload Mode ITime Interval vl

Figure 4-94 Google Drive connection status
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4.1.5.5 Azure

To automatically upload data to an Azure Storage account using nDAS, you will need to

establish a device connection to the Azure Storage account through Azure IoT Hub.

4.1.5.5.1 Azure IoT Hub and Azure Storage Account Setup Process

First, go to the Microsoft Azure developer portal homepage and log in with your Microsoft

account. Then, click on the IoT Hub icon (as shown in Figure 4-95).

Azure RT3
1 — T - ¥
+ A 2 - ;e HH & # —
el aT 4l Azure Active ATERS oI ApES EFFIMIR IHk= AR R ot BN IR [
Directoany

Figure 4-95 Azure IoT Hub

Enter IoT Hub and click "Create" to create an IoT Hub (as shown in Figure 4-96).

loT iE =

MEXCOM International Co., Ltd. (nexaiot.com)

e NS mams T = revy Qe —
v | zgEgn v O 2xzEs L BExEcv T BUES

| SFETEAEL.. STRES =5 2E EREE =i 28 X BE = 2M X Ty mAsE

S EBR Ty

|:\ ;_%'l-.' nDAS-Series loT i

Figure 4-96 Ready to build IoT Hub

Select your Azure subscription account and enter the loT Hub name. Choose the appropriate
pricing and scale tier and click on "Review + Create" (as shown in Figure 4-97). Next, review the

configuration settings and click on "Create" (as shown in Figure 4-98) to proceed.
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Micrasoft

EX @EEmsE EE Minms X BE+ED

B loT PERIBITEE BEREEHTEN 0TEE: REATE O

EXREHEY
EECERACTEIEEATRITARS - CRERSHE (FuEix) SR CESEREEER -

HE: RG] | VisionGateway R |

EERE* © [ Go1 v
5=

HiTERFHEER

IoT FESE* @ [ nDAs6000-series |

Ef* @ v

B+ v

=amsEE " O [ 400,000 (5775.05/8) v |

EEnEER

[ <= | [ Tommme- |
Figure 4-97 Set loT Hub
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loT P&

Micrasoft

ET  \EEmnE EE Womts 8% BE+ Eu

EtE
loT 1B §775.05 TWD
=4
EEETEA
Film st $0.031 TWD S55£E €5
Ex

VisionGateway
G01
nDASE000-Series
East Us

il

Standard
400,000 (§775.05/5)

Figure 4-98 Confirm and build IoT Hub

Navigate to the [oT Hub endpoint that you have created. In the menu, select "Devices" and click

on "New" to add a new device (as shown in Figure 4-99).
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=EE > loT FE > nDAS6000-Series
loT 1& < i NDAS6000-Series | KE » «
MNEXCOM International Co., Ltd. loT Fi2

‘ « HiE ~ BI - SIERESE 0T PEPHES - ZEATE

b en 8 =mar o~

== g=gas O =xEg

[ =

&E T

EE 28 + wigeE

1
,_—f'\. nDAS-Series

A nDAS6000-Series |:| EESENE ke TRE

I RTHIRE

Figure 4-99 Add IoT Hub device

During the device creation process, enter a device identifier, which will be used for subsequent
connection authentication. After entering the identifier, click on "Save" (as shown in

Figure 4-100).
o BURE

ERSEHHETER Aeure loT BBEE

EESe X509 ¢4 )

Figure 4-100 IoT Hub device identification code
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Go back to the Microsoft Azure developer portal homepage and click on the Storage account

icon (as shown in Figure 4-101).

Azure BB
"1 — [
A = > 3 & v >
ol P& HEEERS Azure Active Logic Apps TEES EREIERE REAPIPD EEEE
Directory

Figure 4-101 Azure storage account

Navigate to the Storage account menu and click on "Create" (as shown in Figure 4-102).

GERRIES <

MEXCOM International Co., Ltd.

z2n |9 88 @ mmms v O ssZm ) BrEcv Y ErEm

| EcARt.. TRES S5 25 EERE SR es X GESR 2 X Ty mAmE

[] ==t BE 1y HE N
D = ndascloudupload REEERR StorageV2
[] = ndastestor =l StorageV2

Figure 4-102 Ready to create storage account

Enter the name for the storage account and click on "Review". Wait for the review process to

complete. Once the information is confirmed, click on "Create" (as shown in Figure 4-103).
HIRFRIES - EiREFRIES

= w=m @mm ENEE 0=

il
i
it
E

VisionGateway
G01
japanwest

nexaiot

U E-HEEAE RN RTERSERENER

Resource manager

ETRRAS * Standard
e ATEERAEERTH RAGRS)
‘ Go1 o |
== R
EEE
s ERERER BES
EEE
NRCESETENGREESSL . B2 58 Hot
[nexaiot ] EE SFTP EEE
AE = Disabled
‘ (Asia Pacific) Japan West - ‘
FT
Microsoft {EEES
=53
22 O -
=2EH EEE
% T—5: k> PE— TEmimEs
Figure 4-103 Review and create storage accounts
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Click the account at the end of the storage account menu (as shown in Figure 4-104).
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Figure 4-104 Storage Account
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StorageV'2
StorageV2

StorageV2

Navigate to the storage account and click on the "Containers" option in the menu (as shown in
Figure 4-105).
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Figure 4-105 Storage account container menu

Then click to add a new container (as shown in Figure 4-106).
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Figure 4-106 ready to build container

Enter the container name and create a new container (as shown in Figure 4-107).

g E R X
EE*
| ndascontainer /l

NEBE

Figure 4-107 Add container
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Go back to the IoT Hub menu and select "File upload" from the menu. Then click on "Select

Azure Storage container” (as shown in Figure 4-108).

I nDAS6000-Series | BRELE «

loT =42
P == | « B ez Xa=
o ES
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Figure 4-108 Configure IoT Hub file upload to storage container

Next, select the desired storage account (as shown in Figure 4-109), choose the specified

container, and click on "Select" (as shown in Figure 4-110).

EFESIRS

ndascloudupload

ndastestl

nexaiot

Figure 4-109 IoT Hub select storage account
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$logs

ndascontainer

| =m |

Figure 4-110 IoT Hub selects the container of the storage account

After completing the configuration for uploading files to the specified storage container, go back

to the IoT Hub menu and click on "Save" (as shown in Figure 4-111).
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Figure 4-111 Settings for uploading IoT Hub storage files to specified storage containers

4.1.5.5.2 Basic Setting

First, go to the Microsoft Azure developer portal homepage and log in with your Microsoft

account. Then, click on the IoT Hub icon (as shown in Figure 4-95). In the IoT Hub menu,

select "Shared access policies" and click on "iothubowner" (as shown in Figure 4-112). Copy

the primary connection string (as shown in Figure 4-113).
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Figure 4-112 IoT Hub Shared Access Policy
iothubowner X
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Figure 4-113 shared access policy iothubowner main connection string

Click on the icon to access Azure Cloud Service Connection Settings (as shown in Figure
4-114). Table 4-27 provides the Azure connection and upload method settings.
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System ivate er e X e i AWS loT

)  Modbus

Name Value
A Vo * Connection
Azure Device ID | I
& Datalog Connection String I I
Connection
Connection Status Disable
4 Setting
1 orcua Upload
Upload Mode Time Interval v|
e Time Interval (ms) [po00 l
File Name Format YYYYMMODHHMMSS vl
Time Stamp Format ute vl

Figure 4-114 Azure cloud service connection settings

Table 4-27 Azure Cloud Connection Setting Parameters

Parameter name Content

Connection Azure Device Identifier Enter the Azure device identifier.

Connection String Enter the connection string.
Connection Click the button to enter cloud authorization
settings.
Connection Status Display the connection status.
Settings File Upload Enable/Disable file upload.
Upload Method Time interval/Item cycle interval.
Time Interval (ms) Enter the time based on the upload method time

interval mode.
Item Cycle Interval Enter the quantity based on the upload method
(quantity) item cycle interval mode.
File Name Format YYYYMMDDHHMMSS /YYYYMMDD
Timestamp Format UTC / Local Time.

4.1.5.5.3 Connection Process

After creating the connection endpoint in Azure IoT Hub and adding a device connected to the
storage container, go to the "Devices" section in Azure IoT Hub and find the device identifier
for the data to be uploaded (as shown in Figure 4-100). Enter this device identifier in the Azure
Device Identifier field. In the "Shared access policies" section of Azure IoT Hub, copy the
primary connection string for "iothubowner" (as shown in Figure 4-113) and paste it into the
Connection String field. Finally, click on the Connect button (as shown in Figure 4-115).
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System Private Server Dropbox Google OneDrive AWS 83 AWS loT
Modbus | AZure
Name Value
A o “ Connection
Azure Device ID NDAS6050_001
= Datalog Connection String HostName=nDASE000-Series. - .net, St ibowner, SharedAccs EV/DSH
(Comecton
Connection Status Disable
“ Setting
[1 orcua Upload a
Upload Mode ‘T\ma Intarval ~
JEREECCEN Time Interval (ms) 3600000 l
File Name Format ‘YYYYMMDDHHMMSS ~
Time Stamp Format lutc v

Figure 4-115 Enter the device identification code and the main connection string and click the

connect button

After the verification process is completed, a dialog window will appear indicating successful
authorization, and the connection status will be updated to "Connected" (as shown in Figure
4-116, Figure 4-117).

Cloud Authorization Result:Azure

Sucess

Connected

Figure 4-116 Azure connection success dialog window

System Private Server Dropbox Google OneDrive AWS 53 AWS loT
Modbus
Name Value
1o “ Connection
Azure Device ID [roassoso_oo1 |
Data Log Connection String Ho 000-Series. devices.net, SharedAccs yName=i ‘Shared, Ki E OSl—]
Connection &
| Connection Status |
+ Setting
OPCUA Upload «
Upload Mode Time Interval - ‘
 EEEREE Time Interval (ms) 3600000 l
File Name Format YYYYMMDDHHMMSS v‘
Time Stamp Format utc v‘

Figure 4-117 Azure connection status

4.1.5.6 AWS S3

4.1.5.6.1 AWS S3 Account Setup Process

Users need to obtain the Access Key ID and Secret Access Key for their AWS account security
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credentials in the AWS service (as shown in Figure 4-118).

B L @ N. Virginia v

All services

Account

Services by category Organization
Service Quotas

Compute . Satellite . Security, Identit Billing Dashboard

EC2 Ground Station 1AM
Lightsail . Resource Access Mang
Lambda Quantum Technologies Cognito
Batch Amazon Braket Secrets Manager Settings
Elastic Beanstalk GuardDuty
Serverless Application Repository Management & Governance Inspector
AWS Qutposts AWS O . Amazon Macie
EC2 Image Builder Cl dv;g:n:a ons IAM Identity Center (i
AWS App Runner oudiate Sign-On)
AWS Auto Scaling N
5 R Certificate Manager
Containers CloudFormation
Confi Key Management Servica
onfig
Elastic Container Registry OpsWorks CloudHSM
Elastic Container Service Service Catalog Directory Service
Elastic Kubernetes Service Systems Manager WAF & Shield
Red Hat OpenShift Service on AWS Trusted Advisor AWS Firewall Manager
Artifact
Storage (On_tm TOWE.'" Security Hub

Figure 4-118 account security credentials

Next, expand the Access Keys and create a new access key (as shown in Figure 4-119, Figure
4-120).

L @ Global v mario ¥

Identity and Access i i
Managomant (AN . Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Management (IAM) users, use the 1AM Consale

Dashboard

To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference.
~ Access management

User groups - Password
Users : R
~ Multi-factor authentication (MFA)
Roles
vbAccess keys (access key ID and secret access key)
Policies
Identity providers Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum

of two access keys (active or inactive) at a time
Account settings

For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation.
If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and make the old key inactive. Learn more

4

Access reports

Access analyzer

Last Used Last Used .
Archive rules Created Access Key ID Last Used Region o Status Actions
Analyzers Create New Access Key
Settings
Credential report Root user access keys provide unrestricted access to your entire AWS account. If you need long-term access keys, we recommend creating a new

. ) IAM user with limited permissions and generating access keys for that user instead. Learn more
Organization activity

Figure 4-119 expand the Access Keys
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(2] L @ Global ¥ mario ¥

Identity and Access & To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference. o
Management (IAM) 14
~ Password

Dashboard ~ Multi-factor authentication (MFA)
~ Access management ~ Access keys (access key ID and secret access key)

User groups

Users Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum

of two access keys (active or inactive) at a time.
Roles
Policies For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation.

If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and make the old key inactive. Learn more
Identity providers

Created Access Key ID Last Used ] ] status Actions
Account settings Region Service
~ Access reports Create New Access Key
Access analyzer
Archive rules Root user access keys provide unrestricted access to your entire AWS account. If you need long-term access keys, we recommend creating a new
Analyzers 1AM user with limited permissions and generating access keys for that user instead. Leam more
Settings

~ CloudFront key pairs
Credential report

Organization activity ~ X.509 certificate

Figure 4-120 create a new access key

After clicking the button, a new set of Access Key ID and Secret Access Key will be generated.
It is recommended to either backup the keys or directly download the key file (as shown in
Figure 4-121). These credentials will be needed when connecting to AWS S3 later on.

aws HHE Y (3] V1% @ Global ¥ mario V]

Create Access Key

Your access key (access key ID and secret access key) has been created successfully.
Download your key file now, which contains your new access key ID and secret access key. If you

do not download the key file now, you will not be able to retrieve your secret access key again.

To help protect your security, store your secret access key securely and do not share it
¥ Hide Access Key

Access Key 1D e
Secrel Access Koy, mummm e ——— ]

Download Key File | Close |

Figure 4-121 Store access key ID and private access key

Next, in the AWS cloud service, select the storage bucket feature of S3 (as shown in Figure
4-122). Click on "Create Bucket" (as shown in Figure 4-123) and follow the prompts to select
and enter the desired attributes for the storage bucket. This will complete the process of creating

the storage bucket based on the user's requirements.
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aws Services = Q s3 & pa¥ @ N. Virginia v mario ¥

Al Search r
Services
Features (12)
Blogs (1,142)
Scalabl

Documentation (103,005)
Knowledge Articles (30) Jop featimes lance
Tutorials (9)
Events (15)

Marketplace (884)

(WS Single

Features

1= Storage o Security Hub

Figure 4-122 AWS S3 storage

(2] L @ Global ¥ mario ¥

Amazon S3 % (@ Optimize costs and gain visibility into storage usage and trends with Amazon S3 Storage Lens. *
Amazon 53 Buckets

Buckets

Access Points

Object Lambda Access Paints » Account snapshot View Storage Lens dashboard |

Storage lens provides visibility into storage usage and activity trends. Learn more [
Multi-Region Access Points

Batch Operations

Access analyzer for 53 Buckets info

Buckets are containers for data stored in $3. Learn more [}

Block Public Access settings for Q Find buckets by name 1 &
this account

Name 'y AWS Region v Access v Creation date v
¥ Storage Lens
Dashboards
No buckets
AWS Organizations settings No buckats

Create bucket

Feature spotlight e

B AWS Markatnlars for €2 v

Figure 4-123 Create Storage

4.1.5.6.2 Basic Setting

Click on the icon to access the AWS S3 cloud service connection settings (as shown in Figure
4-124). Table 4-28 provides the settings for AWS S3 cloud connection and upload methods.

System Private Server Dropbox Google OneDrive AWS loT

Modbus [MWSS

Name
4

1o
4 Connection

AWS Region

Access Key ID

Secret Access Key

Bucket Name
OPCUA

Connection

SECSIGEM Connection Status No Connecting
4 Setting
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Figure 4-124 AWS S3 cloud service connection settings

Table 4-28 AWS S3 cloud connection setting parameters

Connection AWS Region

Access Key ID

Confidential Access
Key
Storage Container
Name

Connection

Connection Status

File Upload
Upload Method

Settings

Time Interval
(milliseconds)

Periodic Interval
(quantity)
File Name Format

Timestamp Format

4.1.5.6.3 Connection Process

Parameter name Content

Enter the AWS region.
Input the access key ID.

Input the confidential access key.

Input the name of the storage container.

Click the button to access cloud authorization
settings.

Display the connection status.

Activate/Deactivate file uploading.

Time interval/Periodic interval for the project.
Enter the time based on the upload method time
interval mode.

Enter the quantity based on the upload method
periodic interval mode.
YYYYMMDDHHMMSS/YYYYMMDD
format.

UTC/Local Time.

After adding a storage container in AWS S3, kindly copy and paste the following information:

- AWS Region

- Access Key ID

- Secret Access Key
- Bucket Name

Once you have pasted the information, click on the "Connect" button (as shown in Figure

4-125).
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System Private Server Dropbox Google OneDrive AWS loT
Modbus AWS S3
Name Value -
1o ‘
“ Gonnection
Data Log AWS Region |ap-nunheasl-3 |
Access Key ID |m |
Secret Access Key |ijopJZGnuTt8+W90 |
Bucket Name T
OPCUA
Connection
4§ SECSIGEM Connection Status No Connecting

< Setting

Figure 4-125 Enter the AWS S3 connection information and click the connect button

After the verification is completed, a dialogue window will appear confirming the successful
authorization. The connection status will also be updated to "Connected" (as shown in Figure
4-126 and Figure 4-127).

Cloud Authorization ResulCAWS S3

Sucess

Authorization successful.

Figure 4-126 AWS S3 connection success dialog window

O System Private Server Dropbox OneDrive AWS loT

a5 Modbus AWS 53
Name

Iy 110 ‘

“ Connection

-northeast-3
E Data Log AWS Region |ap northeas!

Access Key ID |w

Secret Access Key |ijupJZGnuT|8+WS‘Q

Bucket Name T
OPCUA

Connection
& SECS/GEM Connection Status onnected

“ Setting

Figure 4-127 AWS S3 connection status

4.1.5.7 AWS IoT

4.1.5.7.1 AWS IoT Account Setup Process

After logging in to the AWS management console, refer to the following operation process.
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4.1.5.7.1.1 Create Thing, Certificate of Thing, Policy of Thing

1. Click Services to enter the [oT Core entrance (as shown in Figure 4-128).

aws 555 Services | Q iotA B 4 @ N. Virginia v mario v
A Search results for ‘iot'

Services
Features (62)
Blogs (6,592)

e, analyze and vis

Documentation (66,678)
Knowledge Articles (3)
Tutorials (24) r de chs trigger alerts to respond
Events (118)

Marketplace (533)

(WS Single

in Industrial ope

Features

[=] Storage ST Security Hub

Figure 4-128 IoT Core Endpoint

2. Next, expand the "Manage" section on the left-hand side of the dashboard and click on

"Things" to proceed with creating a Thing as instructed (as shown in Figure 4-129).

aws  Hf Services | Q S or services, ore [Alt+S] BB & ® NVignav
AWS loT X AWS loT Manage Things
Monitor Things (0) info
Activity An loT thing is a representation and record of your physical device in the cloud. A physical device

needs a thing record in order to work with AWS IoT

P Connect ‘ Advanced search | ‘ Run aggregations m

¥ Manage Q

Overview

Types

Thing groups No things

. Mo things to display in this Region
Billing groups

Figure 4-129 Ready to Create Thing

3. When reaching step 3 of creating a Thing, you will need to choose a Policy. If you don't
have a Policy available, please follow the instructions and navigate to "Policies" first to

create a Policy (as shown in Figure 4-130).

10T
VIC7000 User Manual (Beta)

123



Chapter 4 I\B IOT

AWS loT Manage Things Create things Create single thing

Step 1

Attach policies to certificate - optional i+

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

Specify thing properties

the device.
Step 2 - optional

Configure device certificate

g —

. 5 Select up to 10 policies to attach to this certificate.
Attach policies to certificate

Q 1 @
Name

No policies

No policies could be found in us-east-1

S Previous m

Figure 4-130 Ready to Create Policy

4. Based on your specific requirements, please fill in the options for the loT Core actions and
Policy resources you need. In this example, we will demonstrate granting full permissions,
and please ensure to select "Allow" as the Policy effect. Once you have made your
selections, click on "Create" (as shown in Figure 4-131).

Policy statements Policy examples

Policy document info

An AWS IoT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the
resources.

Builder | JSON |

Policy effect Policy action Policy resource

Add new statement

cance' m

Figure 4-131 Create Policy

5. Returning to the incomplete Thing screen, you will now see the newly created Policy. Select
the desired Policy and proceed to create the Thing (as shown in Figure 4-132).

AWS loT Manage Things Create things Create single thing

Step 1

Attach policies to certificate - optional .+

AWS laT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

Specify thing properties

the device.
Step 2 - optional

Configure device certificate

o —
Step 3 - optional Policies (1/1) Create policy [A

o N Select up to 10 policies to attach to this certificate
Attach policies to certificate

Q 1 ©

Name

“ nDAS_policy ‘

coneet Previous
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Figure 4-132 Complete the creation of Thing

6. Next, an automatic prompt will appear to download the certificates. Download all the

certificates and click "Done" to complete the Thing creation (as shown in Figure 4-133).

You can then verify the certificates by expanding the "Secure" section on the left-hand side

of the dashboard, selecting "Certificates," and confirming the presence of the newly created

certificates. By clicking on a certificate, you can view the associated Thing and Policy. It is

recommended to delete and recreate the Thing, Policy, and certificates if any

modifications to the Policy or Thing are required.

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate
You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT

Device certificate Deactivate certificate | | M Download
3dd95d2a299...te.pem.crt

Key files
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/A This is the only time you can download the key files for this certificate.

Public key file M Download
3dd95d2a299e127f216ce5d...2689fd4-public.pem.key

@ Key downloaded

Private key file M Download
3dd95d2a299e127f216ce5d...685fd4-private.pem.key

@ Key downloaded

Root CA certificates
Download the root CA certificate file that correspo
you're using. You can al: nload the root CA ce

the type of data endpoint and cipher suite

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [

Done

Figure 4-133 Download the Certificate of Thing

4.1.5.7.1.2 Establish Rules for IoT Core to Communicate with S3

1. Within the IoT Core portal, expand the "Act" section on the left-hand side of the dashboard,

and click on "Rules" to proceed with creating a rule as instructed (as shown in Figure

4-134).
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WS HH Services | Q Search for services, features, blogs, docs, and mo [Alt+S B 4 @ Nvignav
Certificates -
Policies AWS loT Act Rules
CAs
Role Aliases Rules (0) info

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices

b Defend
Q 1 &
¥ Act
Overview Name v Status v Rule topic [4 A Created date
No rules

Destinations
You don't have any rules in us-east-1

Figure 4-134 Ready to create Rule

2. During step 2 of creating a Rule, you need to enter an SQL statement. This statement
determines which messages from the subscribed Topic in IoT Core will be affected and

whether to add filters to extract specific information as needed (as shown in Figure 4-135).

Step 1

Configure SQL statement s

Add a simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere.

Specify rule properties

Step 2
Confi SQL stat: t
= SR E R SQL statement

Step 3

SQL version

The version of the SQL rules engine to use when evaluating the rule.

2016-03-23 v

Step 4

SQL statement
Enter an SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELECT
temperature FROM 'iot/topic’ WHERE temperature > 50. To learn more, see AWS loT SQL Reference.

BN scLccT < FROM nDAS Series/nDASE@e’

Figure 4-135 Create Rule-Configure SQL statement

3. During step 3 of creating a Rule, you need to choose an action. In this case, you must select

the "S3 bucket" option (as shown in Figure 4-136).
Step 1 Attl Q | |

Specify rule properties Tmple JUene Servica (SUS] -
An act send a message to an SQS queve

Step 2 Apache Kafka Cluster

Configure SQL statement s¢ Send a message to Apache Kafka within a VPC

Kinesis Stream
A message sent to a VPC will be meterred with an additional action.

Step 3
Attach rule actions SE! Republish to AWS loT topic
Republish a message to an AWS loT topic
Step 4 53 bucket
- Store a message i Amazon 53 bucket
ore a message in an Amazon ucke 53 bucket |
Ru R
Kinesis Firehose stream
Sely activities that

Send a message to an Amazon Kinesis Firehose stream
oca dd up to 10

acti CloudWatch metric
Send message data to CloudWatch metric
CloudWatch alarm
Chanae the state of a CloudWatch alarm
v ry

Add rule action

Ac

Figure 4-136 Create Rule —Setup Rule Action
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4. During step 3 of creating a Rule, after selecting the "S3 bucket" action, you will need to

choose the specific S3 Bucket where you want to store the data (as shown in Figure 4-137).
If you haven't created the Bucket beforehand, you will need to navigate to the entry point of
the S3 service and create the Bucket there (as shown in Figure 4-138).
Action 1
53 bucket

v v Remove
Store a message in an Amazon 53 bucket

Bucket name Info

S3 URL

Q Browse 53

Key
The 53 key for this message.

Canned ACL
The Amazon 53 canned ACL that controls access to the object identified by the object key.

private v

1AM role

Choose a role to grant AWS loT access to your endpoint.

.

aws i Services = o @ N. Virginia ¥ mario v
A Searc
Services
Features (12)

&)

Blogs (1,142)
yrage in the Cloud
Documentation (103,005)

Knowledge Articles (30) Top features

Tutorials (9)
Events (15)

Marketplace (884)

WS Single

Features

|5 Storage ST Security Hub

Figure 4-138 AWS S3 Endpoint

5. Upon accessing the AWS S3 service endpoint, click on "Create bucket" and proceed to

create the Bucket as instructed (as shown in Figure 4-139).
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Services. 2] L @ Global ¥
Amazon S3 X Amazon S3 Buckets
Buckets » Account snapshot View Storage Lens dashboard
Access Points Storage lens provides visibility into storage usage and activity trends. Learn more [21

Object Lambda Access Points

Multi-Region Access Points

Batch Operations Buckets (2) info
Access analyzer for 53 Buckets are containers for data stored in $3. Learn more [21
Q 1 @
Block Public Access settings for
this account Name a AWS Region v Access v Creation date v
¥ Storage Lens d tainer Asia Pacific (Osaka) ap- Bucket and objects not March 21, 2022, 13:05:01
feasscontainer northeast-3 public (UTC+08:00)
Dashboards test-mqtt-message- Bucket and objects not April 27, 2022, 09:32:04

US East (N. Virginia) us-east-1

AWS Organizations settings bucket public (UTC+08:00)

Figure 4-139 create storage

6. Please note that it is important to ensure that the AWS Region of the Bucket matches the
Region of IoT Core (as shown in Figure 4-140 and Figure 4-141).

Amazon 53 Buckets Create bucket

Create bucket i

Buckets are containers for data stored in 53. Learn more [

General configuration

Bucket name

ndas

Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming E

AWS Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Figure 4-140 AWS Region in Bucket

aws i e
AWS loT X Action 1
v | 53 bucket US East (Ohio)
Monitar Store a message in an Amazon S5 bucket
US West (N. California)
Activity Bucket name Infa
US West (Oregon)
» Connect 53 URL
Q, s3://ndas
¥ Manage
Qverview
for this message Asia Pacific (Hong Kong)
Things
Types
Thing groups Canned ACL Asia Pacific (Mumbai)
The Amazon 53 canned ACL that controls acces
Billing groups
rivate
Jobs P
Job templates AM rola Asia Pacific (Seoul) ap-north
Tunnels Choaose a role to grant AWS loT access to your endpoin Asia Pacific (Singapore) ap

Retained
etained messages Asia Pacific (Sydney) ap

policy with a prefix
Fleet metrics

=i
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Figure 4-141 AWS IoT Core Region

7. Continuing with step 3 of creating the Rule, after selecting the completed bucket, you need

to enter a Key (as shown in Figure 4-142). The Key represents the file name of the data

stored in S3. Here is an example code for the Key:
${topic()}/${parse_time("yyyy", timestamp())}$ {parse_time("MM",
timestamp())} ${parse_time("dd", timestamp())}/$ {timestamp()}.csv
The path of the object seen in S3 will be shown as follows:
nDAS Series/nDAS600/20220101/1641041999000.csv

Action 1

53 bucket
Store a message in an Amazon 53 bucket

Bucket name Info

S3 URL

v

Q, s3://ndas X View [4 ‘

‘ Browse 53 ‘

Key

The 53 key for this message.

S{topic()}/${parse_time("yyyy", timestamp())}${parse_time("MM", timestamp())}${parse_time("dd", timestamp())}/*

Canned ACL

The Amazon 53 canned ACL that controls access to the object identified by the object key.

private

1AM role

Choose a role to grant AWS loT access to your endpoint.

.

AWS 1oT will automatically create a policy with a prefix of “aws-iot-rule” under your IAM role selected.

Figure 4-142 Enter Action Key

8. During step 3 of creating the Rule, you need to choose an IAM role responsible for writing

data to the S3 Bucket. If you haven't created the role beforehand, you can select "Create

new role" and enter a name for the role (as shown in Figure 4-143 and Figure 4-144).

Action 1

53 bucket
v v Remove
Store a message in an Amazon 53 bucket

Bucket name Info
S3 URL

Q s3://ndas 4 View [3 ‘

| Browse 53 ‘

Key

The 53 key for this message.

S{topic()}/${parse_time("yyyy", timestamp())}${parse_time("MM", timestamp())}${parse_time('dd", timestamp(})}/*

Canned ACL
The Amazon 53 canned ACL that controls access to the object identified by the object key.

private

1AM role
Choose a role to grant AWS loT access to your endpoint.

-

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your |1AM role selected.

Figure 4-143 Ready to create IAM role
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Create role

Role name

putfob],tnfs}jrornfiut,core{
Enter a unigue role name that contains alphanumeric characters, hyphens, and underscores. A role

name can't contain any spaces.
Cancel m

Figure 4-144 Enter name of IAM Role

Please note that the Role requires a Policy in order to have functionality. You will need to

navigate to the JAM entry point separately to create the required Policy for the Role.

9. After completing the Action, click on "Next" to proceed. The next step is to review the
Rule, ensure everything is correct, and then click on "Create" to finalize the creation (as

N. Virginia ¥

shown in Figure 4-145).
B & O

aws it Services | Q Searc
Canned ACL
The Amazon S3 canned ACL that controls access to the object identified by the abject key.

private

1AM role
Choase a role to grant AWS loT access to your endpoint.
v ‘ View [4 ‘ ‘ Create new role

put_obj_to_s3_from_iot_core
\WS loT will automatically create a policy with a prefix of “aws-iot-rule” under your 1AM role selected.

Add rule action

You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same

Error action - optional

rule fail, the error action receives one message that contains both errors.

Add error action

Figure 4-145 Check and finish creating Action

7. Click Services to enter the IAM entry (as shown in Figure 4-146).
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aws £ Servi B 4 @  Nvgnav mariov
Seard

Services
Features (17)
Blogs (1,424)

Documentation (113,425)

Top features

Knowledge Articles (30)

Events (6)

Marketplace (371)

WS Single

Features

Security Hub

Terms  Cookie preferences

Figure 4-146 IAM Endpoint

10. Upon accessing the IAM entry point, expand the "Access management" section on the left-
hand side of the dashboard and click on "Roles." Here, you will be able to see the Role that

was created earlier (as shown in Figure 4-147).
PaN @ Global ¥

Identity and Access x 1AM Roles
Management (IAM)
Q. Search IA An 1A eis s specific permissions with ¢ als that are
Dashboard
l @
W Access management
User groups
Role name i Trusted entities Last activity
Users
\WSServiceRoleF orAmazonSsi AWS Service:
Policies
AWSServiceRoleForQrganizations AWS Service 119 days ago
Identity providers
Account setlings AWssServiceRoleForSSO AWS Service
w Access reports AWSServiceRoleForsupport AWS Service:
Access analyzer " ) o W
Archive rules AWSServiceRoleForTrustedAdvisor AWS Service
Analyzers | put_obj_to_s3_from_iot_core AWS Service: iot |

Settings

Figure 4-147 Check IAM Role

11. Click on the "Policies" option on the left-hand side of the dashboard and proceed to create a

Policy for "Put Object" operation to the S3 Bucket (as shown in Figure 4-148).

8 @ Global ¥

€ Introducing the new Policies list experience x

Identity and Access x
We've redesigned the Policies list experience to make it easier to use. Let us know what you think

Management (IAM)

Q, search |

Dashboard

W Access management
User groups

Users Q, Filter policies property or policy name and pre 1 2 3 4 5 6
Roles

Policy name v Type v Usedas Description
|dentity providers

\WSDirectConnectReadOnlyAccess WS managed None Provides read onf
Account settings

AmazonGlacierReadOnlyAccess AWS managed None Provides read onl

W Access reports

Access analyzer AwsMarketplaceFullAccess AWS managed None Provides the abilit
Archive rules
Analvzers ClientVPNServiceRolePolicy AWS managed None Policy to enable A

Settings AWSSSODirectoryAdministrator AWS managed None Administrator acc

Figure 4-148 Ready to create IAM Role Policy
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12. You can choose to follow the wizard to automatically fill in the details according to your

requirements, or you can manually enter the JSON parameters. Here is an example as
shown in Figure 4-149.

aws

88 Services | Q Search for services, features, blogs, docs, and more

PaN ®@ Global v

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy

-q
"Version™: "2012-10-17",
"Statement™: [
{
"Effect": 1low",
"Action": PutObject",
"Resource": "arn:aws:s3:::indas/*"
}
1
¥

Figure 4-149 Input the policy content of Put Object to S3 Bucket (JSON format)

13. Following the process, after entering the Policy name in the final step, click on "Create

Policy" to complete the creation. You will be able to view the newly created Policy in the list
of Policies (as shown in Figure 4-150).

WS 5 senkes | Q feo

L @ Global v

Identity and Access b3 © Introducing the new Policies list experience
Management (lAM) We've redesigned the Policies list experience to make it easier to use. Let us know what you think.
Q searon | @ The policy put_obj_to_s3_from_iot_core_policy has been created. ®
Dashboard
1AM Policies
w Access management
User groups Policies (946 = Actions W
L A policy is al ect in AWS that defines permissions.
e & Create Policy
Roles
Policies Q Fiiter policies by property or policy name and press ente: 1 2 3 4 5 6 7 .48 > (o]
Identity providers
Account settings Policy name v Type ¥  Usedas ¥ | Description
W Access reports put_obj_to_s3_from_iot_care_policy Customer managed None
Access analyzer
Archive rules AWSDirectConnectReadOnlyAccess AWS managed None Provides read onl
Analyzers AmazonGlacierReadOnlyAccess AWS managed None Provides read onl
Settings
AWSMarketplaceFullAccess AWS managed None Provides the abilit

Figure 4-150 Complete the establishment of Policy

14. The Role requires a Policy to have functionality. Click on "Roles" on the left-hand side of
the dashboard, then click on the recently created Role. Expand the "Add permissions"
section and select "Attach policies" (as shown in Figure 4-151).
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aws I3 Services | Q Search for ces, features, blogs, docs, and mor [Alt+5] L @ Global ¥
:\:::‘:ty and Access x Summary it
gement (IAM)
Q search Creation date ARN
- May 06, 2022, 10:36 (UTC+08:00) € am:aws:iam::819581462400:role/service-role/put_obj_to_s3_from_iot_
Dashboard core
W Access management Last activity Maximum session duration
User groups None 1 hour
Users
Permissions Trust relationships Tags Access Advisor Revoke sessions
Policies
Identity providers
Account seftings Permissions policies (0) o simulate e
W Access reports el e Add permissions a
Access analyzer D
Archive rules Q Filter policies by property or policy name and press ente
Create inline policy
Analyzers
Settings Pelicy name (£ had Type had Description

Figure 4-151 Prepare to attach Policy to Role

15. Upon entering the screen to choose the Policy, select the desired Policy to attach, and then

click on "Attach policies" located at the bottom right corner of the webpage (as shown in
Figure 4-152).

aws i35 Services | Q Search fo ices, features, blogs, docs, a ore [Alt+S] Fay ®@ Global ¥

1AM Roles put_obj_to_s3_from_iof_core
Attach policy to put_obj_to_s3_from_iot_core

» Current permissions policies (0)

Other permissions policies (Selected 1/751 o Create Policy 2
Q Filter policies by property or policy name and press ente T e g 48 T 38 > (o]
=2 Policy name & - Type - Description
” put_obj_to_s3_from_iot_core_palicy Customer managed
AWSDIrectConnectReadOnlyAccess AWS managed Provides read only access 1
AmazonGlacierReadOnlyAccess AWS managed Provides read only access {

Figure 4-152 Select Policy to attach to Role

4.1.5.7.2 Basic Setting

Click on the icon to access the AWS IoT cloud service connection settings (as shown in Figure
4-153). Table 4-29 provides the configuration options for AWS IoT cloud connection and
upload methods.

& System Private Server Dropbox Google OneDrive

& Modbus | AWSIoT

Name Value
P

1o
4 Connection

Endpoint
Certificate
Private Key

Topic

i1 oOPCuA
Send Message

4 SECSIGEM Send Message Status No Connecting
4 Setting

baland
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Figure 4-153 AWS IoT cloud service connection settings

Table 4-29 AWS IoT Cloud Connection Setting Parameters

Parameter name Content

Connection Endpoint

Certificate

Private key
Topic

Send message

Message sending status

File upload
Upload method

Settings

Time interval (ms)

Item cycle interval

(quantity)

File name format

Enter the endpoint.

Click the button to import the certificate file.
Click the button to import the private key file.
Enter the topic.

Click the button to send a message to the AWS
IoT Core test client.

Display the message sending status.

Enable/Disable file upload.

Time interval/Item cycle interval.

Enter the time based on the upload method time
interval mode.

Enter the quantity based on the upload method
item cycle interval mode.

YYYYMMDDHHMMSS /YYYYMMDD.

UTC / Local Time.

Timestamp format

4.1.5.7.3 Connection Process

Upon accessing the AWS IoT Core entry point, navigate to "Settings" located at the bottom of the
left-hand side dashboard. From there, copy the Endpoint (as shown in Figure 4-154).

P Wireless connectivity

AWS IoT > Settings

P Secure

Settings info

» Defend

Device data endpoint info C

b Act
Vour devices can use your account's device data endpoint to connect to AWS

P Test

Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [4 also use this
endpaint.

Device Software

Settings

Learn

Endpoint
a3e2p7zznku39z-ats.iot.us-east-1.amazonaws.com

Feature spotlight

Documentation [4 Domain configurations

You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating application infrastructure to
AWS loT Core and maintaining brand identity.

@ New const

Tell us what you think

ole experience

| Create domain configuration ‘

Figure 4-154 Copy the Endpoint

Paste the Endpoint (as shown in Figure 4-154), load the certificate and private key (as shown in
10T
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Figure 4-133), enter the subscribed topic (as shown in Figure 4-135). The completed input

screen should resemble Figure 4-155.

nL_AS nDAS600 - nDAS_demo_project.ndas

B B B )

New Load Save Save As Script

¢ System Private Server Dropbox Google OneDrive

Modbus AWS loT

Name Value

a

“ Connection

Endpoint a3e2pTzznku39z-ats.iot us-east-1.amazonaws.com

Certificate Indas/nDAS/bin/x64/explorer/debug/aws_ioticert/3dd95d2a299e1271216ce5di484ef52a6b

Private Key Indas/nDAS/bin/x64/explorer/debug/aws_iot/private/3dd95d2a299e127f216ce5dfd8def52:

Topic nDAS_SeriesinDAS600
OPCUA

Send Message
SECSIGEM Send Message Status No Connecting
4 Setting

Upload

Figure 4-155 Ready to test the connection of AWS IoT

Access the [oT Core entry point and navigate to the MQTT test client from the bottom of the
left-hand side dashboard. In the testing interface, enter the topic you have configured in the
"Topic" field. Click on the "Subscribe" button. The subscribed topic will appear in the table
below (as shown in Figure 4-156). Finally, go back to the nDAS interface and click on the
"Send Message" button (as shown in Figure 4-157).

aws 855 Services | Q Search for services,

(2] L @ N. Virginia ¥ mario ¥

t+5]

AWS loT X You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by
topics to communicate their state to AWS loT. AWS loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe

to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
Monitor

Subscribe to a topic Publish to a topic

Connect

Connect one device Topic filter  Info

» Connect many devices The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.
nDAS_Series/nDAS600
Test P Additional configuration
B Device Advisor
MQTT test client
Manage Subscriptions nDAS_Series/nDAS600 ‘ Pause ‘ ‘ Clear | ‘ Export | ‘ Edit |

P All devices

| nDAS_Series/nDAS600 @ X ‘

» Greengrass devices No messages have been sent to this subscription yet. Please send a message to this subscription to see messages
P LPWAN devices here.
P Remote actions

Message Routing -

Figure 4-156 AWS IoT connection test screen

From the subscribed topic menu, you can see the test result indicating a successful connection,

as shown in Figure 4-157.

10T
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NLAS  nDAS600 - nDAS_demo_projectndas 2B 20 : - |

AWS IoT. AWS loT also publishes MQTT messages t

inform devices and apps of

AWS loT
[~ changes and events. You can subscribe to MQTT message topics and publish MQTT
- B a‘ h (5) messages to topics by using the MQTT test client
New Load Save  SaveAs Script  Monitor k Monitar
Subscribe to a topic Publish to a topic
& System Private Server  Dropbox S
Connec
Coni one device Topic filter  infa
Fu Nodbus LRSS » Comnectm it

Name Value

nDAS_Series/nDASE00
r

* Connection ¥ Additional config

= Datalog Endpoint o207 us-east 1
Certificate

Private Key SasInDAS in 6 ioxpl

O opcua Topic nDAS_Series/nDAS600 Manage Subscriptions nDAS_Series/nDAS600
» Al devices
Send Message ] Pause Clear Export
P Greengrass devices D £/nDASG00
# SECSGEM Send Message Stalus Send Successfully o | nbas seresinbaseor © X :
> N devices Fdit

“ Setting
Upload
Upload Mode

Time Interval ¥ nDAS_Series/nDASG00

October 24, 2022, 14:32:31
(UTE+0800)

Time Interval (ms) s000 Hl

Time Stamp Format utc

@ Message cannot be displayed in
specified format.

tied Sett Terms  Cockie preferences

Privacy

=

, Amazon Web Services, Inc ar is affilistes

Figure 4-157 Click "Send Message" to view the AWS IoT connection test results
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4.1.6 SECS/GEM

By clicking on the icon located in the left-hand menu, you gain access to the interface dedicated

to configuring parameters for the SECS/GEM equipment side (as depicted in Figure 4-158).

Reference Table 4-30 for the SECS/GEM equipment side parameter settings.

Value
- |
so00 H
P K

T3 (sec) s l

T5(sec) I l

6 (sec ) 5 l

7 (sec) ° B

T8 (sec) 5 l

MDLN [roseaso |

SOFTREV [ro0s |

Current Control State

Control State OFF-LINE  ON-LINE

ON-LINE Mode LOCAL ~ REMOTE

+ Spoolina o

Figure 4-158 SECS/GEM Equipment parameter setting screen

Table 4-30 SECS/GEM Equipment parameter setting

Parameter name Content
‘ Upon clicking, the log window for the SECS
Log Viewer ; -
Equipment becomes visible.
_ Upon clicking, the log window for the SECS
Host Log Viewer o
HOST becomes visible.
When selected, logs will be stored as files.
Use Log File The saved data will be located in the directory
path: C:\VIC7000\bin\log.
Equipment Enable Is the SECS equipment side operational?
P Set the communication port number for the
ort
equipment side, with a default of 5000.
Specify the station number for the equipment
Device ID
side, with a default of 0.
Configure the T3 parameter for the equipment
T3 (sec.) side, measured in seconds, with a default of 45
seconds.
TS5 (sec.) Configure the T5 parameter for the equipment
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side, measured in seconds, with a default of 10
seconds.

Configure the T6 parameter for the equipment

T6 (sec.) side, measured in seconds, with a default of 5
seconds.
Configure the T7 parameter for the equipment
T7 (sec.) side, measured in seconds, with a default of 10
seconds.

Configure the T8 parameter for the equipment

T8 (sec.) side, measured in seconds, with a default of 5
seconds.
Set the MDLN parameter for the equipment side,
MDLN
with a default of the VIC product model.
Set the SOFTREV parameter for the equipment
SOFTREV

side, with a default of the software version.

Display the current control status of the
Current Control State i i
equipment side.

Configure the control status of the equipment

Control State
side.

Configure the ON-LINE mode of the equipment

ON-LINEMode 19
Note: Only effective when the control status is
ON-LINE.
Upon clicking, you can select a configuration for
Config Import .
1mport.
Upon clicking, you initiate the export of the
Config Export ‘
configuration.
Spooling Display the current simulated offline status of

Current Spooling State ; '
the equipment side.

Display the number of messages actually stored

Actual Count in the simulated offline area of the equipment
side.

Configure the SVID for the actual quantity

Actual Count SVID  parameter of simulated offline messages for the

equipment side.
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Total Count

Total Count SVID

Start Time

Start Time SVID

Full Time

Full Time SVID

Max Transmit

Max Transmit ECID

Overwrite

Change ECV

Equipment OFF-LINE

ON-LINE LOCAL

Display the total number of messages ever stored
in the simulated offline area of the equipment
side.

Configure the SVID for the total quantity
parameter of simulated offline messages for the
equipment side.

Display the time when the equipment side
started storing messages in the simulated offline
area.

Configure the SVID for the start time parameter
of simulated offline messages for the equipment
side.

Display the time when the simulated offline area
became full on the equipment side.

The default maximum storage for the simulated
offline area is 100 messages.

Configure the SVID for the full time parameter
of simulated offline messages for the equipment
side.

Set the maximum number of messages to
transmit from the simulated offline area when
responding to an offline message request
(S6F23, Transmit Spooled Messages).
Configure the ECID for the maximum send

quantity parameter of simulated offline
messages.
Configure whether to enable overwrite

functionality when the simulated offline area is
full.

Configure the CEID triggered when ECV is
changed.

Configure the CEID triggered when the
equipment side control status changes to OFF-
LINE.

Configure the CEID triggered when the ON-
LINE mode of the equipment side changes to

[ ~»~—ewex ___________________________________________________________________________]|
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Configure the CEID triggered when the ON-
ON-LINE REMOTE  LINE mode of the equipment side changes to

REMOTE.
Configure the CEID triggered when a PPID is
Add PPID
added.
Configure the CEID triggered when a PPID is
Delete PPID
deleted.

» Configure the CEID triggered when S10F03
Message Recognition :
receives an acknowledge message.
Configure the CEID triggered when the
Spooling Deactivated  messages in the simulated offline area are

cleared.

Q10T
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4.1.6.1 SVID

The software provides the ability to configure Status Variable IDs (SVIDs) for the equipment side,
which can be set as I/O, extended bits/characters for Modbus, or as script calculations (CALC).

To add a new SVID, follow these steps:

1. Click on the "+" icon button, which will trigger the display of the SVID window.

Figure 4-159 Click on the "+" icon button

SVID:

Name:

Unit:

Link:

Figure 4-160 SVID window

Note: It is imperative that SVIDs and ECIDs remain distinct and non-zero.
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2. Subsequently, by clicking on the configuration symbol link, the SV Link window will

emerge. Within this window, you can configure the desired link to I/O, extended

bits/characters for Modbus, or script calculations (CALC).

SVID:
: .

Name:

Unit:

Link:

[ &

Figure 4-161 Clicking on the configuration symbol link

SV Link

Link Type:

o ]
(e}

| DI_00 v|

Figure 4-162 SV Link window

10T
VIC7000 User Manual (Beta)

142



Chapter 4 I\B IOT

3. Finally, upon clicking "Confirm," the configuration of the SVID parameters will be

successfully concluded.

SVID:

Name:

Unit:

Data Type:

‘ASCII v|

Link:

@

Figure 4-163 clicking "Confirm"

1 - 1 -~ T - T = T =
‘ ‘ | ‘ ‘ASCH v‘ 10, DI_00 n

Figure 4-164 Setting SVID successfully
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4.1.6.2 ECID

To add a new Equipment Constants ID (ECID) in the software's equipment side, follow these

steps:

1. Click on the "+" icon button, which will prompt the display of the ECID window.

= == ]
U

Figure 4-165 Click on the "+" icon button

ECID

ECID: MName:
: u |
Min: Max:
: 0 B
Default: Unit:
: . |
Data Type: ECV:

u4 vl o .

Figure 4-166 ECID window
Note: Please be aware that SVIDs and ECIDs must remain distinct and non-zero.
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VIC7000 User Manual (Beta)

144



Chapter 4 I\B IOT

2. Click "Confirm" to finalize the ECID parameter configuration.

ECID

ECID: Mame:

10 . ‘ ECID1 |
in: ax:

0 . 100 .
Default: Unit:

. W |
Data Type: ECV:

U4 vl s .

D

Figure 4-167 clicking "Confirm"

PPID Limits

Monitoring

I == =N == | =N | == | == | ===

ECIDT o I 100 I 5 I ‘ ‘ ‘UA v‘ 5 I

Figure 4-168 Setting ECID successfully
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4.1.6.3 RPTID

To add a new Report ID (RPTID) in the software's equipment side, follow these steps:

1.  Click on the "+" icon button, which will bring up the RPTID window.

Figure 4-169 Click on the "+" icon button

RPTID

RPTID:

: v

Name:

VID:

Figure 4-170 RPTID window

10T
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2. Click on the configuration symbol link for VID, which will lead to the VID

configuration window. Here, you can set one or multiple VID(s).

RPTID

RPTID:

: B

Name:

VID:

&=

Figure 4-171 Clicking on the VID configuration symbol

I T RN I

Figure 4-172 VID configuration window
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3. Finally, click "Confirm" to complete the RPTID parameter configuration.

RPTID:

2001 .

Name:

RPTIDA |

WVID:

O

Figure 4-173 clicking "Confirm"

Limits

PPID Monitoring

‘RPTID1 ‘ 1234 n

Figure 4-174 Setting RPTID successfully
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4.1.6.4 CEID

To add a new Collection Event ID (CEID) in the software's equipment side, follow these steps:

1. Click on the "+" icon button, which will bring up the CEID window.

0

Figure 4-175 Click on the "+" icon button

CEID

CEID:

: B

Name:

RPTID:

Figure 4-176 CEID window

10T
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2. Click on the configuration symbol link for RPTID, which will lead to the RPTID

configuration window. Here, you can set one or multiple RPTID(s).

CEID

CEID:

: v

Name:

RPTID:

&

Figure 4-177 Clicking on the RPTID configuration symbol

L= = =]

Figure 4-178 RPTID configuration window
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3. Finally, click "Confirm" to complete the CEID parameter configuration.

CEID

CEID:

3001 .

Name:

CEID1 ‘

RPTID:

2001,2002 n

o ED

Figure 4-179 clicking "Confirm"

Limits

SVID ECID RPTID Alarm RCMD PPID Monitoring
‘CE\D1 | G 2T n

Figure 4-180 Setting CEID successfully
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4.1.6.5 Alarm

To add a new Alarm in the software's equipment side, follow these steps:
1. Click on the "+" icon button, which will bring up the Alarm window. The parameters

within this window are introduced in the following table.

RPTID

= =
.

Figure 4-181 Click on the "+" icon button

ALID

ALID:

: .

ALTX

Set CEID

: v

Clear CEID:

; §
o T

Figure 4-182 Alarm window

Table 4-31 Alarm parameter setting

Parameter name Content

ALID Alarm Identification.
ALTX Alarm Text.
Set CEID CEID to be triggered when the alarm state is
triggered (set).
Clear CEID CEID to be triggered when the alarm state is cleared.

10T
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2. Finally, click "Confirm" to complete the Alarm parameter configuration.

ALID

ALID:

4001 .

ALTX:

ALARM1 ‘

Set CEID:

3001 .

Clear CEID:

3002 .
\
x:

Figure 4-183 clicking "Confirm"

Limits
Monitoring

PPID

‘ALARW ‘ 3001 I 3002 I Clear
Figure 4-184 Setting Alarm successfully
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4.1.6.6 RCMD

To add a new Remote Command String (RCMD) in the software's equipment side, follow these

steps:

1. Click on the "+" icon button, which will bring up the RCMD window.

RPTID CEID

Figure 4-185 Click on the "+" icon button

RCMD

RCMD:

Name:

Params Name:

CEID:

Figure 4-186 RCMD window

10T
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2. Click on the configuration symbol link for parameter names, which will lead to the

parameter name configuration window. Here, you can set one or multiple parameter

names.

RCMD

RCMD:

Name:
Params Name:
CEID:

; .

Figure 4-187 Clicking on the parameter name configuration symbol

Figure 4-188 parameter name configuration window

10T
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3. Finally, click "Confirm" to complete the RCMD parameter configuration.

RCMD:

‘Demo1 ‘

Name:

‘Demo 1 ‘

Params Name:

CEID:

3001 .
C o

Figure 4-189 clicking "Confirm"

Limits
SVID ECID RPTID CEID Alarm PPID Monitoring

Figure 4-190 Setting RCMD successfully
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4.1.6.7 PPID

To add a new Process Program Identity (PPID) in the software's equipment side, follow these
steps:

1. Click on the "+" icon button, which will bring up the PPID window.

Figure 4-191 Click on the "+" icon button

PPID:

Name:

Detail:

Figure 4-192 PPID window
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2. Click on the "Detailed Content" button, which will lead to the detailed content

configuration window for the process program. Here, you can set one or multiple

Command Codes (CCODE) as well as the parameter names contained within each

CCODE.

PPID:

Name:

Detail:

L =@ |

Figure 4-193 Click on the "Detailed Content" button

Figure 4-194 detailed content configuration window for the process program
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3. Finally, click "Confirm" to complete the PPID parameter configuration.

PPID:

‘F’PID1 |

Name:

‘PPID‘I |

Detail:

e

Figure 4-195 clicking "Confirm"

RPTID CEID

Monitoring

fro: K=

Figure 4-196 Setting PPID successfully
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4.1.6.8 Limits Monitoring

This is used to monitor whether a Variable (VID) surpasses or falls below the set boundary values.
The triggering principle is illustrated in the diagram below. The region between the Upper Zone
and the Lower Zone contains a Dead Band. When a value transitions from the Upper Zone and
falls below the Upper Dead Band (UPPERDB), no event is triggered until it drops below the
Lower Dead Band (LOWERDB), where triggering occurs. Conversely, if a value transitions from

the Lower Zone and exceeds the Upper Dead Band, triggering occurs.

LIMITMAX

UPPER ZONE

UPPERDB

LOWERDB

LIMITMIN
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To add a new Limit Monitoring in the software's equipment side, follow these steps:

1.

Click on the "+" icon button, which will bring up the VID window. Here, you can set

the VID to be monitored.

Figure 4-197 Click on the "+" icon button

VID Type:

‘ SVID

SVID:

‘101

Name:

PAGEO1.COLORO1

Figure 4-198 VID window

2. Set the maximum and minimum limits for the restriction, and specify the CEID to be
triggered.

CEID Alarm RCMD PFID

N - = | - == R | === R

LIMITMAX
PAGE01.COLOR01 0 I |

] i B

Figure 4-199 Set the maximum and minimum limits for the restriction, and specity the CEID to

be triggered

10T
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3. Click on "Detailed Content," which will prompt the setting of upper and lower limits.

In this window, you can configure individual or multiple Limit IDs (LIMITID), along
with their corresponding Upper Dead Band (UPPERDB) and Lower Dead Band
(LOWERDB) values. Upon completion, click "Confirm" to finalize the limit

monitoring parameter configuration.

I TR R
i I T—0

Figure 4-200 Click on "Detailed Content"

L e ] owws reos

“ Cancel

Figure 4-201 setting window of upper and lower limits

L o ] o reos
" B > B - B
- 0 - B - B

[ o e

Figure 4-202 clicking "Confirm"

ECID RPTID CEID Alarm RCMD PPID
e e e
[ ]

Figure 4-203 Setting limit monitoring parameter configuration successfully
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4.1.7 OPCUA

Click on the icon in the left-side menu to access the OPC UA Server parameter settings screen

(as shown in Figure 4-204). Table 4-32 provides the OPC UA Server parameter configuration

details.

&  System Certificates Accounts

©  Modbus Settings

Name
- o < Settings

Port 48010 l
S Datalog “ Status

Endpoint

Stop

< Anonymous Access
Enable

§ SECSIGEM

Figure 4-204 OPCUA Server parameter setting screen

Table 4-32 OPCUA Server parameter setting

Parameter name Content
Settings Port Set the port number
Status Endpoint Display DI signal status
Start Start OPC UA Server
Stop Stop OPC UA Server
Restart Restart OPC UA Server
Anonymous Enable Enable/disable anonymous access mode
Security None Enable/disable None security policy
Policies Basic128Rsal5 Enable/disable Basic128Rsal5 security policy
Basic256 Enable/disable Basic256 security policy

Basic256Sha256 Enable/disable Basic256Sha256 security policy
Aes128Sha256RsaOaep Enable/disable Aes128Sha256RsaOaep security

policy
Aes256Sha256RsaPss  Enable/disable Aes256Sha256RsaPss security
policy
Security Modes Sign Enable/disable Sign security mode

Sign & Encrypt Enable/disable Sign & Encrypt security mode

Note: If you make changes to the configuration parameters of the OPCUA Server while it is

running, you need to manually restart the OPCUA Server.
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4.1.7.1 Certificates

Clicking on the icon in the top menu will display the OPCUA Server certificate list (as shown in
Figure 4-205). When an OPCUA Client accesses the Server, the certificate information of that
Client will be displayed. If the inspection of the certificate is satisfactory, you can right-click
the mouse to choose whether to trust or deny the OPCUA Client (as shown in Figure 4-206).

Accounts

&  System
Modbus
Status Name Valid From Valid To AppURI :,'m: File Name Organization °'“sr'|',:"°" Locality State Country m;"
Ar L0 own nDAS6000-server  2023-06-120... 2028-06-100... um:imx6ull14x14evkNEXAIO... RSA-SH... ndas.der NexAloT  IAutomation Taipel Tai.. TW  imxullt
S Datalog
&  Cloud
# SECSI/GEM

Figure 4-205 OPCUA server certification list

Accounts

System

Modbus
Status Name Valid From Valid To APPURI f::“"‘"‘ File Name Organization Wgr‘f;“"“ Locality State Country “,j‘;’m“l“
A v own nDAS6000-server  2023-06-120... 2028-06-100... um:imx6ull14x14evk:NEXAIO... RSA-SH... ndas.der NexAloT  iAutomation Taipei  Tai... TW  imx6ullt
S Datalog rej 080... 2028-06-060... um:mx6ull14x14evk:NEXAIO... RSA-SH... nDAS6000-client [AO717A857... NexAloT  |Automation Talpei  Tal.. TW  Imxulit
Trust
[+3 Cloud Delete
# SECSI/GEM

Figure 4-206 Select Trust / Reject for OPCUA client in OPCUA server certification list

If the OPCUA Client authentication method involves certificate validation, the OPCUA Server
will perform a second verification. By clicking on the "User" tab in the OPCUA Server
certificate list, the certificate information of that Client will be displayed. If the inspection of
the certificate is satisfactory, you can right-click the mouse to choose whether to trust or deny

the certificate (as shown in Figure 4-207).
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Accounts

System
L
{3 Modbus

Status Name Valid From Valid To ApPURI FEEE File Name Organization OGN | ocaiity  siate Country  omAIn

e L) own  nDASE000-user 2023-07-12 08.... 2024-07-11 08... UserCertificate RSA-SH... user.der NexAloT  lAutomation Talpel  Talwan TW  imxBulll4
& Datalog rejec. Trust 3 05... 2024-07-12 05... UserCertificate RSA-SH... 4F9596395B9308F52CB262A... NexAloT  iAutomation Taipei  Taiwan TW  imxGull14.
o Cloud Delste
§ SECSI/GEM

Figure 4-207 Select Trust / Reject for OPCUA user in OPCUA user certification list

By clicking on the "Client" tab in the OPCUA Server certificate list, you can view the
certificates of the local machine when connected as a Client to another OPCUA Server. By
default, these certificates are trusted (as shown in Figure 4-208). For more detailed information
about OPCUA Client and its operation, please refer to the OPCUA Client operator's description

in the VIC Flow manual.

System

Modbus

Status. Name Valid From Valid To AppURI ::::fi‘;“: File Name Organization O"9ANIIMON | oraiy  sute County oM
i
[ own nDASB000-client 2023-07.20 03... 2028-07-18 03... umn:imxGull14x14evk:NEXAIOT... RSA-SH... client.der NexAloT  ijAutomation Taipei  Taiwan TW  imx6ull14...
Data Log trusted nDASB000-server 2023-07-20 02... 2028-07-18 02... um:imx6ull14x14evk:NEXAIOT... RSA-SH... 56E1D572C340451A9DSFEF3... NexAloT  iAutomation Talpei  Taiwan TW  imx6ull14...

Cloud

i SECSIGEM

Figure 4-208 Select Trust / Reject for OPCUA server in OPCUA client certification list

4.1.7.2 Account

Kindly click on the icon located at the top menu to reveal the roster of OPCUA Server accounts
(as illustrated in Figure 4-209). By selecting the "+" symbol, you will be able to create a new user.
Enter the desired username and password, followed by the selection of user privileges (as depicted
in Figure 4-210). To finalize the configuration, kindly click on "OK" (as shown in Figure 4-211).
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&  System Settings Certificates

Modbus

o

E Datalog

Cloud

4§ SECS/GEM

Figure 4-209 OPCUA Server Account List

Add Account

User Name:

| user_can_browse ‘

Password:

|u-“. ‘

Permission:

D Read D Write Browse

Figure 4-210 Add OPCUA Server User

2  System Settings Certificates

o wawss | L e | e
user_can_browse Browse
r o

J SECS/GEM

Figure 4-211 Finished to Adding OPCUA Server Users

Note: If the OPCUA Server is running, you need to restart the OPCUA Server manually when

you finish adding users.
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4.2 Script

By clicking on the script icon (as shown in Figure 4-212), you can enter the script, as illustrated

in Figure 4-213. The scripting language used is Python.

B ©

[GET Save Save As Settings

(5] d (2] =

B 5 B B

New Load Save Save As

c (44 Stop all operators of trigger

Settings Link

Function Button Q > - -

Modbus | SECS/GEM  Functions | Trigger Functions

Calc
EEPS  Python Output

from vic import *

I def mainLoop(id, info, data):
pass

Variables and Function Selection / Python Output

Save Script / Apply Button

Figure 4-213 Script
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4.2.1 Secript Editing Area

Users can write scripts in the script editing area, and when they finish writing, they must

click the "Apply" button, with the shortcut key being "Ctrl + S". If the syntax in the script is
correct, the Python output field will display "Apply successfully", as shown in Figure 4-214. If
there is a syntax error, the error message will show the line number, and the error may be on the
displayed line number or the next line. In addition to the error information displayed in the Python

output field, there will also be error markers on the line number, as shown in Figure 4-215.

o Calc Modbus SECSIGEM Functions

Trigger Functions Link Python Output

Apply successfully.

Figure 4-214 The syntax of the script is correct

LD [} Calc Modbus SECS/GEM Functions
from vic impor‘[ * Trigger Functions Link
Apply successfully. -
Traceback (most recent call last)
def mainLoop(id, info, data): File "<string=", line 6, in <module=
123 File "fust/lib/python3.7/importlib/__init__py", line ...
pass _bootstrap._exec(spec, module)

File "<frozen importlib._bootstrap=", line 630, in _...
File "<frozen importlib._bootstrap_external=", line ..
File "=frozen importlib._bootstrap_external=", line ..
File "=frozen importlib._bootstrap_external=", line ...
File "<frozen importlib._bootstrap=", line 219, in _
File "/opt/nDAS/bin/py/vic_script.py”, line 6

pass

IndentationError: unindent does not match any oute...

Figure 4-215 The syntax of the script is error
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4.2.2 Input Area for Variables and Functions

The script page of this software has eight categories of variable and function input
areas,namely I/O, CALC(Calculation operator), Modbus, SECS/GEM, function, trigger function,
link, and Python output, as shown in Table 4-33.

Table 4-33 Script Variable Table

(channel ), please refer to section 4.2.2.1.

/0

DI n Status of DI channels

DO _n Status of DO channels

Al n Status of Al channels
CALCJ0] calculation variable 00
CALC|1] calculation variable 01
CALCJ2] calculation variable 02
CALC[99] calculation variable 99

Functions, please refer to section 4.2.2.3.

Please refer to section 4.2.2.3.16 to

PYTHON_MAIN_LOOP generate default content for Python
scripts.
Please refer to section 4.2.2.3.1 to log
LOG
messages to a log.
For controlling the machine's LED,
LED please refer to section 4.2.2.3.2 for
detailed instructions.
Please refer to section 4.2.2.3.5 to send
SEND.EMAIL )
an email.
Please refer to section 4.2.2.3.6 to send a
SEND.LINE ‘
Line message.
Please refer to section 4.2.2.3.7 to send a
SEND.WECHAT

WeChat group message.

Please refer to section 4.2.2.3.8 to send a
SEND.WECHAT P
WeChat personal message: .
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SEND.TEAMS

OPCUA_ITEM

OPCUA.READ

OPCUA.WRITE

OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

CURRENT_TIME

DB_IN

WRITE_TEXT

WRITE_TEXT LN

SET_PREFERENCE

GET_PREFERENCE

SHOW_DIALOG

Please refer to section 4.2.2.3.9 to send a
Microsoft Teams message.
Retrieve the opcua item and utilize it in
other OPCUA methods as instructed in
section 4.2.2.3.10.

Obtain the OPCUA node status
following the guidance in section
4.2.23.11.

Write values to an OPCUA node by
referring to section 4.2.2.3.12.
Invoke an OPCUA Call Method using
the instructions in section 4.2.2.3.13.
Subscribe to an OPCUA node by
consulting section 4.2.2.3.14.
Cancel a subscription to an OPCUA
node as outlined in section 4.2.2.3.15.
Please refer to section 4.2.2.3.3 for
current time.

For writing values to the database,
please refer to section 4.2.2.3.4 for
detailed guidance.

Please refer to section 4.2.2.3.17 to write
the contents into a text file.
Please refer to section 4.2.2.3.18 to write
the contents into a text file and perform a
line break after writing.

Please refer to section 4.2.2.3.19 to set a
system variable that can still exist even
after nDAS is restarted.

Please refer to section 4.2.2.3.20 to
obtain the value of a system variable,
which will return a default value if the
variable does not exist.
Please refer to section 4.2.2.3.21 to

display a popup dialog.
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TRIGGER_OPERATOR

Please refer to section 4.2.2.3.22 to
trigger the specified VIC flow trigger

operator.

SECS/GEM, please refer to section 4.2.2.4.

SET_ALARM
CURRENT_CONTROL_ONLINE_MODE
SET_CONTROL_OFFLINE
SET_CONTROL_ONLINE
SET_CONTROL_ONLINE_LOCAL
SET_CONTROL_ONLINE_REMOTE
TRIGGER_CEID
SEND_S10F01
OnSecsGemEquipS02F18
OnSecsGemEquipS02F31
OnSecsGemEquipS02F41
OnSecsGemEquipS02F49
OnSecsGemEquipS10F03
ARE_YOU_THERE
SEND_S02F17

Please refer to section 4.2.2.4.1.1
Please refer to section 4.2.2.4.1.2
Please refer to section 4.2.2.4.1.3
Please refer to section 4.2.2.4.1.4
Please refer to section 4.2.2.4.1.5
Please refer to section 4.2.2.4.1.6
Please refer to section 4.2.2.4.1.7
Please refer to section 4.2.2.4.1.8
Please refer to section 4.2.2.4.1.9
Please refer to section 4.2.2.4.1.10
Please refer to section 4.2.2.4.1.11
Please refer to section 4.2.2.4.1.12
Please refer to section 4.2.2.4.1.13
Please refer to section 4.2.2.4.2.1
Please refer to section 4.2.2.4.2.2

Trigger Functions, please refer to section 4.2.2.5

OnlInitScript

OnReloadFunction

OnSystemlnit

OnSystemExit

OnBeforeTrigger

OnAfterTrigger

10T
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Please refer to section 4.2.2.5.1 to
initialization script is triggered upon

loading the project.

Please refer to section 4.2.2.5.2 to click

the reload button or press the shortcut

key (F3) to reload.

Please refer to section 4.2.2.5.3 to the
program opens and initialization is
complete (automatically loading the

project).

Please refer to section 4.2.2.5.4 to the

program is closed.

Trigger function is triggered when the

trigger function is activated.

Trigger function is triggered after the
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trigger function is activated.

When the subscribed OPCUA node

OnOpcuaDataChange value changes within the script, trigger
this function.
When the RESTful API writes values to

OnCalcWrite . . -
the CALC operator, trigger this function.

Modbus-Bit Channel, please refer to section 4.2.2.6.1
BIT _CHANNEL]|0][0] Status of Modbus COMO Bit channel 0.
Error status of Modbus COMO Bit
BIT_ERR_CHANNEL]|0][0]
channel 0.
BIT _CHANNEL[O0][1] Status of Modbus COMO Bit channel 1.
Error status of Modbus COMO Bit

BIT_ERR_CHANNELIJ0][1]
channel 1.

Status of Modbus COMO Bit channel
127.
Error status of Modbus COMO Bit
channel 127.
Status of Modbus COMO Word channel
0.
Error status of Modbus COMO Word

BIT_CHANNEL[0][127]

BIT_ERR_CHANNELJ0][127]

WORD_CHANNELJ0][0]

WORD_ERR _CHANNEL[0][0]
channel 0.

Status of Modbus COMO Word channel
1.
Error status of Modbus COMO Word

WORD_CHANNEL][0][1]

WORD_ERR CHANNEL]|0][1]
channel 1.

Status of Modbus COMO Word channel
127
Error status of Modbus COMO Word
channel 127

Modbus-Modbus Bit, please refer to section 4.2.2.6.3

10T
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MODBUSBIT][1] Modbus Bit 01
MODBUSBIT]|2] Modbus Bit 02
MODBUSBIT|3] ModbusBit 03
MODBUSBIT[65535] ModbusBit 65535
MODBUSSTR[1] Modbus String 01
MODBUSSTR]|2] Modbus String 02
MODBUSSTR]|3] Modbus String 03
MODBUSSTR[65535] Modbus String 65535
MODBUSINTI[1] Modbus Int 01
MODBUSINT]|2] Modbus Int 02
MODBUSINT]|3] Modbus Int 03
MODBUSINT|[65535] Modbus Int 65535
MODBUSUINT]1] Modbus Uint 01
MODBUSUINT]|2] Modbus Uint 02
MODBUSUINT]3] Modbus Uint 03
MODBUSUINT[65535] Modbus Uint 65535
Modbus-Modbus Uint16, please refer to section 4.2.2.6.7.
MODBUSUINT16[1] Modbus Uint16 01
MODBUSUINT16]2] Modbus Uint16 02
MODBUSUINT16(3] Modbus Uint16 03
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MODBUSUINT16[65535] Modbus Uint16 65535
Modbus-ModbusH Bit, please refer to section 4.2.2.6.8
MODBUSHBIT]|1] Modbus Coils Bit 01
MODBUSHBIT [2] Modbus Coils Bit 02
MODBUSHBIT [3] Modbus Coils Bit 03
MODBUSHBIT [65535] Modbus Coils Bit 65535

‘ Modbus-ModbusH String, please refer to section 4.2.2.6.9 ‘

MODBUSHSTR[1] Modbus Holding String 01

MODBUSHSTR]2] Modbus Holding String 02

MODBUSHSTR]3] Modbus Holding String 03
MODBUSHSTR][65535] Modbus Holding String 65535

‘ Modbus-ModbusH Int, please refer to section 4.2.2.6.10 ‘

MODBUSHINT](1] Modbus Holding Int 01
MODBUSHINT]|2] Modbus Holding Int 02
MODBUSHINT]3] Modbus Holding Int 03
MODBUSHINT|[65535] Modbus Holding Int 65535
‘ Modbus-ModbusH Uint, please refer to section 4.2.2.6.11. ‘
MODBUSHUINT](1] Modbus Holding Uint 01
MODBUSHUINT|2] Modbus Holding Uint 02
MODBUSHUINT3] Modbus Holding Uint 03
MODBUSHUINT|[65535] Modbus Holding Uint 65535

Modbus-ModbusH Uint16 » please refer to section 4.2.2.6.12 ° ‘
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MODBUSHUINT16][1] Modbus Holding Uint16 01
MODBUSHUINT16]2] Modbus Holding Uint16 02
MODBUSHUINT16]3] Modbus Holding Uint16 03
MODBUSHUINT16[65535] Modbus Holding Uint16 65535
Modbus- Read System Modbus Bit, please refer to section 4.2.2.6.13.
MODBUSSYSBIT[1] Read Modbus System Bit 01
MODBUSSYSBIT|2] Read Modbus System Bit 02
MODBUSSYSBIT|3] Read Modbus System Bit 03
MODBUS_MASTER _READ_BIT Read Modbus Server Bit.
MODBUS_MASTER_WRITE_BIT Write Modbus Server Bit.
MODBUS_MASTER_READ_STR Rea dModbus Server String.
MODBUS_MASTER_WRITE_STR Write Modbus Server String.
MODBUS_MASTER_READ_UINT Read Modbus Server unsigned integers.
MODBUS_MASTER_WRITE_UINT Write Modbus Server unsigned integers.
TCP/IP Var Name The TCP/IP variable name on the Link
Modbus Var Name The Modbus variable name on the Link
SMTP Var Name The SMTP variable name on the Link
LINE Var Name The LINE variable name on the Link
Wechat Var Name The Wechat variable name on the Link
Teams Var Name The Teams variable name on the Link
OPCUA Client Var Name The OPCUA variable name on the Link

Python Output
Output of a Python script includes the content printed by “print” statements and any error

messages.

The aforementioned variables and functions can be selected not only in the input area of
variables and functions, but also in the script editing area by right-clicking the mouse, as shown

in Figure 4-216.
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from vic import *

def mainLoop(id, info, data):

pass

/O C
Calc C
Functions C
SECS/GEM C
Trigger Functions C
Modbus ’
Link C

Figure 4-216 Selecting Variables and Functions by Right-Clicking the Mouse
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422.11/0

To perform logical checks on I/O in the script, select I/O in the variables and function input area
to display the list of I/O contained in nDAS (as shown in Figure 4-217).

Calc Modbus SECSIGEM Functions

Trigger Functions Link Python Output

DI_01

DO 00

Figure 4-217 Selection of I/O for variables and function inputs

For example, if you want to print the status of DI channel 0 in the script execution result, you

need to write a script in the script editing area, and the execution result is shown in Figure 4-218.

o Tl AECH d Fercicre
Togma nda | i m
fram vie import © -

1 def rainloopdicl, info, data):
orint(Dl 00
TIAES

PR ==

e = =]

Figure 4-218 Print the status of DI channel 0

4.2.2.2 Calculation
To display script execution results in the interface, record them in a database, or transmit
them through other means of transmission, it is necessary to use calculation variables. Select

"Calculation Variables" in the Variables and Function Inputs section, which displays the
10T
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calculation variables (as shown in Figure 4-219). There are a total of 100 calculation variables in

this software, but only 20 (0-19) are displayed in the Variables and Function Inputs section.If the
user needs to use calculation variables beyond the number displayed in the interface, they must

input them manually by entering "CALC[n]", where n is a number between 0 and 99.

Functions

Modbus SECS/GEM

Trigger Functions Link Python Output

CALCI0]
CALC[1]

CALC[2]

CALC[3]

CALC[4]
CALC[5]
CALC6]

Figure 4-219 Selection of Calculation for variables and function inputs
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For instance, if you want to display the status of analog input channel 0 in the script execution

result, you need to write a script in the script page (as shown in Figure 4-220), and the execution

result will be displayed as shown in Figure 4-221.

from vic import *

def mainLoop(id, info, data):
pass

O P WMhN =

CALC[0] = Al[0]
7 print(CALCI[O0])

Figure 4-220 Example script writing

| from vz import *
o

s || e
. - . 22 ZEGRAARIE 1 93EE
daf mainLoopiid, infie, datal Aoply sicoesshuly.
pasS
G GALCIO] = Al
SAnE AL

Figure 4-221 Result of script execution
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4.2.2.3 Functions

Selecting a function from the variable and function input area will display the system script
functions, as shown in Figure 4-222. These functions include SEND.EMAIL ~LOG ~ SEND.LINE,

1o Calc Modbus SECS/GEM

Trigger Functions Link Python Output

and many others.

PYTHON_MAIN_LOOP

SEND.EMAIL
SEND.LINE

SEND.WECHAT

SEND.WECHAT_P

Figure 4-222 Selection of Functions for variables and function inputs
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4.2.2.3.1 LOG

This function enables logging messages in the system log. When the LOG button is clicked
in the variable and function input area (as shown in Figure 4-223), a LOG function is added to
the script editing area (as shown in Figure 4-224).

LOG(type, message, sec) function needs to be configured with three parameters,

representing the following meanings :

type : sets the color of the message recorded in the system log (0: black, 1: red, 2: blue).
message : sets the content of the message to be recorded in the system log.

sec : sets the time interval during which this function should not be executed. If set to 0, there

is no time interval.

1o Calc Modbus SECS/GEM

Trigger Functions Link Python Output

PYTHON_MAIN_LOOP

LOG(type, message, sec, module="calc’)

SEND.EMAIL

SEND.LINE

Figure 4-223 Click on “LOG”

4 def mainLoop(id, info, data):

5 LOG(,,)
6 pass
7

Figure 4-224 Add a LOG function in the script editing area
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4.2.2.3.2 LED

This function is used to control the LED lights on the machine. By clicking the "LED" function
in the Variables and Functions input section (as shown in Figure 4-225), an LED function will
be added to the script writing area (as illustrated in Figure 4-226).

The LED(id, color, value) function requires three parameters, each representing the following:
- id: Parameter of type int, specifying the LED number to control.
- color: Parameter of type int, with possible values 0 or 1; 0 indicates green, and 1 indicates red.

- value: Parameter of type int, where 0 means off and 1 means on.

1o Calc Modbus SECS/GEM

Trigger Functions Limk Python Qutput

PYTHON_MAIN_LOOP

LOG

....................................................... LED(id, color, valug)

Figure 4-225 Click on “LED”

4 def mainLoop(id, info, data):
5 LED(,, )

6 pass

7

Figure 4-226 Add a LED function in the script editing area
Note: When controlling the LED, if nDAS is equipped with wireless Wi-Fi, it's necessary to
disable the Wi-Fi first.
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4.2.2.3.3 CURRENT_TIME
This function retrieves the current time.To access it, click on the CURRENT TIME function

in the variable and function input area (as shown in Figure 4-227), and the CURRENT TIME

function will be added to the script editing area (as shown in Figure 4-228). The execution result

is shown in Figure 4-229.

O Calc Modbus SECSIGEM

Trigger Functions Link Python Output

3

OPCUA.READ

OPCUAWRITE

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

CURRENT_TIME

CURREMT_TIME

Figure 4-227 Click on “CURRENT TIME”

1 from vic import *

2

3 def mainLoop(id, info, data):
4 pass

5

6 print(CURRENT _TIME())

Figure 4-228 Add a CURRENT TIME function in the script editing area

= frdaa d LEETE
1 foam vz Imane = ngabudan | e m
Z0E10T-24 TG A4

2
Aoph succmseluky

| dof mainleaplid, info. catg:
e

i probCUHAEN_ e

Figure 4-229 Result of CURRENT TIME execution
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4.2.2.3.4 DB_IN

This function is used to write data to the database, and the storage format should be referenced
from section 4.1.4.2. By clicking the "DB_IN" function in the Variables and Functions input
section (as shown in Figure 4-230), a DB _IN function will be added to the script writing area
(as depicted in Figure 4-231).

The DB _IN(value, slot, channel, log change) function requires four parameters, each
representing the following:

- value: The value you intend to write to the database.

- slot: Slot ID, ranging from 0 to 1024.

- channel: Channel ID, ranging from 0 to 1024.

- log_change: Whether to enable recording when the value changes.

o Calc Modbus SECS/GEM

Trigger Functions Link Python Output
L -

OPCUA.UNSUBSCRIBE

CURRENT_TIME

-------------------------- DE_IM(value, slot, channel, log_change=False)

WRITE_TEXT

WRITE_TEXT LN

Figure 4-230 Click on “DB_IN”

2
3 DB_IN(,,,)
4
Figure 4-231 Add a DB_IN function in the script editing area
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4.2.2.3.5 SEND.EMAIL

This function allows for setting up email messages to be sent to users. Prior to using the
function, users must first set up an SMTP connection on the Link (please refer section 4.4.3 for
instructions). Once this is complete, clicking on SEND.EMAIL in the function input area will
add the SEND.EMALIL function to the script editing area (as shown in Figure 4-232) -

SEND.EMAIL(id, to, subject, body, sec) function requires five parameters, each
representing the following :

id * Sets the SMTP connection to be used. Users can select the connection by choosing it from
the function input area (as shown in Figure 4-233)and clicking on the desired SMTP
connection (as shown in Figure 4-234), which will then be added to the script editing area (as
shown in Figure 4-235).

to : The email address of the recipient.

subject : The subject of the email message.

body : The content of the email message.

c : The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

rk Pyhon Cuigad

PFYTHOM MAIM_LOOP

Tram WiG Import ®

del manLoopli, infa, IJdLJ
SEMD.EMAIL

Faas

SENDWECHAT
SEMDUWECHAT P
SEND.TEAMS

Figure 4-232 Click “SEND.EMAIL” and add the SEND.EMAIL function in the script editing

area.

O Calc Modbus SECSIGEM Functions

Trigger Functions Python Cutput
SMTPO1PORT123

Figure 4-233 Choose the link in the variables and functions input area
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O Calc Modbus SECSIGEM Functions

Trigger Functions Python Cutput

SMTPO1PORT123 h

Figure 4-234 Click on the SMTP to be used.

4
5
6
7

def mainLoop(id, info, data):
SEND.EMAIL("SMTP0O1PORT123", ,,, )
pass

Figure 4-235 Add the SMTP in the script editing area.
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4.2.2.3.6 SEND.LINE

This function enables the sending of messages to users through LINE. Prior to use, one must
set up LINE Notify on the Link, please refer to section 4.4.4 for instructions. Once this is done,
simply click on SEND.LINE in the variables and functions input area (as shown in Figure 4-236)
to add the SEND.LINE function to the script editor (as shown in Figure 4-237) -

SEND.LINE (id, message, sec) function requires three parameters, each with the following
meaning :

id : Sets the LINE Notify connection to use. To select a connection, choose from the options
available in the varables and funcitons input area (as shown in Figure 4-238), and click on the
desired LINE Notify connection (as shown in Figure 4-239) to add it to the script editor (as
shown in Figure 4-240).

message - The content of the message to be sent.

sec : The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

1o Calc Modbus SECSIGEM

Trigger Functions Link Python Output

PYTHON_MAIN_LOOP

SEND.EMAIL

5|
4

SEND.LINE

>

r

SEND.WECHAT
SEND.WECHAT_P

SEND.TEAMS

Figure 4-236 Click on “SEND.LINE”.

4 def mainLoop(id, info, data):
5  SEND.LINE(, ,)
o6 pass

Figure 4-237 Add the SEND.LINE function in the script editing area.
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Calc Modbus SECS/GEM Functions

Trigger Functions L|nk k_ Python Output

LINEOOGROUPNdas

Figure 4-238 Choose the link in the variables and functions input area.

Calc Modbus SECSGEM Functions

Trigger Functions L|nk Python Output

LINEOOGROUPNdas

Figure 4-239 Click on the LINE Notify connection to be used.

4 def mainLoop(id, info, data):

5  SEND.LINE("LINEOOGROUPnNdas" , , )
6 pass

7

8

Figure 4-240 Add the LINE Notify connection in the script editing area.
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The example code transmits the status of DI channel 0 every one second. The script is

written as shown in Figure 4-241. The received message at LINE is shown in Figure 4-242.
10 def mainLoop(id, info, data):

11 SEND.LINE("LINEOOGROUPNdas" , "DI_00 =" + str(Dl_00), 1)
|2 pass

13

Figure 4-241 Example script for SEND.LINE

©) LINE Notify Q 3

@ [ndas) Di_oo=0

[ndas] Di_oo=1
[ndas] DI oo=0
[ndas] Di_oo=0
[ndas] Di_oo=1

[ndas] DI_DO=0

Figure 4-242 Message received by LINE in actuality
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4.2.2.3.7 SEND.WECHAT

This function allows sending messages to every user who follows the test WeChat public
account, and requires prior setup of Wechat (please refer to sectionn 4.4.5 for instructions). After
completing the setup, clicking SEND.WECHAT in the function section of the variable and
function input area (as shown in Figure 4-243) will add the SEND.WECHAT function to the
script editor (as shown in Figure 4-244).

SEND.WECHAT (id, templateID, keywordl, keyword2, keyword3, sec) function requires
six parameters, each representing the following :

id : sets the WeChat connection to use, selected from the connection list in the variable and
function input area (as shown in Figure 4-245), and chosen by clicking on the desired connection
(as shown in Figure 4-246), which will be added to the script editor (as shown in Figure 4-247).
templateID : sets the ID of the template message to be sent (please refer to section 5.4.1 to obtain
instructions).

keyword]1 : sets the data to be sent as keyword1 content in the template message.

keyword2 : sets the data to be sent as keyword2 content in the template message.

keyword3 : sets the data to be sent as keyword3 content in the template message.

sec : The time interval in seconds during which this funciton will not be executed again. If set to
0, there will be no time interval.

Note : If keyword] to keyword3 do not require data to be sent, please' ' (a space between single

quotes) in the parameter field.

o Calc Modbus SECS/IGEM

Trigger Functions Link Python Output

PYTHON_MAIN_LOOP

SEND.EMAIL
SEND.LINE
SEND.WECHAT
SEND.WECHAT_P

SEND.TEAMS

Figure 4-243 Click on “SEND.WECHAT”
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& def mainLoop(id, info, data):
9  SEND.WECHAT(,,,,,)
10 pass

11

Figure 4-244 Add the SEND.WECHAT function in the script editing area

o Calc Modbus SECSIGEM Functions

Trigger Functions Link h Python Output

WECHATOOAPPIDwx167

Figure 4-245 Choose the link in the variables and functions input area.

10 Calc Modbus SECSIGEM Functions

Trigger Functions Python Output

WECHATOOAPPIDWx167
wechat

Figure 4-246 Click on the Wechat connection to be used.
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2 def mainLoop(id, info, data):
) SEND.WECHAT("WECHATOO0APPIDwx167" , ,,,,)
10 pass

Figure 4-247 Add the Wechat connection in the script editing area

The example transmits data with keywords “keywordl” to “keyword3”, representing the
status of DI channel 0 to 2, and sends the message every five seconds. The script is written as

shown in Figure 4-248, and the actual message received on WeChat is shown in Figure 4-249.

3 ID = "WECHATOOAPPIDwx167"
4 TemplD = "Q6MODwbilllon91k3tps0zQP2ib3Zyp1Xxg8qlINIb4"

6sec=5

8 def mainLoop(id, info, data):

9 keyword01 ="DI| 00fE% " + str(DI_00)

10 keyword02 = "DI_011E7 " + str(DI_01)

17 keyword03 = "DI 02/E% " + str(DI_02)

12 SEND.WECHAT(ID , TemplD, keyword01, keyword02, keyword03, sec)
13 pass

14

Figure 4-248 Example script for SEND.WECHAT
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< sandbox account of wxid qee9s3wb18Im12

Figure 4-249 Message received by WeChat in actuality

nDAS

2022-11-17 14:45:23 keyword1 : DI 00{EX 0
keyword2 : DI_01{E%& 1 keyword3 : DI_02{E% 1

nDAS

2022-11-17 14:45:28 keyword1 : DI 00{ES 1
keyword?2 : DI 01{E% 0 keyword3 : DI 02{E% 1

nDAS

2022-11-17 14:45:33 keyword1 : DI 00{EE 1
keyword2 : DI_01{E%& 1 keyword3 : DI 02{E& 0
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4.2.2.3.8 SEND.WECHAT_P

This function can be used to send messages to specific users who have subscribed to the test
public account on WeChat. To use this function, you need to first set up the WeChat connection
on the Link (please refer to section 4.4.5 for instructions). Once the setup is complete, click on
the SEND.WECHAT P function in the variable and function input area (as shown in Figure
4-250)to add the SEND.WECHAT P function to the script editor (as shown in Figure 4-251).

SEND.WECHAT P (id, templateID, openID, keyword1, keyword2, keyword3, send image,
sec) function requires seven parameters to be set, each representing the following :
1d: sets the Wechat connection to use, selected from the connection list in the variable and function
input area (as shown in Figure 4-252), and chosen by clicking on the desired connection (as
shown in Figure 4-253), which will be added to the script editor (as shown in Figure 4-254).
templateID : sets the ID of the template message to be sent (please refer to secntion 5.4.1 to obtain
instructions).
openlD : To transmit the WeChat ID of a user who follows the public account, please refer to
section 5.4.2 for the method to obtain it.
keywordl : sets the data to be sent as keyword1 content in the template message.
keyword2 : sets the data to be sent as keyword2 content in the template message.
keyword3 : sets the data to be sent as keyword3 content in the template message.
sec - The time interval in seconds during which this funciton will not be executed again. If set to
0, there will be no time interval.

If keyword1 to keyword3 do not require data to be sent, please' ' (a space between single quotes)

in the parameter field.
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o Calc Modbus SECSIGEM

Trigger Functions Linlk Python Output

PYTHON_MAIN_LOOP

SEND.EMAIL

SEND.LINE
SEND.WECHAT
SEND.WECHAT_P

SEND.TEAMS

I0_ DO WRITE

Figure 4-250 Click on “SEND.WECHAT P”.

& def mainLoop(id, info, data):

9  SEND.WECHAT_P(,,,....)
10 pass

11

Figure 4-251 Add the SEND.WECHAT P fucntion in the script editing area.

[0 Calc Modbus SECSIGEM Functions

Trigger Functions Python Cutput

WECHATOOAPPIDwWx167

Figure 4-252 Choose the link in the variables and functions input area
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o Calc Modbus SECS/GEM Functions
Trigger Functions Python Output
WECHATO0APPIDwx167 A

Figure 4-253 Click on the Wechat to be used.

& def mainLoop(id, info, data):

9 SEND.WECHAT P("WECHATOOAPPIDwx167",,,,,,)
10 pass

11

Figure 4-254 Add Wechat connection in the script editing area

The example transmits data with keywordl to keyword3, representing the status of DI
channel 0 to 2, and sends the message every five seconds. The script is written as shown in Figure

4-255, and the actual message received on WeChat is shown in Figure 4-256.

3 1D = "WECHATOOAPPIDwx167"
4 TemplD = "Q6MODwbflllon91lk3tps0zQP2ib3Zyp1Xxg8qlINIb4"
5 OpenlD = "oBFdB58-X2xfVeKXFEDcyOOpRzMw"
6 sec=5
7
& def mainLoop(id, info, data):
9  keyword01 = "DI_00E% " + str(DI_00)
10 keyword02 = "DI_01/E% " + str(DI_01)
17 keyword03 = "DI_02{E% " + str(DI_02)
12 SEND.WECHAT _P(ID , TemplD,OpenID , keyword01, keyword02, keyword03, sec)
13 pass
14

Figure 4-255 Example script for SEND.WECHAT P
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< sandbox account of wxid_qee9s3wb18Im12

© B &

MOFWUIUE .« L U RS W RS WUILD .« L UEEAS |

nDAS

2022-11-17 15:04:28 keyword1: DI 00{ES 1
keyword2 : DI 01ES 1 keyword3 : DI 02(E% 1

nDAS

2022-11-17 15:04:34 keyword1 : DI 00E& 1
keyword2 : DI 01{E% 0 keyword3 : DI 02{E% 0

nDAS

2022-11-17 15:04:39 keyword1 : DI_00&E% 0
keyword?2 : DI_01{E% 1 keyword3 : DI_02{E%& 0
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Figure 4-256 Message received by WeChat in actuality
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4.2.2.3.9 SEND.TEAMS

This function allows you to send messages to users via Microsoft Teams. Before using it,
you need to set up the Teams connection on the Link (please refer to section 4.4.6 for instructions).
Once done, clicking on SEND.TEAMS in the variables and functions input area (as shown in
Figure 4-257) will add the SEND.TEAMS function to the script editor (as shown in Figure 4-258).

SEND. TEAMS (id, title, message, send image, sec) function requires four parameters, each
representing the following :

id : Sets the Teams connection to be used. To select a connection, choose a link in the variables
and functions input area (as shown in Figure 4-259), and click on the desired Teams connection
(as shown in Figure 4-260), which will be added to the script editor (as shown in Figure 4-261).
title : The title of the message to be sent.

message - The content of the message to be sent.

sec : The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

o Calc Modbus SECS/IGEM

Trigger Functions Link Python Output

PYTHON_MAIN_LOOP

SEND.EMAIL
SEND.LINE
SEND.WECHAT
SEND.WECHAT_P
SEND.TEAMS

SEMD.TEAMS(id, title, message, sec)
IO DO WRITE

Figure 4-257 Click on “SEND.TEAMS”

9 def mainLoop(id, info, data):
10 SEND.TEAMS(,,,)

11 pass
12

10T
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Figure 4-258 Add the SEND.TEAMS function in script editing area

10 Calc Modbus SECSIGEM Functions

Trigger Functions Python Output

TEAMSOONAME_nDAS_test

Figure 4-259 Choose the link in the variables and functions input area

[0 Calc Modbus SECSGEM Functions

Trigger Functions Python Output

TEAMSOONAME_nDAS_test

teams

Figure 4-260 Click on the Teams connection to be used.

9 def mainLoop(id, info, data):
10 SEND.TEAMS("TEAMSOONAME_nDAS test"|,,,)
11 pass
12
Figure 4-261 Add the Teams connection in the script editing area.

This is an example of sending periodic messages every 5 seconds, as shown in Figure

4-262. The message is actually received by Microsoft Teams, as shown in Figure 4-263.

9 def mainLoop(id, info, data):
SEND.TEAMS("TEAMSO00NAME_nDAS _test" ,"nDAS_demo", "DI_00 =" + str(DI_00), 5)
pass

1

o

A
WM =

1
1

Figure 4-262 Example script for SEND.TEAMS
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Figure 4-263 Message received by Microsoft Teams in actuality
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422310 OPCUA_ITEM

This function facilitates the retrieval of nodes from the OPCUA Server. Prior to its utilization, it's
necessary to navigate to the linking page and configure the connection to the OPCUA Server
(refer to section 4.4.7 for configuration details). Upon completing the configuration, within the
variable and function input section, by selecting the OPCUA_ITEM function (as illustrated in
Figure 4-264), the software will seamlessly integrate the OPCUA _ITEM function into the script-
writing area (as depicted in Figure 4-265).

l{e] Calc Modbus SECS/IGEM

Trigger Functions Link Python Cutput

!
[3

SEND.TEAMS

OPCUA_ITEM
OPCUA_ITEM(id, ns=2, type=0PCUA_ITEM.STRING)

OPCUA.READ

OPCUAWRITE
OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

Figure 4-264 Click on "OPCUA_ITEM"

8 |item = OPCUA_ITEM("DI_00")|
9 #OPCUA.READ
10 print(OPCUA.READ("OPCUAOO0_127_0_0_1_48010", item))

Figure 4-265 Add the OPCUA_ITEM function in script editing area

This function is employed in cases where other OPCUA methods necessitate the inclusion of an
"item" type. In such scenarios, it becomes essential to input the name of the OPCUA node. As
an illustrative example involving the nDAS OPCUA Server, users can proactively examine the
node names provided by nDAS using the OPCUA Client within VIC Flow. This can be
accomplished by referring to Figure 4-266 for guidance.

10T
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- OPCUA Browser [FC_OPCUA_CLIENT 2]

> Views

a Objects

» @b  Server

4 nDAS6000
Digital Input
Digital Output
Analog Input
Modbus COMO
Modbus COM1
Modbus COM2
Modbus COM3

[2] OPCUA.CLIENT .
>
>
b
>
>
>
> Modbus TCPOO
>
>
b
>
>
b

Output

liems Status

Status B

Modbus TCPO1
Modbus TCPO2
Modbus TCPO3
Modbus TCPO4
Calculation
#  Machine
> Types

Figure 4-266 Browse all node by OPCUA Client operator of VIC Flow
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4.2.23.11 OPCUA.READ

This function is designed to retrieve the node status from the OPCUA Server. Before utilizing it,
navigate to the linking page and configure the connection to the OPCUA Server (refer to section
4.4.7 for configuration details). Upon completing the configuration, within the variable and
function input section, click on the OPCUA.READ function (as depicted in Figure 4-267). This
action will seamlessly integrate the OPCUA.READ function into the script-writing area. After
inputting the requisite parameters, as shown in Figure 4-268, executing the script will yield results

that are subsequently printed, as illustrated in Figure 4-269.

I{e] Calc Modbus SECS/GEM

Trigger Functions Link Python Output

SEND.TEAMS

OPCUA_ITEM

OPCUA.READ

OPCUA READ(id, [items], parms)

OPCUAWRITE

OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

Figure 4-267 Click on "OPCUA.READ"

8 item = OPCUA_ITEM("DI_00")
9 # OPCUA.READ
0  print(OPCUA.READ("OPCUA00_127_0 0_1_48010" , item))|

Figure 4-268 Add the OPCUA.READ function in script editing area

1

o] Calc Modbus SECS/GEM Functions

Trigger Functions Link Python Output

{'DI_00": {'status": 0, 'status_string": ", 'value': False}}
Apply successfully.

Figure 4-269 Result of OPCUA.READ
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4.2.23.12 OPCUA.WRITE

This function facilitates the writing of values to nodes on the OPCUA Server. To use it, first
navigate to the linking page and configure the connection to the OPCUA Server (refer to section
4.4.7 for configuration details). After completing the configuration, within the variable and
function input section, click on the OPCUA.WRITE function (as depicted in Figure 4-270). This
action will seamlessly integrate the OPCUA.WRITE function into the script-writing area.

Subsequently, input the required parameters as illustrated in Figure 4-271.

le] Calc Modbus SECS/GEM

Trigger Functions Link Python Output

i
3

SEND.TEAMS

OPCUA_ITEM

OPCUA.READ

OPCUAWRITE

OPCUAM/RITE(id, [items], parms)

OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

Figure 4-270 Click on "OPCUA.WRITE"

9 items =]
10 item = OPCUA_ITEM("DO_00")
11 item.data = False
12 items.append(item)
13 OPCUAWRITE("OPCUAOO 127 0 _0_1_48010", items)

Figure 4-271 Add the OPCUA.WRITE function in script editing area
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4.2.23.13 OPCUA.CALL_METHOD

This function is utilized for invoking methods on the OPCUA Server. Prior to its use, navigate to
the linking page and configure the connection to the OPCUA Server (refer to section 4.4.7 for
configuration details). After completing the configuration, within the variable and function input
section, click on the OPCUA.CALL METHOD function (as depicted in Figure 4-272). This
action will integrate the OPCUA.CALL _METHOD function seamlessly into the script-writing

area. Subsequently, input the required parameters as exemplified in Figure 4-273.

1o Calc Modbus SECS/GEM

Trigger Functions Link Python Output

OPCUA _ITEM i
OPCUA.READ

OPCUAWRITE

OPCUA.CALL_METHOD
OPCUA.CALL_METHOD(id, object_id, method_id, arugments)

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

Figure 4-272 Click on "OPCUA.CALL_METHOD"

31 # OPCUA.CALL_METHOD

32 arg = {"Command":"myCmd", "Parameters":"456"}

33

34 OPCUA.CALL METHOD("OPCUAOO 127 0 0 1 48010",\
35 "ns=2;s=Machine", \

36 "ns=2;s=Machine.RemoteCmd", arg)

Figure 4-273 Add the OPCUA.CALL METHOD function in script editing area
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4.2.2.3.14 OPCUA.SUBSCRIBE

This function is used to subscribe to nodes on the OPCUA Server. Prior to its utilization,
navigate to the linking page and configure the connection to the OPCUA Server (refer to section
4.4.7 for configuration details). After completing the configuration, within the variable and
function input section, click on the OPCUA.SUBSCRIBE function (as depicted in Figure
4-274). This action will seamlessly integrate the OPCUA.SUBSCRIBE function into the script-

writing area. Following this, input the necessary parameters as shown in Figure 4-275.

o Calc Modbus SECS/GEM

Trigger Functions Link Python Output

OPCUA_ITEM

OPCUA.READ

OPCUAWRITE

OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE
OPCUASUBSCRIBE(id, [items], parms)

OPCUA.UNSUBSCRIBE

Figure 4-274 Click on "OPCUA.SUBSCRIBE"

39 item = OPCUA_ITEM("DI_00")
40  OPCUA.SUBSCRIBE("OPCUA00 127 0 0 1 48010", item)

Figure 4-275 Add the OPCUA.SUBSCRIBE function in script editing area
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4.2.2.3.15 OPCUA.UNSUBSCRIBE

This function is utilized to unsubscribe from the OPCUA Server. If nodes on the OPCUA Server
were subscribed to in advance and the need arises to cancel those subscriptions, it's imperative to
invoke this function. Prior to its use, navigate to the linking page and configure the connection to
the OPCUA Server (refer to section 4.4.7 for configuration details). Once the configuration is
complete, within the variable and function input section, click on the OPCUA.UNSUBSCRIBE
function (as depicted in Figure 4-276). This action will seamlessly integrate the
OPCUA.UNSUBSCRIBE function into the script-writing area. Subsequently, input the required

parameters as demonstrated in Figure 4-277.

e} Calc Modbus SECS/GEM

Trigger Functions Link Python Qutput

OPCUA_ITEM

OPCUA READ
OPCUAWRITE
OPCUA.CALL_METHOD

OPCUA.SUBSCRIBE

OPCUA.UNSUBSCRIBE

OPCUA.UNSUBSCRIBE()

Figure 4-276 Click on "OPCUA.UNSUBSCRIBE"

41
42  OPCUA.UNSUBSCRIBE("OPCUA00_127 0_0_1_48010")
43

Figure 4-277 Add the OPCUA.UNSUBSCRIBE function in script editing area
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4.2.23.16 PYTHON_MAIN_LOOP
The purpose of this function is to insert default Python script content. When the
PYTHON MAIN LOORP is clicked in the function input area for variables and functions (as
shown in Figure 4-278), the default script content will be inserted into the script writing area

(as shown in Figure 4-279).

11O Calc Modbus SECS/GEM

Trigger Functions Link Python Output

I

PYTHON_MAIN_LOOP

SEND.EMAIL

SEND.LINE

SEND.WECHAT

Figure 4-278 Click on “PYTHON_ MAIN LOOP”

1 from vic import *

2

3

4 def mainLoop(id, info, data):
5 pass

6

7|

Figure 4-279 Inserting Default Content in Script Editing Area

*Special Note : PYTHON_MAIN_LOOP will also input logs from I/O and Modbus Channel. If
data is written to I/O or Modbus Channel within PYTHON_ MAIN_LOOP, the data displayed on
the UI may not be as expected. To avoid this situation, enable the “At Fixed Interval” option in
Data Log Setting to ensure consistent time intervals (please refer to section 4.1.4.1 for the settng

method).
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4.2.23.17 WRITE_TEXT

This function writes content to a text file. By clicking WRITE TEXT in the variable and
function input area (as shown in Figure 4-280), the WRITE TEXT function will be added to the
script editor (as shown in Figure 4-281).

WRITE TEXT (filepath, content, sec) function needs to be set with three parameters, each
representing the following :
filepath : Sets the file path location for the text file. If only the file name is set, the file will be
created in the /opt/nDAS/Export folder on the nDAS device.
content - Sets the content to be written.
sec - The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

[0 Calc Modbus SECS/IGEM

Trigger Functions Link Python Output

OPCUA.UNSUBSCRIBE

WRITE_TEXT(filepath, content, sec)

SET_PREFERENCE

GET_PREFERENCE

Figure 4-280 Click on “WRITE _TEXT”

4 def mainLoop(id, info, data):

5> WRITE_TEXT(,,)
6 pass

7
|

Figure 4-281 Add the WRITE TEXT function in the script editing area
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4.2.2.3.18 WRITE TEXT LN

This function writes content to a text file and automatically adds a newline after writing
the content. When you click on WRITE TEXT LN in the variable and function input area (as
shown in Figure 4-282), a WRITE TEXT LN function will be added to the script editor with
the content you want to write (as shown in Figure 4-283).

WRITE TEXT LN (filepath, content, sec) function needs to be set with three parameters,

each representing the following :

filepath : Sets the file path location for the text file. If only the file name is set, the file will be
created in the /opt/nDAS/Export folder on the nDAS device.

content - Sets the content to be written.

sec - The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

1o Calc Modbus SECSIGEM

Trigger Functions Link Python Cutput

OPCUA.UNSUBSCRIBE -

CURRENT_TIME

WRITE_TEXT
WRITE_TEXT_LN A
SET_PREFERENCE

GET_PREFERENCE

Figure 4-282 Click on “WRITE _TEXT LN”

4 def mainLoop(id, info, data):

5> WRITE_TEXT LN(,,)
6 pass

7
|

Figure 4-283 Add the WRITE TEXT LN funciton in the script editing area
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4.2.23.19 SET PREFERENCE

This function enables the setting of system variables, which will persist even after nDAS is

restarted. To access the SET PREFERENCE function in the variable and function input area (as
shown in Figure 4-284), simply click on it. This will add the SET PREFERENCE function to the

script editor (as shown in Figure 4-285).

SET PREFERENCE (key, value) function requires two parameters to be set, each with the
following meanings :
key : Sets the parameter name.

value : Sets the value of the parameter.

1o Calc Modbus SECS/GEM

Trigger Functions Link Python Output

OPCUA.UNSUBSCRIBE

WRITE_TEXT

WRITE TEXT LN

SET_PREFERENCE

SET_PREFERENCE(key, value)
GET PREFEREnNCLC

SHOW_DIALOG

TRIGGER_OPERATOR

Figure 4-284 Click on “SET_PREFERENCE”

4 def mainLoop(id, info, data):

5> SET_PREFERENCE(, )
6 pass

Figure 4-285 Add the SET PREFERENCE function in the script editing area

10T

VIC7000 User Manual (Beta)

211



Chapter 4 I\B IOT

4.2.2.3.20 GET_PREFERENCE

This function retrieves the value of a system variable, and returns a default value if the
variable does not exist. To add the GET PREFERENCE function to the script editor, click on
GET PREFERENCE in the variable and function input area (as shown in Figure 4-286). The
GET PREFERENCE function will be added to the script editor (as shown in Figure 4-287).

GET _PREFERENCE (key, default value) function requires two parameters to be set, each
with the following meanings :
key : Sets the parameter name.

default value : The default value for the parameter.

o Calc Modbus SECSIGEM

Trigger Functions Linlk Python Output

OPCUA.UNSUBSCRIBE -

WRITE_TEXT
WRITE TEXT LN

Figure 4-286 Click on “GET_PREFERENCE”

4 def mainLoop(id, info, data):

5> GET_PREFERENCE(, )
6 pass

Figure 4-287 Add the GET _PREFERENCE function in the script editing area
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4.2.23.21 SHOW_DIALOG

This function can pop up a dialog in the nDAS operation interface and display the set

message. By clicking on SHOW_DIALOG in the variable and function input area (as shown in
Figure 4-288), the SHOW_ DIALOG funciton will be added to the script editor (as shown in
Figure 4-289).

SHOW_DIALOG(type, title, content, sec) function requires four parameters to be set, each
representing the following :
type - Sets the type of the dialog, please refer to Table 4-34.
title : Sets the title of the dialog.
content : Sets the content of the dialog.
sec - The time interval in seconds during which this funciton will not be executed again. If set to

0, there will be no time interval.

o Calc Modbus SECS/IGEM

Trigger Functions Link Python Output

OPCUA.UNSUBSCRIBE

WRITE_TEXT
WRITE_TEXT_LN
SET_PREFERENCE

GET_PREFERENCE

SHOW_DIALOG

SHOW_DIALDGltype, title, content, sec)

TRIGGER_UPERAIOR

Figure 4-288 Click on “SHOW_DIALOG”

4 def mainLoop(id, info, data):
5 SHOW DIALOG(,,,)
6 pass

Figure 4-289 Add the SHOW_DIALOG function in the script editing area
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Table 4-34 Dialog Type Table

Suguss Infarmation
0 (Success) o Do) Cormes 2 (Information) o D0 o
=1 =0

Failedll ‘Wiarring!l
I (Failed) 0 s 3 (Warning) B o
= * =3
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4.2.2.3.22 TRIGGER_OPERATOR

This function triggers a specified VIC flow trigger operator. Clicking on
TRIGGER OPERATOR in the function input area (as shown in Figure 4-290), the
TRIGGER OPERATOR function will be added to script editor (as shown in Figure 4-291).

TRIGGER OPERATOR(id) function requires one parameter to be set, with the following
meaning :

id : sets the ID of the VIC flow trigger operator to be triggered.

o Calc Modbus SECSIGEM

Trigger Functions Linlk Python Output

OPCUA.UNSUBSCRIBE

WRITE_TEXT
WRITE_TEXT_LN
SET_PREFERENCE
GET_PREFERENCE
SHOW_DIALOG

TRIGGER_OPERATOR
TRIGGER_OPERATOR(id)

Figure 4-290 Click on “TRIGGER_OPERATOR”

4 def mainLoop(id, info, data):

5 TRIGGER _OPERATOR( )|
6  pass

7

Figure 4-291 Add the TRIGGER_OPERATOR function in the script editing area
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4.2.2.4 SECS/GEM

4.2.2.4.1 Equipment
422411 SET ALARM
This function is utilized to set the current state of an ALID as an alarm state. In the Variable and
Function Input Area of the SECS/GEM in the equipment, clicking on SET ALARM (as shown
in Figure 4-292) results in the addition of the SET ALARM function in the script writing area
(as shown in Figure 4-293).
The SET ALARM(alid, TRUE/FALSE) function necessitates the configuration of two
parameters, each representing the following:

alid: Specifies the ALID for which the state should be altered.

TRUE/FALSE: Determines whether to activate the alarm. If an alarm is to be activated, set

this parameter to TRUE; conversely, set it to FALSE.

e Calc Modbus SECS/GEM Functions Trigger Functions

Limk Python Output

Figure 4-292 Click on "SET_ALARM"

def mainLoop(id, info, data):
SET _ALARM(, ||
pass

O On B

Figure 4-293 Add the SET_ALARM function in the script editing area
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4.2.2.4.1.2 CURRENT_CONTROL_ONLINE _MODE

This function serves to acquire the current ON-LINE control mode of the equipment side. In the
Variable and Function Input Area of the SECS/GEM within the equipment, clicking on
CURRENT CONTROL ONLINE MODE (as depicted in Figure 4-294) leads to the inclusion
of the CURRENT CONTROL ONLINE MODE function in the script writing area (as

illustrated in Figure 4-295).

SET_ALARM
CURRENT_CONTROL_ONLINE_MOL b)

Figure 4-294 Click on "CURRENT CONTROL ONLINE MODE"

def mainLoop(id, info, data):
CURRENT CONTROL_ONLINE_MODE()
pass

| T N B

Figure 4-295 Add the CURRENT CONTROL ONLINE MODE function in the script editing

arca
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422413 SET_CONTROL_OFFLINE

This function facilitates the adjustment of the current control state of the equipment side to OFF-
LINE. Within the Variable and Function Input Area of the SECS/GEM in the equipment, clicking

on SET CONTROL OFFLINE (as indicated in Figure 4-296) results in the incorporation of the

SET CONTROL OFFLINE function in the script writing area (as shown in Figure 4-297).

SET_ALARM

CURRENT_CONTROL_ONLINE_MODE

SET_CONTROL_OFFLINE [s ,

Figure 4-296 Click on "SET_CONTROL OFFLINE"

def mainLoop(id, info, data):
SET CONTROL OFFLINE()
pass

O on &

Figure 4-297 Add the SET _CONTROL_OFFLINE function in the script editing area
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422414 SET _CONTROL_ONLINE

This function enables the adjustment of the current control state of the equipment side to ON-
LINE. Within the Variable and Function Input Area of the SECS/GEM in the equipment, clicking
on SET CONTROL ONLINE (as shown in Figure 4-298) results in the inclusion of the

SET CONTROL ONLINE function in the script writing area (as illustrated in Figure 4-299).

[ e ) L R S R ) )

SET_CONTROL_ONLINE L )

CET TOLTDML Ak IKIE | oAl

Figure 4-298 Click on "SET CONTROL ONLINE"

def mainLoop(id, info, data):
SET CONTROL_ONLINE()
pass

| T (N I

Figure 4-299 Add the SET _CONTROL_ONLINE function in the script editing area
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4.2.2.4.15 SET CONTROL_ONLINE LOCAL

This function allows the configuration of the current ON-LINE control state of the equipment
side to LOCAL. Within the Variable and Function Input Area of the SECS/GEM in the equipment,
clicking on SET CONTROL ONLINE LOCAL (as depicted in Figure 4-300) results in the
inclusion of the SET CONTROL ONLINE LOCAL function in the script writing area (as

illustrated in Figure 4-301).

SET_CONTROL_ONLINE
SET_CONTROL_ONLINE_LOCAL{ K )
SET_CONTROL_ONLINE_REMOTE

Figure 4-300 Click on "SET_ CONTROL ONLINE LOCAL"

4 def mainLoop(id, info, data):

5 SET_CONTROL_ONLINE_LOCAL()|
6 pass

7

Figure 4-301 Add the SET CONTROL ONLINE LOCAL function in the script editing area
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422416 SET _CONTROL_ONLINE_REMOTE

This function enables the adjustment of the current ON-LINE control state of the equipment side
to REMOTE. Within the Variable and Function Input Area of the SECS/GEM in the equipment,
clicking on SET CONTROL ONLINE REMOTE (as shown in Figure 4-302) results in the
addition of the SET CONTROL ONLINE REMOTE function in the script writing area (as

illustrated in Figure 4-303).

SET_CONTROL_ONLINE_LOCAL

SET_CONTROL_ONLINE_REMOTE h)
TRIGGER CEID

Figure 4-302 Click on "SET_CONTROL ONLINE REMOTE"

4 def mainLoop(id, info, data):
5 SET_CONTROL_ONLINE_REMOTE()|
6 pass

Figure 4-303 Add the SET CONTROL ONLINE REMOTE function in the script editing area
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4.2.2.4.1.7 TRIGGER_CEID

This function allows the configuration of sending an Event Report (S6F11). Within the Variable
and Function Input Area of the SECS/GEM in the equipment, clicking on TRIGGER CEID (as
depicted in Figure 4-304) results in the inclusion of the TRIGGER CEID function in the script
writing area (as illustrated in Figure 4-305).

The TRIGGER CEID(ceid) function requires the configuration of a single parameter, which
signifies the following:

ceid: Specifies the Event Report (CEID) to be sent.

SET_CONTROL_ONLINE_REMOTE

TRIGGER_CE

TRIGGER_CEID(ceid)

SEND_S10F01

Figure 4-304 Click on "TRIGGER CEID"

4 def mainLoop(id, info, data):
5  TRIGGER CEID()

6 pass

ri

Figure 4-305 Add the TRIGGER _CEID function in the script editing area
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4.2.2.4.1.8 SEND_S10F01

This function facilitates the issuance of the SIOF1 command to the Host side. In the Variable and
Function Input Area of the SECS/GEM in the equipment, clicking on SEND_S10F01 (as shown
in Figure 4-306) leads to the inclusion of the SEND S10F01 function in the script writing area
(as illustrated in Figure 4-307).

The SEND_ S10F01(tid, text) function necessitates the configuration of two parameters, each
representing the following:

tid: Terminal ID.

text: Message content to be transmitted to the Host side.

TRIGGER_CEID

GEEETYY

SEMD_S10F01{tid, text)
OnSecsGemEquipmentsuzE 18

Figure 4-306 Click on "SEND_S10F01"

4 def mainLoop(id, info, data):
5 SEND S10F01(,)

6 pass

7

Figure 4-307 Add the SEND S10F01 function in the script editing area
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422419 OnSecsGemEquipS02F18

When the equipment side receives the S2F18 command sent by the Host side, this function is
triggered. Within the Variable and Function Input Area, clicking on OnSecsGemEquipS02F18 in
the trigger function (as illustrated in Figure 4-308) results in the addition of the
OnSecsGemEquipS02F18 function in the script writing area (as shown in Figure 4-309). Users

can then customize the content of the function according to their requirements.

SEND_S10F01

OnSecsGemEquipmentS02F18 [s )
OnSecsGemEquipmentS02F31

Figure 4-308 Click on "OnSecsGemEquipS02F18"

& def OnSecsGemEquipS02F18(*"kwargs):

10  return 0

Figure 4-309 Add the OnSecsGemEquipS02F 18 function in the script editing area
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4.2.2.4.1.10 OnSecsGemEquipS02F31

When the equipment side receives the S2F31 command sent by the Host side, this function is
triggered. Within the Variable and Function Input Area, clicking on OnSecsGemEquipS02F31 in
the trigger function (as shown in Figure 4-310) results in the addition of the
OnSecsGemEquipS02F31 function in the script writing area (as illustrated in Figure 4-311).

Users can then customize the content of the function according to their requirements.

OnSecsGemEquipmentS02F18

OnSecsGemEquipmentS02F31 [ |k )
OnSecsGemEquipmentS02F41

Figure 4-310 Click on "OnSecsGemEquipS02F31"

& def OnSecsGemEquipS02F31(**kwargs):

0]
N

10 return Q|

Figure 4-311 Add the OnSecsGemEquipS02F31 function in the script editing area
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4.2.2.4.1.11 OnSecsGemEquipS02F41

When the equipment side receives the S2F41 command sent by the Host side, this function is
triggered. Within the Variable and Function Input Area, clicking on OnSecsGemEquipS02F41 in
the trigger function (as illustrated in Figure 4-312) results in the addition of the
OnSecsGemEquipS02F41 function in the script writing area (as shown in Figure 4-313). Users

can then customize the content of the function according to their requirements.
unsecsGemequipmentsUZE31

OnSecsGemEquipmentS02F41 5 (v ,
OnSecsGemEquipmentS02F49

Figure 4-312 Click on "OnSecsGemEquipS02F41"

& def OnSecsGemEquipS02F41(**kwargs):
9 pass

Figure 4-313 Add the OnSecsGemEquipS02F41 function in the script editing area

4.2.2.4.1.12 OnSecsGemEquipS02F49

When the equipment side receives the S2F49 command sent by the Host side, this function is
triggered. Within the Variable and Function Input Area, clicking on OnSecsGemEquipS02F49 in
the trigger function (as shown in Figure 4-314) results in the addition of the
OnSecsGemEquipS02F49 function in the script writing area (as depicted in Figure 4-315). Users

can then customize the content of the function according to their requirements.

OnSecsGemEquipmentS02F41
OnSecsGemEquipmentS02F49 b,
OnSecsGemEquipmentS10F03

Figure 4-314 Click on "OnSecsGemEquipS02F49"

& def OnSecsGemEquipS02F49(**kwargs):
9 pass

Figure 4-315 Add the OnSecsGemEquipS02F49 function in the script editing area
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4.2.2.4.1.13 OnSecsGemEquipS10F03

When the equipment side receives the SI0F3 command sent by the Host side, this function is
triggered. Within the Variable and Function Input Area, clicking on OnSecsGemEquipS10F03 in
the trigger function (as shown in Figure 4-316) results in the addition of the
OnSecsGemEquipS10F03 function in the script writing area (as depicted in Figure 4-317). Users

can then customize the content of the function according to their requirements.

OnSecsGemEquipmentS02F41
OnSecsGemEquipmentS02F49

OnSecsGemEquipmentS10F0 b‘

Figure 4-316 Click on "OnSecsGemEquipS10F03"

def OnSecsGemEquipS10F03(**kwargs):

'

10 return 0]

Figure 4-317 Add the OnSecsGemEquipS10F03 function in the script editing area

4.2.2.4.2 Common

422421 ARE_YOU_THERE

The ARE_YOU THERE function is used to send the Are-You-There (S1F1) message from the
equipment side. In the SECS/GEM section of the Variable and Function Input Area, clicking on
ARE _YOU THERE (as shown in Figure 4-318) will add the ARE_YOU_ THERE function to
the script writing area (as depicted in Figure 4-319).

The ARE_YOU THERE function requires three parameters to be set, each representing the

following:

*role: Set the role to be sent. The default value is set as being sent by the Host side. However, the
system only supports sending from the equipment side, so this parameter needs to be set to the
string "E".

*linkId: This parameter is used to set the Host link name to be used. Again, since the system only
supports sending from the equipment side, this parameter should be set as an empty string.
*callback: Represents the function to be used after receiving the response. If set, it indicates

asynchronous processing. If not set, it indicates synchronous processing.

Note: * indicates optional parameters.
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o Calc Modbus SECS/GEM Functions Trigger Fi

Link Python Output

Figure 4-318 Click on "ARE_YOU THERE"

ARE_YOU_THERE{rale="H', linkld=", callback=Mone)

def mainLoop(id, info, data):
ARE_YOU THERE()
pass

Oy n

Figure 4-319 Add the ARE_ YOU THERE function in the script editing area
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4.2.2.42.2 SEND_S02F17

The SEND SO02F17 function is used to send the Request On-Line Time (S2F17) message from

the equipment side. In the SECS/GEM section of the Variable and Function Input Area, clicking

on SEND SO02F17 (as shown in Figure 4-320) will add the SEND_S02F17 function to the script

writing area (as depicted in Figure 4-321).

The SEND_S02F17 function requires three parameters to be set, each representing the following:

*role: Set the role to be sent. The default value is set as being sent from the equipment side, so
this parameter should be set to the string "E".

*linkId: This parameter is used to set the Host link name to be used. However, since the system
only supports sending from the equipment side, this parameter should be set as an empty string.

*callback: Represents the function to be used after receiving the response. If set, it indicates
asynchronous processing. If not set, it indicates synchronous processing.

Note: * indicates optional parameters.

1O Calc Modbus SECS/IGEM

Functions Trigger Functions Link

Python Output

Equipment m
ARE_YOU THERE

L

SEMD_S02F17{role="E", linkid="callback=Maone)

Figure 4-320 Click on "SEND_S02F17"

4 def mainLoop(id, info, data):
5 SEND_S02F17()
6 pass

Figure 4-321 Add the SEND_S02F17 function in the script editing area

4.2.2.5 Trigger Functions
4.2.2.5.1 OnlnitScript()

Upon initialization of the script and project loading, this function is triggered. By clicking
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on OnlInitScript in the trigger function input area for variables and functions (as shown in Figure

4-322), the OnlnitScript function will be added to the script editing area (as shown in Figure

4-323), allowing users to customize the contents of the function according to their needs.

SECSIGEM Functions

Modbus

O Calc

Trigger Functions Link Python Output

OnlnitScript L3

OnlnitScript

OnReloadFunction

OnSysteminit

OnSystemExit

OnBeforeTrigger

Figure 4-322 Click on “OnlnitScript”

1 from vic import *

2

3 def OnlInitScript():

4 pass

5

6

/ def mainLoop(id, info, data):
8

9 pass

10

Figure 4-323 Add the OnlnitScript function in the script editing area
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4.2.2.5.2 OnReloadFunction()
Clicking the Reload button or pressing the shortcut key (F9) triggers this function. By

clicking OnReloadFunction in the trigger function area of variables and functions input (as shown
in Figure 4-324), the OnReloadFunction function will be added to the script writing area (as

shown in Figure 4-325)). Users can write the contents of the function according to their own

needs.
o Calc Modbus SECS/GEM Functions
Link Python Output
OnlinitScript
OnReloadFunction
OrifisloadFunction
OnSysteminit
OnSystemExit
Figure 4-324 Click on “OnReloadFunction”

1 from vic import *
2
3 def OnReloadFunction():
4 pass
J
6
/ def mainLoop(id, info, data):
8
9 pass

10

Figure 4-325 Add the OnReloadFunction function in the script editing area
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4.2.2.5.3 OnSystemlInit()

This function is triggered automatically when the program is opened and initialization is
completed (after the project is loaded). To add the OnSystemlInit function in the script editing
area, click on OnSystemlInit in the trigger function of variables and function inputs (as shown in
Figure 4-326). The user can then write the contents of the function according to their needs (as

shown in Figure 4-327).

[0 Calc Modbus SECS/GEM Functions

Trigger Functions Link Python Output

OnlinitScript
OnReloadFunction

OnSysteminit S

OnSysteminit

OnSystemExit

OnBeforeTrigger
OnAfterTrigger

Figure 4-326 Click on “OnSystemlInit”

1 from vic import *

2

3 def OnSysteminit():

4 pass

6

[ def mainLoop(id, info, data):
8 pass

Figure 4-327 Add the OnSystemlnit function in the script editing area
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4.2.2.5.4 OnSystemExit()

This function is triggered when the program is closed. To add the OnSystemExit function in
the script writing area, click OnSystemEXxit in the trigger function section of the variables and
function input area (as shown in Figure 4-328). The user can then customize the content of the

function according to their needs (as shown in Figure 4-329).

10 Calc Modbus SECSIGEM Functions

Trigger Functions Link Python Output

OnlinitScript
OnReloadFunction
OnSysteminit

OnSystemExit

COinSystemExit

OnBeforeTrigger

OnAfterTrigger

Figure 4-328 Click on “OnSystemExit”

1 from vic import *

2

3 def OnSystemExit():

4 pass

6

[ def mainLoop(id, info, data):
8 pass

Figure 4-329 Add the OnSystemEXxit function in the script editing area
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4.2.2.5.5 OnBeforeTrigger

When the Trigger Operator is triggered, this function will be triggered. By clicking
OnBeforeTrigger in the trigger function section of variables and function inputs (as shown in
Figure 4-330), the OnBeforeTrigger function will be added to the script writing area (as shown

in Figure 4-331). Users can write the content of the function according to their needs.

o Calc Modbus SECSIGEM Functions

Trigger Functions Link Python Output

[ owweew

Figure 4-330 Click on “OnBeforeTrigger”

1 from vic import *

2

3 def OnBeforeTrigger(id):

4 pass

6

/ def mainLoop(id, info, data):
8 pass

Figure 4-331 Add the OnBeforeTrigger function in the script editing area
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4.2.2.5.6 OnAfterTrigger

Once the Trigger Operator is activated, this function will also be triggered. Clicking
OnAfterTrigger in the variable and function input area (as shown in Figure 4-332) will add the
OnAfterTrigger function to the script writing area (as shown in Figure 4-333). Users can write

the content of the function according to their needs.

I/ Calc Modbus SECS/GEM Functions

0
Link Python Output
OnlinitScript

OnReloadFunction
OnSysteminit

OnSystemExit
OnBeforeTrigger
OnAfterTrigger h

Figure 4-332 Click on “OnAfterTrigger”

1 from vic import *

2

3 def OnAfterTrigger(id):

4 pass

6

[ def mainLoop(id, info, data):
& pass

Figure 4-333 Add the OnAfterTrigger function in the script editing area
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4.2.2.5.7 OnOpcuaDataChange

When the subscribed OPCUA node value changes, it triggers this function. In the Variables and
Functions input section, click on the "OnOpcuaDataChange" function (as shown in Figure
4-334), and this will add the "OnOpcuaDataChange" function to the script writing area (as
illustrated in Figure 4-335). Users can customize the content of the function according to their
needs. The "id" and "data" parameters represent the subscribed OPCUA id and node status,

respectively.

110 Calc Modbus SECS/GEM Functions
. Trigger Functions Link Python Output

OninitScript
OnReloadFunction
OnSysteminit
OnSystemExit
OnBeforeTrigger
OnAfterTrigger

OnSecsGemS02F49

OnOpcuaDataChange

OnOpecuaDataChange

OnCalcWrite

Figure 4-334 Click on "OnOpcuaDataChange"

6

7 def OnOpcuaDataChange(id, data):
8 pass

9

Figure 4-335 Add the OnOpcuaDataChange function in the script editing area
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4.2.2.5.8 OnCalcWrite

When the RESTful API writes values to the CALC operator, it triggers this function. In the

Variables and Functions input section, click on the "OnCalcWrite" function (as shown in Figure

4-336), and this will add the "OnCalcWrite" function to the script writing area (as depicted in

Figure 4-337). Users can customize the content of the function according to their needs. The

"id" and "value" parameters represent the incoming CALC operator index and value,

respectively.
Vo Calc | Modbus | SECS/GEM | Functions
= Link | Python Output
OnCalcWrite
Figure 4-336 Click on "OnCalcWrite"
10
11 def OnCalcWrite(id, value):
12 pass
13
Figure 4-337 Add the OnCalcWrite function in the script editing area
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4.2.2.6 Modbus

4.2.2.6.1 Bit Channel

It is feasible to engage in the scripting of Modbus Bit Channel value read and write operations,
drawing inspiration from section 4.1.2.4.1. Within the domain of variable and function input,
the act of selecting the Bit Channel within the Modbus context is pivotal (as delineated in
Figure 4-338). This consequential selection begets the manifestation of the Modbus Bit Channel
variable.

In the context of nDAS configuration, a total of 128 utilizable Modbus Channels are at one's
disposal, although the interface extends visibility to a mere 20. In instances where the user's
intentions encompass Modbus Bit Channels that transcend the boundaries of the interface's
revelation, a self-directed approach to input becomes requisite. This entails the personal entry of
communication port and channel parameters. The stipulated methodology for input is
encapsulated within the syntax "BIT _CHANNEL[port][n]". It is of significance to note that in
the event of COM Port utilization, the 'port’ value aligns with the COM Port index. Conversely,
in the case of TCP employment, the 'port' is allocated within the numerical range of 100 to 104,
while 'n' spans the continuum of 0, 1, 2, all the way through to 127.

l{e] Calc m SECSIGEM Functions

Trigger Functions Link Python Qutput

Bit Channel Word Channel Modbus Bit Modbus String

Modbus Int Modbus Uint Modbus Uint16 ModbusH Bit
ModbusH String ModbusH Int ModbusH Uint ModbusH Uint16

Read Modbus System Bit Master Functions

BIT_CHANNEL[2][0]
BIT_ERR_CHANNEL[2][0]
BIT_CHANNEL[2][1]

BIT_ERR_CHANNEL[2][1]

BIT_CHANNEL[2][2]

Figure 4-338 Selecting Bit Channel for Variables and Function Input in Modbus.
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4.2.2.6.2 Word Channel

It is possible to read and write Modbus Word Channel values in a script, as described in section
4.1.2.4.1. To select a Modbus Word Channel variable in the variable and function input area,
choose the Word Channel option under Modbus (as shown in Figure 4-339). The nDAS system
has a total of 128 Modbus Channels available, but only 20 are displayed in the interface. If a
user needs to use Modbus Word Channels beyond those displayed in the interface, they must
input the communication port and channel manually using the following format:

"WORD CHANNEL[port][n]". For COM ports, the port number starts at 0 and goes up to the

maximum port number minus 1. For TCP, the port numbers are 100-104, and n ranges from 0 to

127.
o Calc m SECS/GEM Functions

Trigger Funclions Link Python Output

Bit Channel Modbus Bit Modbus Siring

Maodbus Int Maodbus Uint IModbusH Bit ModbusH Siring

MaodbusH Int MaodbusH Uint Master Functions

WORD_CHANNEL[0][0]
WORD_ERR_CHANNEL[0][0]
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WORD_ERR_CHANNEL[O][1]

WORD_CHANNEL[0][2]
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Figure 4-339 Selecting Word Channel for Variable and Function Input in Modbus
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4.2.2.6.3 Modbus Bit

The Modbus Bit function facilitates the local Input Status (1x) bit read and write operations. To
utilize this feature, navigate to the variable and function input section, and select the Modbus Bit
within the Modbus category (as depicted in Figure 4-340). Upon selection, the Modbus Bit
variable will be displayed. This software supports Modbus Bit addresses ranging from 1 to 65535;
however, the interface only showcases addresses 1 to 25. If users intend to use Modbus Bit
variables beyond those displayed, they should manually input the Modbus Bit variable using the
syntax "MODBUSBIT[n]", where n represents values from 0 to 65535.

1 Calc m SECS/GEM Functions

Trigger Funclions Link Python Output

Bit Channel Word Channel Modbus Siring

Modbus Int Meodbus Uint ModbusH Bit MaodbusH Siring

ModbusH Int MaodbusH Uint Mazter Functions

MODBUSBIT[1]

MODBUSBIT]2]
MODBUSBIT[3]
MODBUSBIT[4]
MODBUSBIT[5]
MODBUSBITI6]

MODBUSBIT[/]

MODBUSBIT[8]

-

Figure 4-340 Selecting Modbus Bit for Variable and Function Input in Modbus
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4.2.2.6.4 Modbus String

The Modbus String function facilitates local Input Register (3x) string read and write operations.
To utilize this function, navigate to the variable and function input section, and choose the
Modbus String option within the Modbus category (as shown in Figure 4-341). Upon selection,
the Modbus String variable will be presented. This software supports Modbus String addresses
ranging from 1 to 65535, while the interface displays addresses 1 to 25.

Should users require to work with Modbus String variables beyond those displayed, they should
manually input the Modbus String variable using the syntax "MODBUSSTR[n]", where n
corresponds to values ranging from 0 to 65535.

Please note: If the variable does not contain any data, the corresponding field will be displayed

as "blank".

1] Calc m SECS/GEM Functions

Trigger Funclions Link Python Output

Bit Channel Word Channel Madbus Bit Modbus Siring

Modbus Int Modbus Uint ModbusH Bit MaodbusH Siring

ModbusH Int ModbusH Uint Master Functions

MODBUSSTR[1]
MODBUSSTR[?]

MODBUSSTR[3]

MODBUSSTR[4]

MODBUSSTR[5]
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MODBUSSTR[7]

MODBUSSTRIS]

-

Figure 4-341 Selecting Modbus String for Variable and Function Input in Modbus
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4.2.2.6.5 Modbus Int

The Modbus Int function facilitates local Input Register (3x) numeric read and write operations.
To make use of this function, access the variable and function input section and select the Modbus
Int option within the Modbus category (as shown in Figure 4-342). Upon selection, the Modbus
Int variable will be displayed. This software allows for Modbus Int addresses ranging from 1 to
65535, with the interface presenting 25 addresses.

If users need to work with Modbus Int variables beyond the displayed range, they should
manually input the Modbus Int variable using the syntax "MODBUSINT[n]", where n
corresponds to values from 0 to 65535. A Modbus Int consists of 32 bits and represents a signed
integer, with a range of -2,147,483,648 to 2,147,483,647.

Please be aware: If a situation arises where the provided data is in string format, the software will
first attempt to convert the string to a numeric value. In cases where the conversion fails, the

value will be represented as 0.

W Calc m SECS/GEM Functions

Trigger Funclions Link Python Qutput

Bit Channel Wiord Channel Modbus Bit Modbus Sirimg
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MODBUSINTI[1]
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MODBUSINT[3]
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MODBUSINT[7]

MODBUSINTI[8]
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Figure 4-342 Selecting Modbus Int for Variable and Function Input in Modbus
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4.2.2.6.6 Modbus Uint

The Modbus Uint function is designed for local Input Register (3x) numeric read and write
operations, specifically for unsigned integers. To utilize this function, navigate to the variable and
function input section and select the Modbus Uint option within the Modbus category (as shown
in Figure 4-343). Upon selection, the Modbus Uint variable will be displayed. The software
allows the use of Modbus Uint addresses ranging from 1 to 65535, with the interface presenting
25 addresses.

If users intend to work with Modbus Uint variables beyond the displayed range, they should
manually input the Modbus Uint variable using the syntax "MODBUSUINT[n]", where n
corresponds to values from 0 to 65535. A Modbus Uint consists of 32 bits and represents an
unsigned integer, with a range of 0 to 4,294,967,295.

Please note: In scenarios where data is provided as a string, the software will first attempt to
convert the string to a numeric value. If the conversion process fails, the value will be represented

as 0.

o Calc m SECS/IGEM Funcfions
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Figure 4-343 Selecting Modbus Uint for Variable and Function Input in Modbus
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4.2.2.6.7 Modbus Uintl6

The Modbus Uint16 function is designed for local Input Register (3x) numeric read and write
operations, specifically for unsigned 16-bit integers. To utilize this function, navigate to the
variable and function input section and select the Modbus Uintl6 option within the Modbus
category (as shown in Figure 4-344). Upon selection, the Modbus Uintl6 variable will be
displayed. The software allows the use of Modbus Uintl6 addresses ranging from 1 to 65535,
with the interface presenting 25 addresses.

If users intend to work with Modbus Uint16 variables beyond the displayed range, they should
manually input the Modbus Uint16 variable using the syntax "MODBUSUINT16[n]", where n
corresponds to values from 0 to 65535. A Modbus Uint16 consists of 16 bits and represents an
unsigned integer, with a range of 0 to 65535.

Please note: In scenarios where data is provided as a string, the software will first attempt to
convert the string to a numeric value. If the conversion process fails, the value will be represented

as 0.
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ModbusH String ModbusH Int ModbusH Uint ModbusH Uint16
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Figure 4-344 Selecting Modbus Uint16 for Variable and Function Input in Modbus
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4.2.2.6.8 ModbusH Bit

ModbusH bits provide access to the local Coil Status (0x) bits for both reading and writing. For
a comprehensive list of addresses for the local Coil Status, please refer to section 4.1.2.2. Within
the realm of variables and function inputs, select the ModbusH bits of the Modbus protocol (as
depicted in Figure 4-345). This action will promptly unveil the ModbusH bit variables. This
software accommodates Modbus H bit addresses spanning from 1 to 65535, yet the interface
exclusively showcases 25 at a time. Should a user aspire to employ ModbusH bit variables
exceeding the limited interface depiction, diligent manual input of said variables is requisite. The
method of input shall adhere to the format "MODBUSHBIT|[n]," where n corresponds to integers
ranging from 0 to 65535.
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Figure 4-345 Selecting ModbusH Bit for Variable and Function Input in Modbus
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4.2.2.6.9 ModbusH String

The ModbusH strings afford access to the local Holding Register (4x) strings for both reading
and writing. The comprehensive listing of addresses for the local Holding Register can be found
in section 4.1.2.3. Within the domain of variables and function inputs, opt for the ModbusH
strings of the Modbus protocol (as depicted in Figure 4-346). This action shall promptly render
the display of ModbusH string variables. This software facilitates utilization of Modbus H string
addresses ranging from 1 to 65535. However, the interface exclusively accommodates the display
of 25 at a given moment. In the event that a user intends to employ ModbusH string variables
surpassing the limited interface display, personal entry of the ModbusH string variables is
mandatory. The prescribed method of entry adheres to the format "MODBUSHSTR[n]," where n
encompasses integers ranging from 0 to 65535.

Kindly note: If said variable lacks data, the corresponding field shall manifest as "blank."
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Figure 4-346 Selecting ModbusH String for Variable and Function Input in Modbus
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4.2.2.6.10 ModbusH Int

The ModbusH Int protocol facilitates access to the local Holding Register (4x) numeric values
for both reading and writing. The comprehensive list of addresses for the local Holding Register
can be found in section 4.1.2.3. Within the domain of variables and function inputs, choose the
ModbusH Int from the Modbus protocol (as depicted in Figure 4-347). This selection shall
promptly bring forth the presentation of ModbusH Int variables. This software extends its
compatibility to embrace Modbus H Int addresses spanning from 1 to 65535. Nonetheless, the
interface exclusively showcases 25 at any given point in time. In the event that a user seeks to
employ ModbusH Int variables exceeding the interface's limited display, the user is compelled to
undertake independent input of ModbusH Int variables. The method of input is delineated as
"MODBUSHINT[n]," where n encompasses integers ranging from 0 to 65535. Each individual
ModbusH Int consists of 32 bits, encapsulating an integer furnished with both positive and
negative magnitudes. The permissible scope of values encompasses -2,147,483,648 to
2,147,483,647.

Please take note: When encountering instances where data is configured as strings, a preliminary
conversion to numerical values shall occur. In cases where the conversion proves unsuccessful, a

representation of 0 shall be employed.
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Figure 4-347 Selecting ModbusH Int for Variable and Function Input in Modbus
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4.2.2.6.11 ModbusH Uint

The ModbusH Uint protocol facilitates access to the local Holding Register (4x) numeric values
for both reading and writing. The comprehensive list of addresses for the local Holding Register
can be found in section 4.1.2.3. Within the realm of variables and function inputs, select the
ModbusH Uint from the Modbus protocol (as depicted in Figure 4-348). This choice shall
promptly reveal the display of ModbusH Uint variables. This software affords utilization of
Modbus H Uint addresses spanning from 1 to 65535. However, the interface exclusively presents
25 at any single instance. In the scenario that a user intends to employ ModbusH Uint variables
exceeding the confines of the interface's display, personal input of ModbusH Uint variables is
necessitated. The mode of input is articulated as "MODBUSHUINT[n]," with n embodying
integers ranging from 0 to 65535. Each individual ModbusH Uint comprises 32 bits, forming an
integer void of both positive and negative qualities. The allowable range of values extends from
0 to 4,294,967,295.

Please take heed: In the presence of data configurations expressed as strings, a preliminary
conversion into numerical values will transpire. In situations where the conversion meets an

impasse, a representation of 0 shall be embraced.
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Figure 4-348 Selecting ModbusH Uint for Variable and Function Input in Modbus
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4.2.2.6.12 ModbusH Uint16

The ModbusH Uint16 protocol provides the means for accessing local Holding Register (4x)
numeric values, facilitating both reading and writing. The comprehensive list of addresses for the
local Holding Register can be found in section 4.1.2.3. Within the realm of variables and function
inputs, opt for the ModbusH Uint16 from the Modbus protocol (as depicted in Figure 4-349).
This selection shall promptly manifest the display of ModbusH Uint16 variables. This software
accommodates the utilization of Modbus H Uintl6 addresses spanning from 1 to 65535.
Nevertheless, the interface exclusively showcases a mere 25 at any single juncture. In the
eventuality that a user aspires to employ ModbusH Uintl6 variables exceeding the restricted
interface display, personalized input of ModbusH Uint16 variables is incumbent. The prescribed
method of input is rendered as "MODBUSHUINT 16[n]," where n assumes integers ranging from
0 to 65535. Each distinct ModbusH Uintl6 encompasses 16 bits, comprising an integer
unburdened by both positive and negative attributes. The permissible spectrum of values extends
from 0 to 65535.

Kindly note: When faced with scenarios involving data configurations expressed as strings, an
initial conversion into numerical values will be undertaken. In instances where the conversion

encounters an impasse, an embrace of 0 shall serve as representation.
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Figure 4-349 Selecting ModbusH Uint16 for Variable and Function Input in Modbus
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4.2.2.6.13 Read Modbus System Bit

Reading nDAS system Modbus bits can be used to obtain the current status of the system.
This software has a total of three system Modbus Bit planned, and their detailed descriptions are

shown in the Table 4-35. The communication field is Input Status (1x).

Table 4-35 Modbus System Bit Table

Address(1x) Content

Presence of user login: If a user is logged in, the value is

12001

1; if no user is logged in, the value is 0.

System hard disk capacity of 0.5 gigabytes assessment:
12002 If the capacity is lower, the value is 1; if higher, the

value is 0.

System hard disk capacity of 1 gigabyte assessment: If
12003 the capacity is lower, the value is 1; if higher, the value

is 0.
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4.2.2.6.14 Master Functions

The Master Functions in Modbus can be utilized to read data from other Modbus
Slave/Server. To access the function selection table, choose the Master Functions option in the
Variables and Functions input area of Modbus (as shown in Figure 4-350).

Note : Before using this feature, it is necessary to configure the Modbus Master/Client connection

in the communication page, for which the setup method can be found in section 4.4.2.1 -
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Figure 4-350 Selecting Function for Variable and Function Input in Modbus
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4.2.2.6.14.1 MODBUS_MASTER_READ BIT

This function can be used to read bit data from a Modbus TCP Server or Modbus RTU Slave.
Prior to using this function, you must first set up the Modbus TCP Client or Modbus RTU Master
connection by following the instructions provided in sections 4.4.1 of Link. Once the setup is
complete, click on MODBUS MASTER READ BIT under the Master Functions in the Modbus
section of the variable and function input area (as shown in Figure 4-351), which will add the
MODBUS MASTER READ_BIT function to the script editing area (as shown in Figure 4-352).
MODBUS MASTER READ BIT (id, prefix, regs, sec, device id) function requires four
parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and
function input area (as shown in Figure 4-353) and clicking on the desired Modbus connection
(as shown in Figure 4-354). This will add it to the script editor (as shown in Figure 4-355).
prefix : The Modbus function code to read, where 0 represents Coil Status and 1 represents Input
Status.

regs - The address of the registers to read.

sec - The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id
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Figure 4-351 Click on "MODBUS_MASTER _READ BIT"
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Figure 4-352 Add the MODBUS MASTER READ BIT function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-353 Choose the link in the variables and functions input area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

Figure 4-354 Click on the Modbus connection to be used.

24
25 MODBUS_MASTER_READ_BIT("MBOOCMasterCSch", , , , )
26

Figure 4-355 Add the Modbus connection in the script editing area
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4.2.2.6.14.2 MODBUS_MASTER_WRITE_BIT

This function can be used to write bit data from a Modbus TCP Server or Modbus RTU Slave.
Prior to using this function, you must first set up the Modbus TCP Client or Modbus RTU Master
connection by following the instructions provides in section 4.4.1 of Link. Once the setup is
complete, click on MODBUS MASTER WRITE BIT under the Master Functions in the
Modbus section of the variable and function input area (as shown in Figure 4-356), which will
add the MODBUS MASTER WRITE BIT function to the script editing area (as shown in
Figure 4-357).

MODBUS MASTER WRITE BIT (id, prefix, regs, value, sec, device id) function requires five
parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and
function input area (as shown in Figure 4-358) and clicking on the desired Modbus connection
(as shown in Figure 4-359). This will add it to the script editor (as shown in Figure 4-360).
prefix : The Modbus function code to write, where 0 represents Coil Status.

regs - The address of the register to be written.

value : The value to be written.

sec : The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id
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Figure 4-356 Click on "MODBUS_MASTER_WRITE_BIT"
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24
25
26

MODBUS_MASTER_WRITE_BIT(, ,,,,)

Figure 4-357 Add the MODBUS MASTER WRITE BIT function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-358 Choose the link in the variables and functions input area

Targets 01 Calc Modbus

Figure 4-359 Click on the Modbus connection to be used.

SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

24
25 MODBUS_MASTER_WRITE_BIT("MBOOCMasterCSch", , , ,,)
26
Figure 4-360 Add the Modbus connection in the script editing area
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4.2.2.6.14.3 MODBUS_MASTER READ STR

This function can be used to read string data from a Modbus TCP Server or Modbus RTU Slave
in ASCII format. Prior to using this function, you must first set up the Modbus TCP Client or
Modbus RTU Master connection by referring to sections 4.4.1 in the Link. Once the setup is
complete, click on MODBUS MASTER READ STR under the Master Functions in the
Modbubs section of the variable and function input area (as shown in Figure 4-361), which will
add the MODBUS MASTER READ STR function to the script editing area (as shown in Figure
4-362).

MODBUS MASTER READ STR (id, prefix, regs, regs count, sec, device id) function
requires five parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and
function input area (as shown in Figure 4-363) and clicking on the desired Modbus connection
(as shown in Figure 4-364). This will add it to the script editor (as shown in Figure 4-365).
prefix : The Modbus function code to read, where 3 represents Input Register and 4 represents
Holding Register.

regs - The address of the registers to read.

regs_count : Number of registers to be read in sequence, starting from the address.

sec : The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id
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Figure 4-361 Click on "MODBUS MASTER _READ STR"
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24
25
26

MODBUS_MASTER_READ_STR(,,,,,)

Figure 4-362 Add the MODBUS MASTER READ STR function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-363 Choose the link in the variables and functions input area

Figure 4-364 Click on the Modbus connection to be used.

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

24
25  MODBUS_MASTER_READ_STR("MBOOCMasterCSch", , ,,,)
26
Figure 4-365 Add the Modbus connection in the script editing area
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4.2.2.6.14.4 MODBUS_MASTER_WRITE_STR

This function can be used to write string data to Modbus TCP Server or Modbus RTU Slave. The
string data that can be written is in ASCII format. Prior to using this function, it is necessary to
configure the connection to the Modbus TCP Client or Modbus RTU Master by following the
instructions in  sections 4.4.1. Once the setup is complete, click on
MODBUS MASTER WRITE STR under the Master Functions in the Modbubs section of the
variable and function input area (as shown in Figure 4-366, which will add the
MODBUS MASTER WRITE STR function to the script editing area (as shown in Figure
4-367).

MODBUS MASTER WRITE STR (id, prefix, regs, value, sec, device id) function requires
five parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and
function input area (as shown in Figure 4-368) and clicking on the desired Modbus connection
(as shown in Figure 4-369). This will add it to the script editor (as shown in Figure 4-370).
prefix : The Modbus function code to write, where 4 represents Holding Register.

regs - The address of the register to be written.

value : The value to be written.
sec : The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id

I{e] Calc m SECSIGEM Functions

Trigger Functions Link Python Output
Bit Channel Word Channel Modbus Bit Modbus String
Modbus Int Modbus Uint Modbus Uint16 ModbusH Bit

ModbusH String ModbusH Int ModbusH Uint ModbusH Uint16

Read Modbus System Bit
MODBUS_MASTER_READ_BIT

MODBUS_MASTER_WRITE_BIT
MODBUS_MASTER_READ_STR

MODBUS MASTER_WRITE_STR X
MODBUS_MASTER_WRITE_STR(id, prefix, regs, value, sec, device_id)

MODBUS_MASTER_READ_UINT

MODBUS_MASTER_WRITE_UINT

Figure 4-366 Click on "MODBUS_MASTER_WRITE_STR"
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24
25 MODBUS_MASTER_WRITE_STR(,,,,,)
26

Figure 4-367 Add the MODBUS MASTER WRITE STR function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-368 Choose the link in the variables and functions input area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

Figure 4-369 Click on the Modbus connection to be used.

24
25  MODBUS_MASTER_WRITE_STR("MBO0OCMasterCSch", , , , ,)
26

Figure 4-370 Add the Modbus connection in the script editing area

10T

VIC7000 User Manual (Beta)

259



Chapter 4

4.2.2.6.14.5 MODBUS_MASTER_READ_UINT

This function can be used to read unsigned integer data from a Modbus TCP Server or Modbus

RTU Slave. The string data format that can be read is Uint16. Prior to using this function, it is

necessary to configure the connection to the Modbus TCP Client or Modbus RTU Master by

following the instructions in sections 4.4.1. Once the setup is complete, click on

MODBUS MASTER READ UINT under the Master Functions in the Modbubs section of the

variable and function input area (as shown in Figure 4-371), which will add the

MODBUS MASTER READ UINT function to the script editing area (as shown in Figure

4-372).

MODBUS MASTER READ UINT (id, prefix, regs, sec, device id) function requires four

parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and

function input area (as shown in Figure 4-373) and clicking on the desired Modbus connection

(as shown in Figure 4-374). This will add it to the script editor (as shown in Figure 4-375).

prefix : The Modbus function code to read, where 3 represents Input Register and 4 represents

Holding Register.

regs - The address of the registers to read.

sec : The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id

Figure 4-371 Click on "MODBUS_MASTER_READ UINT"

Functions

1o Calc m SECS/GEM

Trigger Functions Link Python Output

Bit Channel Word Channel Modbus Bit Modbus String
Modbus Int Modbus Uint Modbus Uint16 ModbusH Bit
ModbusH String ModbusH Int ModbusH Uint ModbusH Uint16

Read Modbus System Bit
MODBUS_MASTER_READ_ BIT

MODBUS_MASTER_WRITE_BIT
MODBUS_MASTER_READ_STR

MODBUS_MASTER_WRITE_STR

MODBUS_MASTER _READ UINT

MODBUS_MASTER_READ_UINT(id, prefix, regs, sec, device_id)

MODBUS_MASTER_WRITE_UINT
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24
25
26

MODBUS_MASTER_READ_UINT(,,,,)

Figure 4-372 Add the MODBUS MASTER READ UINT function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-373 Choose the link in the variables and functions input area

Figure 4-374 Click on the Modbus connection to be used.

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

24
25  MODBUS_MASTER_READ_UINT("MBOOCMasterCSch", , , ,)
26
Figure 4-375 Add the Modbus connection in the script editing area
10T
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4.2.2.6.14.6 MODBUS_MASTER_WRITE_UINT

This function can be used to write unsigned integer data to Modbus TCP Server or Modbus RTU
Slave. The data format that can be written is Uint16. Prior to using this function, it is necessary
to configure the connection to the Modbus TCP Client or Modbus RTU Master by following the
instructions in  sections 4.4.1. Once the setup is complete, click on
MODBUS MASTER WRITE UINT under the Master Functions in the Modbubs section of the
variable and function input area (as shown in Figure 4-376), which will add the
MODBUS MASTER WRITE UINT function to the script editing area (as shown in Figure
4-377).

MODBUS MASTER WRITE UINT (id, prefix, regs, value, sec, device id) function requires
five parameters, each representing the following :

id : Select the Modbus Client/Slave connection to use by choosing the link in the variable and
function input area (as shown in Figure 4-378) and clicking on the desired Modbus connection
(as shown in Figure 4-379). This will add it to the script editor (as shown in Figure 4-380).
prefix : The Modbus function code to write, where 4 represents Holding Register.

regs - The address of the registers to write.

value : The value to be written.

sec : The time interval in seconds during which this funciton will not be executed again. If set

to 0, there will be no time interval.

device id : modbus slave id

l{e] Calc m SECS/GEM Functions

Trigger Functions Link Python Output

Bit Channel Word Channel Modbus Bit Modbus String
Wodbus Int Modbus Uint Modbus Uint16 ModbusH Bit
ModbusH Siring ModbusH Int ModbusH Uint ModbusH Uint16

Read Modbus System Bit Master Functions

MODBUS_MASTER_READ_BIT

MODBUS_MASTER_WRITE_BIT
MODBUS_MASTER_READ_STR
MODBUS_MASTER_WRITE_STR
MODBUS_MASTER_READ_UINT

MODBUS MASTER_WRITE_UINT A
IMODBUS_MASTER_WRITE_UIMT(id, prefix, regs, value, sec, device_id)
| |

Figure 4-376 Click on "MODBUS_MASTER_WRITE UINT"
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24
25
26

MODBUS_MASTER_WRITE_UINT(, ,,,,)

Figure 4-377 Add the MODBUS MASTER WRITE UINT function in the script editing area

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions r

Control List Font List Pattern List Python Output

MBOOCMasterCSch

Figure 4-378 Choose the link in the variables and functions input area

Figure 4-379 Click on the Modbus connection to be used.

Targets 01 Calc Modbus SECS/GEM

Functions Control Functions Trigger Functions

Control List Font List Pattern List Python Output

MBOOCMasterCSch N

24
25

26

MODBUS_MASTER_WRITE_UINT("MBOOCMasterCSch", , , ,,)

10T

Figure 4-380 Add the Modbus connection in the script editing area

263

VIC7000 User Manual (Beta)



Chapter 4 I\B IOT

4.2.2.7 Link

This function represents the communication link to be used. To select a link in the variable and
function input area, a list of links is displayed, as shown in Figure 4-381. The communication
variables appearing here will be synchronized with the number of communication settings in

the project link page (as shown in Figure 4-382).

o Calc Modbus SECS/GEM Functions

Trigger Funclions Python Output

TCPSO0PORTS03
SMTPOOPORT465
MBOOCMasterCSch

Figure 4-381 Choose the link in the variables and functions input area

Connection;

TCFSD0FORTLO2

Yar Name:

SMTPOOFCRT4ES

Modbus

MBDDCM e CSen

Remove

Figure 4-382 Communication settings within the project Link
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4.2.3 Custom Function Names and Input Parameters

Declare a function outside the MainLoop of nDAS script, which can be triggered and sent
parameters to nDAS via RESTful, and the passed parameters can be executed together with the
function. The writing method is as follows: In the example shown in Figure 4-383, he function
content is to display the two received parameters in the Python output, then add and multiply the
two parameters, and finally return the operation result. The example in the figure triggers the
Demo _trigger function through RESTful, and passes in two parameters, Demo 1 and Demo 2
(as shown in Figure 4-384), and finally executes the result (as shown in Figure 4-385) and returns
it (as shown in Figure 4-386).

Note : The supported data types for the return value are limited to Int, String, Double, Boolean,

and Dictionary.

def Function Name(**kwargs):
Function Content...
print(kwargs['Parameter name'])

return {'/Return Name 1":Return Value 1,

'Return Name 2":Return Value 2}

1 from vic import *
2
3 def Demo_trigger(**kwargs):
4 print("Demo_1=", kwargs['Demo_1"])
5  print("Demo_2=", kwargs['Demo_2"])
6  add_result = int(kwargs['Demo_1"]) + int(kwargs['Demo_2"])
7 multi_result = int(kwargs['"Demo_1"]) * int(kwargs['Demo_2"])
9 return {"add_result";:add_result, "multi_result":multi_result}
10
11 def mainLoop(id, info, data):
12 pass

Figure 4-383 Example of nDAS script writing

T v 1012153scr “
Params Authorization @ Headers (10) Body @ Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION wes Bulk Edit

cmd req_call_python_function

func Demo_trigger

Demo_1 2

Demo_2 6

(1]}

VIC7000 User Manual (Beta)

265



Chapter 4 I\B IOT

Figure 4-384 RESTful Command

e} Calc Modbus SECS/GEM Functions
Trigger Functions Link Python Qutput
Demo 1= 2

Demo 2=6

Figure 4-385 Python Output

Body Cookies Headers (2) TestResults @ Status: 200 OK  Time: 24 ms  Size: 143 B Save Response
Pretty Raw Preview Visualize JSON v = b Q
1 f
2 "gdd_result": B,
3 "multi result”: 12,
4 "login_success": "1"
5 N
Figure 4-386 Retrieving the Return Result via RESTful
10T
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4.2.4 Importing custom Python

The two ways of importing in Python are importing files and importing packages, which
will be described in subsequent sections.
4.2.4.1 Importing Files

nDAS is a Linux system, and the files should be placed in the /opt/nDAS/bin/py directory.
Here's how to import your own pre-written (no longer modified) py file : Assuming the file name
of the py file is Demo_Import.py, and its content is shown in Figure 4-387, the import method

and execution are shown in Figure 4-388, and the execution result is shown in Figure 4-389.

def demo() :
print('Hello Woxrld")

Figure 4-387 Demo_Import.py Content

from vic import *
import Demo_ Import

def mainLoop(info, arr):
Demo_Import.demo()

Figure 4-388 Importing and executing a py file

ModbusH Int ModbusH Uint Read Modbus System Bit Li

Control List Font List Pattern List Python Qutput

Hello World

Figure 4-389 Result of executing nDAS

10T
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The following will introduce the import of a self-written and still under developme

nt (subject to modification) py file: Assuming that the file name is Demo Develop Imp
ort.py, the contents are shown in Figure 4-390. The import method and execution are s

hown in Figure 4-391, and the execution result is shown in Figure 4-392.

def demo develop():
print('Hello Developer')

Figure 4-390 Demo_Develop Import.py Content

from vic import *

from imp import reload

import Demo_Develop_|Import
reload(Demo_Develop Import)

def mainLoop(info, arr):
Demo_Develop Import.demo_develop()

Figure 4-391 Importing method and executing

ModbusH Int MaodbusH Uint Read Modbus System Bit

Control List Font List Fattern List Fython Output

Hello Developer

Figure 4-392 Result of executing nDAS
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4.2.4.2 Importing Package

nDAS offers users the capability to autonomously install Python packages (Python 3.7). The
underlying operational process involves executing "pip3 install." The installation procedure is
initiated by clicking the "Install Package" button (as illustrated in Figure 4-393), thereby
prompting the display of a window dedicated to the installation of Python packages (as depicted

in Figure 4-394). Upon entry of the package name and subsequent activation of the "install"

command (as illustrated in Figure 4-395), the installation process shall commence.

from vic import *

def mainLoop(id, info, data):
pass

Figure 4-393 Click on install Python package button

Install Python Package

Package Name: |

Cancel

Figure 4-394 Show Dialog of installing Python package

Install Python Package

Package Name: pyserial

1
Install Uninstall Cancel
. d

Figure 4-395 Click on button to install Python package(example for pyserial)
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4.3 Monitor

In administrator mode of the nDAS monitor, click on the monitor icon (as shown in Figure 4-396).

Monitor content has I/O status, and calculation.

Note - If the script page has no content, the calculation will be hidden.

Figure 4-396 Click on the monitor icon

10T
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4.4 Link

By clicking on the link icon and selecting from the drop-down menu, as shown in Figure

4-397, the page will automatically switch to the configuration for the selected communication
method. The software supports various communication methods, including TCP/IP, Modbus TCP,
SMTP, LINE Notify, WeChat, Microsoft Teams, SECS/GEM, OPCUA Client, and RESTful,

which can be used for data logging and transmission.

R

Save Save As Settings Script  Monitor

Communication Mode Rieil4 [y v

TCP/IP

Modbus

SMTP
Port: LINE Notify

 ——
Teams

Setting Var Name: OPCUA Client

TCPIP

TCPS00PORT

Figure 4-397 Click on link icon

10T
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441 TCP/IP

The configuration is shown in Figure 4-398, where the IP address is the computer’s IP and

the port is defined by the user (in this example, 503 is used as the port number). After completing
the configuration, click the “Add” button to complete the connection. If the connection is
successful, the connection count will change as shown in Figure 4-399. The TCP/IP output
content of this software is in ASCII, which is parsed into a JSON string. The format of each data
record is as follows (as shown in the structure table in Table 4-36) :

1. There is a header of one byte at the beginning, with the content “v”.

2. The next 4 bytes represent the length of the recognition data for this record.

Communication Mode

TCPRP
Setting Var Mame:

TCPSIMPORTS03

Figure 4-398 TCP/IP Configuration

Connection In use

Connection:

Var Name:

Rusnowe

Figure 4-399 Successful completion of TCP/IP configuration and establishment of a connection

Table 4-36 TCP/IP output data structure table
Header Data Length Recognition Data

1 byte 4 bytes recognition data length

10T
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4.4.2 Modbus
4.4.2.1 TCP/IP Master

The Modbus TCP/IP configuration, as shown in Figure 4-400, allows users to set the IP
address of the Modbus TCP/IP server to connect to, and the communication port can be defined
by the user (default is 502). After completing the settings, click the “Add” button to add the
connection. If the connection is successful, the system will display as shown in Figure 4-401. if

the connection fails, the front block will turn red, as shown in Figure 4-402.

Communication Mode

TCP/IP Master v

Device IP: Port:
Modbus Setting NN
Var Name:

ME00CMasterCSch

Figure 4-400 Modbus TCP/IP Master configuration

Var Name:

MBOOCMasterCSech

Figure 4-401 Modbus TCP/IP Master configuration completed and successfully connected

MBDOCMastarCSch

Remove

Figure 4-402 Modbus TCP/IP Master configuration completed but connection failed

10T
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443 SMTP

This software provides the function of connecting to an SMTP server, allowing the user to

send notifications via email. To do so, the “SEND.EMAIL” function in the script must be used
(please refer to 4.2.2.3.4 for instructions on how to use this function). The configuration is shown
in Figure 4-403, and the parameter settings are shown in Table 4-37. After all the parameter
settings have been completed, clicking the “Add” button to complete the addition of the

connection.

Table 4-37 SMTP parameter settings table

Parameter Content

Server Address SMTP server address
Communication port for the
Port

SMTP server

Account for the sender's email
User Name

address to be used

Password for the sender's email
Password

address to be used

Email address for the sender's

Email i

email address to be used

Automatically generated
Var Name

variable name

Commarication Moce ETHNNED

Server Address: Port:

User Name: Password

SMTP Setting Email:

Var Name:

Figure 4-403 SMTP configuration

10T
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4.4.4 LINE Notify
This software provides LINE Notify, which allows users to send notifications through LINE.

To do so, the “SEND.LINE” function in the script must be used (please refer to 4.2.2.3.6 for

instructions on how to use this function). The configuration is shown in Figure 4-404, and the
parameter settings are shown in Table 4-38. After all the parameter settings have been completed,
clicking the “Add” button to complete the addition of the connection. For the LINE Notify Token
acquisition process, please refer to section 5.2. Restrictions are listed in Table 4-39.

Note : Official announcements should take precedence over this information.

Table 4-38 LINE Notify parameter settings table

Parameter Content

Token LINE Notify Token
The final name of the generated
GroupName )
variable
Automatically generated
Var Name

variable name

Communication Mode (RN v

GroupName:

LN Nooty eting.

Var Name:

Figure 4-404 LINE Notify configuration

Table 4-39 LINE Notify restrictions table

Name Limitations ‘

Transmitting pure text )
1000 times per hour
message

Transmitting messages ]
50 times per hour
containing image

Maximum text length 1000 characters per message

10T
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445 Wechat

This software provides Wechat, which allows users to send notifications through WeChat.

To do so, the “SEND.WECHAT” or “SEND.WECHAT P”function in the script must be used

(please refer to 4.2.2.3.7 and 4.2.2.3.8 for instructions on how to use this function). The
configuration is shown in Figure 4-405, and the parameter settings are shown in Table 4-40. After
all the parameter settings have been complete, clicking the “Add” button to complete the addition
of the connection. Method to obrtain the appID and appsecret of Wechat can be found in section
5.3 of the documentation. The limitation of Wechat test accounts are illustrated in Table 4-41.

Note : Official announcements should take precedence over this information.

Table 4-40 Wechat parameter settings table

Parameter Content

applID appID for Wechat test account
appsecret for Wechat test
appsecret
account
Automatically generated
Var Name

variable name

Communication Mode [\V#F\3 v

B et

Figure 4-405 Wechat configuration

If there are any issues with the appID or appsecret, you can test them using the "WeChat

Official Account Interface Debugging Tool" (https://mp.weixin.qg.com/debug/).

Table 4-41 WeChat Test Account Limitations

Name Limitations

Sending text message 100,000 times per day

Updating the number of ]
500 times per day
followers for test account

VIC7000 User Manual (Beta)
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Template Maximum of 10

Number of users that can

be followed

Maximum of 100

10T
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If a user follows this testing official account after creating the WeChat link, they should click

Chapter 4

the "Update Group" button (as shown in Figure 4-406) in the created WeChat link module to

update the number of followers who have followed the testing official account.

Update Group

[

WECHATO0APPIDwx 167

Number of groups:1
Remove

Figure 4-406 Click the "Update Group" button to update the number of followers

10T
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4,46 Teams

This software provides Microsoft Teams, which allows users to send notification through

Teams. To do so, the “SEND.TEAMS” function in the script must be used (please refer to
4.2.2.3.9 for instructions on how to use this function). The configuratrion is shown in Figure
4-407, and the parameter settings are shown in Table 4-42. After all the parameter settings have
been completed, clicking the “Add” button to complete the addition of the connection. To obtain

a Teams Webhook, please refer to section 5.5.

Table 4-42 Teams parameter settings table

Parameter Content

Name Set the name of the Teams link
Webhook Teams Webhook
Automatically generated
Var Name

variable name

R ——

Name:

T et

Figure 4-407 Teams configuration

10T
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4.4.7 OPCUA Client

This software offers OPCUA connection configuration, enabling it to act as a Host and connect
to other OPCUA Servers. The configuration page is depicted in Figure 4-408, and the parameter
settings are outlined in Table 4-43. Upon completing the configuration, clicking the "Add" button
finalizes the new connection setup. If the connection is successful, the system will appear as
shown in Figure 4-409; in the event of a failed connection, the respective section will turn red, as

illustrated in Figure 4-410.

Table 4-43 OPCUA parameter settings table

Parameter name Content

Url Enter the URL of the OPCUA Server.
Security Policy Specify the security policy.
Security Mode Set the security mode.

Choose the authentication method,
Authentication which includes options for anonymous,

username, and certificate.

Enable automatic variable name

Var Name )
generation.

Communication Mode [e]{edV):Ye{|11}1; v

Security Policy: Security Mode: Authentication:

OPCUA Client

Var Name:

Figure 4-408 OPCUA connection configuration

Connection in use

Status:

Var Name:

OPCUA00_10_12_1_182_48010
e Remove

OPCUA Client

Figure 4-409 OPCUA Server configuration completed and successfully connected
10T
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Connection in use

Status:

ConnectionErrorApiReconnect

Var Name:

OPCUA00_10_12_1_182_48010
Remove

OPCUA Client

Figure 4-410 OPCUA Server configuration completed but connection failed

10T
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4.5 RESTful

4.5.1 nDAS RESTful API

This software provides a RESTful API with JSON output format. To use the API, you need to
enter the IP address of nDAS in the URL bar and add the following commands to view the data
returned by nDAS. The explanation of the returned data content and format is provided in Table
4-45.

When using the RESTful API, you will need to input request authentication. The authentication
method used is Basic Authentication. The parameters for RESTful API Basic Authentication are
specified in Table 4-44 or can be referred to in section 4.1.1.1.2.

Table 4-44 RESTful API Basic Authentication

Parameter name Content

Username admin

Password 123456(default)

Table 4-45 RESTful API and format
/di_value/slot_0/ch_

Ch R Channel
En R Channel Mask
Md R Mode
Stat R DI Value
Cnting R/W DI Counter Switch
OvLch R/W Overflow Value
CtFq R DI Counter
Lch R/W Low to High Latch Value
Hch R/W High to Low Latch Value
Ch R Channel
En R Channel Mask
Md R Mode
Stat R DO Value
Val R/W DO Pulse
PsCtn R/W Pulse outputting is continuous or not
PsStop R/W DO Pulse Stop Status
PsIV R/W Incremental Pulse Output Value

/ai_value/slot_0/ch_
10T
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Ch R Channel
En R Channel Mask
Rng R Input Range
Val R Al Value
EgF R Al Enginnering Value
Evt R Al Status
LoA R/W Low Alarm Status
HiA R/W High Alarm Status
HVal R Maximum Al Value
HEgF R Maximum Al Enginnering Value
LVal R Minimum Al Value
LEgF R Minimum Al Enginnering Value
SVal R Al Value after Scaling
CLrL R/W Clear Minimum Al Value
CLrH R/W Clear Maximum Al Value
/expansion_bit/com_ /ch_
Ch R Channel
Val R/W Modbus Bit Value
Evt R Read Modbus Error Code
SID R Slave ID
Addr R Modbus Address
Prop R R, W, R/W mode
WEvt R Write Modbus Error Code
MAddr R Expansion Mapping address
/expansion_bit/tcp_ /ch_
Ch R Channel
Val R/W Modbus Bit Value
Evt R Read Modbus Error Code
SID R Slave ID
Addr R Modbus Address
Prop R R, W, R/W mode
WEvt R Write Modbus Error Code
MAddr R Expansion Mapping address
/expansion_word/com_ /ch_
Ch R Channel
(1]}
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Val R/W Modbus Word Value
Evt R Read Modbus Error Code
SID R Slave ID
Addr R Modbus Address
Prop R R, W, R/W mode
WEvt R Write Modbus Error Code
MAddr R Expansion Mapping address

/expansion_word/tcp_ /ch_

Ch R Channel
Val R/W Modbus Word Value
Evt R Read Modbus Error Code
SID R Slave ID
Addr R Modbus Address
Prop R R, W, R/W mode
WEvt R Write Modbus Error Code
MAddr R Expansion Mapping address
CalcVal R/W Calc Operators Value
1 DI Event form
2 DO Event form
4 Al Event form
PE R
8 AO Event form
16 WDT Event form
128 Periodic
UID R Unique Identifier
MAC R MAC address
TIM R Timestamp
- Recording I/O-type of the
storage
0 Invalid
Record R 1 DI Logic status
2 DI counter value
3 DI Frequency value
4 DO Logic status
10T
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O o0 9 O W

11
12
13
14
15
16
17
18
19
20
21
22
23
30
31
32
33

Reserved
Reserved
Al value
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Expansion bit data
Expansion bit error code
Expansion word data

Expansion word error code
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If you wish to view the data for individual DI channels using the RESTful API, you need to
append "/ch_n" to the API URL, where "n" represents the channel number. In the context of the
example provided (Figure 4-411), to observe the data for the first DI channel (channel 0), you
should input the following URL into the address bar: "10.12.1.228/di_value/slot 0/ch_0". This

action will allow you to access the returned data specifically for the first DI channel.
Eb nDAS b @ 10.121.228/di value/slot_Ofch X +

< C A F==| 10.12.1.228/di_value/slot_0/ch_0

{"Ch":@,"En":1,"Md":1,"5tat":@,"Cnting":1,"0OvLch" @, "CtFg":127," "Lch":1,"Hch":1}

Figure 4-411 RESTful return data of DI channel

If you wish to retrieve data for all DI channels simultaneously using the RESTful API, you
should exclude "/ch n" from the API URL. Referring to the example from Figure 4-412, to
access data for all DI channels, input the following URL into the address bar:

"10.12.1.228/di_value/slot_0". This will grant you access to the data returned by all DI channels
within the specified slot.

G nDas X @ 10121.228/divalue/slot0 x4

< ¢ A F== | 10.12.1.228/di value/slot_0

{"DIVal":[{"Ch™:8,"En":1,"Md":1,"Stat": 8, "Cnting":1, "OvLch" :@8, "CtFgq":127,"Lch"
{"Ch":3,"En":1,"Md": @, "Stat":8,"Cnting":1, "OvLch":8,"CtFg":8,"Lch":@, "Hch":@7},
{"Ch":6,"En":1,"Md":@, "5tat":8,"Cnting":1, "OvLch™:8,"CtFg":@," "Lch" :@, "Hch™:@7},

Figure 4-412 RESTful return all data of DI channel

If you intend to view data for various DO channels using the RESTful API, you need to append
"/ch_n" to the API URL, with "n" representing the channel number. In the context of the example
provided (Figure 4-413), to access data for the first DO channel (channel 0), you should enter the
following URL into the address bar: "10.12.1.228/do_value/slot _0/ch_0". This will allow you to
view the returned data specifically for the first DO channel.

% nDAS ¥ @ 10121.228/do_valuefslot_0/ck X +

< C A T2 | 10.12.1.228/do_value/slot_0/ch_0

{"Ch":@,"En":1,"Md":1,"5tat":@,"val":@,"PsCtn":@, "PsStop":1,"PsIV": 2}
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Figure 4-413 RESTful return data of DO channel

To retrieve data for all DO channels at once using the RESTful API, you should omit "/ch_n"
from the API URL. In reference to the example shown in Figure 4-414, to access data for all
DO channels, input the following URL into the address bar: "10.12.1.228/do_value/slot 0".

This will allow you to view the data returned by all DO channels within the specified slot.
':b hDAS x & 10121.228/do_walue/slot D X +

¢ > C AF=

[He

10.12.1.228/do_value/slot_D

{"Doval":[{"Ch":&,"En":1,"Md":1,"Stat":2,"Val":@, "P=sCtn":&, "PsStop™:1,"PsIV":6]},{"
{"Ch":3,"En":1,"Md": @, "Stat":8,"Val":@,"PsCtn":@, "PsStop”:1,"PsIV": 2} ,{"Ch":4,"En"
{"Ch":6,"En":1,"Md": @, "Stat":8,"Val":@,"PsCtn":@, "PsStop”:1,"PsIV 2} ,{"Ch":7,"En"

Figure 4-414 RESTful return all data of DO channel

To view data for individual Al channels using the RESTful API, you should add "/ch_n" to the
API URL, where "n" represents the channel number. In the context of the example from Figure
4-415, to access data for the first Al channel (channel 0), you need to enter the following URL
into the address bar: "10.12.1.53/ai1_value/slot 0/ch _0". This will enable you to observe the data

returned specifically for the first Al channel.
@ 10.121.53/8i_valug/slot Ofch D X+ ' - = ”
< C A F=2| 10.12.1.53/ai_value/slot_0/ch_0 @ =2 w #» 0O @ ‘.i%?- :_).

{"Ch":@®,"En":1,"Rng":2,"Val":8,"EgF":-0.0000077486035820800782, "Evt":8, " LoA":0, "HiA" : 0, "HVal": @, "HEgF": -0.0E0E035762786865234377,
“LVal":0,"LEgF":-0.000017881393432617189, "5Val":@,"CLrL":@, "CLrH" :0}

Figure 4-415 RESTful return data of Al channel

If you want to retrieve data for all Al channels simultaneously using the RESTful API, you should
exclude "/ch_n" from the API URL. In reference to the example depicted in Figure 4-416, to
access data for all Al channels, input the following URL into the address bar:
"10.12.1.53/ai_value/slot_0". This will enable you to observe the data returned by all Al channels

within the specified slot.
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= m} x

@ 10.121.53/ai_value/slot_0 x4+

4t
s

< C A F=2 | 10421.53/aLvalue/slot 0 mawgx »0@QCE:)

{"AIVal":
[{"Ch":@,"En":1,"Rng":2,"Val":0," "EgF":-0.000011920928955078125, "Evt":0, "LoA": @, "HiA":0, "HVal": @, "HEgF " : -0.000007748603320800782,
"LVal":@,"LEgF":-0.000017881393432617189,"SVal":@,"CLrL":@,"CLrH" : 0},

{"Ch":1,"En":1,"Rng":2,"Val":@, " EgF":-0.000008940696716308594, "Evt":9, "LoA": @, "HiA" : 9, "HVal":@, "HEgF" : -0.000006556510925292969 , "
Lval":0,"LEgF": -0.000017881393432617189,"SVal":0,"CLrL":8,"CLrH" : 8},
{"Ch":2,"En":1,"Rng":2,"Val":@, " EgF":-0.000013700068208339844, "Evt":0, "LoA" : 0, "HiA" : 8, "HVal" : @, "HEgF " : -0.000007152557373046875, "
Lval":0,"LEgF": -0.000017881393432617189,"SVal":0,"CLrL":8,"CLrH" : 8},
{"Ch":3,"En":1,"Rng":2,"Val":8, "EgF": -0.0000059604644775390629, "Evt":0, " LoA":8, "HiA" :0, "HVal":0, "HEgF " : -0.0000059604644775330629

B
,"Lval":@,"LEgF":-0.000815497207641601564,"SVal":@,"CLrL" :@,"CLrH" : 0},
{"Ch":4,"En":1,"Rng":2,"Val":0, "EgF":-0.00001430511474605375, "Evt":@, "LoA" :8, "HiA" : 0, "HVal":0, "HEgF " : -0. 0000095367431640625, "LVa
1":0,"LEgF":-0.000017881393432617189,"SVal":@,"CLrL":0,"CLrH":0},

":5,"En":1,"Rng":2,"Val":0, "EgF":-0.000010728836059570313, "Evt":8, "LoA":0, "HiA" :@, "HVal": 0, "HEgF" : -0.000005364418025785156, "
LVal":0,"LEgF":-0.000012516975402832032,"SVal":0,"CLrL":08, "CLrH": 0},

"i6,"En":1,"Rng":2,"Val":0, "EgF":-0.000013113021850585938, "Evt":8, "LoA":0, "HiA" :@, "HVal": 0, "HEgF" : -0 . 000086556510925292969 , "
" ":-9.00001728534698486328,"SVal":0,"CLrL":0,"CLrH" : 0},
"En":1,"Rng":2,"Val":8,"EgF":-0.000013709068298339844, "Evt":0, "LoA": 8, "HiA" :0, "HVal":0, "HEgF" : -0.000006556510925292969, "
LVal":@,"LEgF":-0.0000166589308537109376, "SVal":0, "CLrL":0,"CLrH": 0},
{"Ch":8,"En":1,"Rng":@,"Val":8,"EgF":0.8, " "Evt":8,"LoA":8,"HiA":@, "HVal":0,"HEgF": -3.4828234663852887e38, "LVal" 65535, "LEgF":3 .40
28234663852887e38,"5Val":0, "CLrL":0, "CLrH" :0}]}

Figure 4-416 RESTful return all data of AI channel

To view data for individual Modbus TCP/RTU expansion bit channels using the RESTful API,
you should add "/ch_n" to the API URL, where "n" represents the channel number. In the context
of the example shown in Figure 4-417, to access data for the first Modbus RTU COM?2 expansion
bit channel (channel 0), you need to input the following URL into the address bar:
"10.12.1.53/expansion_bit/com_2/ch 0". This will allow you to observe the data returned
specifically  for  the first  Modbus  TCP/RTU  expansion  bit channel.

@ 10.12.1.53/expansion_bit/com X =+

& G A F=Z | 10.12.1.53/expansion_bit/com_2/ch_0

{"Ch":@,"val":8,"Evt":0,"SID":0,"Addr":8,"Prop":0, "WEvt" :8, "MAddr" :07

Figure 4-417 RESTful return data of Modbus TCP/RTU expansion bit channel

If you wish to retrieve data for all Modbus TCP/RTU expansion bit channels at once using the
RESTful API, you should exclude "/ch_n" from the API URL. Referring to the example in Figure
4-418, to access data for all Modbus RTU COM?2 expansion bit channels, input the following
URL into the address bar: "10.12.1.53/expansion_bit/com_2". This will allow you to observe the
data returned by all Modbus TCP/RTU expansion bit channels within the specified COM2 slot.
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@ 10.12.153/expansion_bitfcom X = + = -
&« C A F#=2Z | 10.12.1.53/expansion_bit/com_2 B @ 2 i
{ ":0,"val": ":@,"SID":0,"Addr":0,"Prop":9, "WEvt": @, "MAddr": 0},
" 0,"Evt":@," "Addr":0,"Prop":0, "WEvt": @, "MAddr": @}, {"Ch":2,"val":0," "SID":0,"Addr":@,"Prop": 0, "WEvt": 0, "MAddr":0},
{" e,"Evt":0," "Addr":@,"Prop":@,"WEvt":0, " "MAddr": " :4,"Val":a," "SID": ":@,"Prop":8,"WEvt":0, "MAddr":0},
{" " "a," ":@,"Prop":@,"WEvt":0, "MAddr": "val":@," "SID": ":@,"Prop":@,"WEvt":Q, "MAddr":0},
{ :8," "0, "WEvE":@, "MAddr": "val":@," ":@,"Prop":0, "WEvt":0, "MAddr": 0},
{" "WEwt":@, "MAddr" : ,"Val":@, ,"Addr":@, "Prop":@, "WEvt" @, "MAddr" : 8},
{" a, a," *Addr "WEVE":@, "MAddr": "val":a, @,"Addr":@,"Prop":@, "WEvt": 0, "MAddr" :8},
{" ':0," ":@," "Addr "WEvt":8,"MAddr": "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" .9, "Evt":0," "addr "WEWt":@,"MAddr": "al":@," ':9,"Addr" @, "Prop":@, "WEvt": 0, "MAddr" 0},
{" ":@," il "Addr "WEvt":9,"MAddr": "val":@," ":@9,"Addr":@,"Prop":@, "WEVt ,'Maddr": 0},
{" ':0," ":@," "Addr "WEvt":8,"MAddr": "val":@," ':0,"Addr":@,"Prop":8, "WEvVt , "MAddr" 10},
{" "9, "Evt":0," "addr "WEWt":@," " "al":@," ":9,"Addr":@," " Prop":@, "WEv MAddr":0},
{" e," - Addr "WEvt":@," "val":@," @,"Addr":@,"Prop":0, "WEvt Maddr": 0},
{" e," H: "Addr":@, "WEvt":0, "val":@," 9,"Addr":@,"Prop":@, "WEvt MAddr":0},
{" H-N :@," "Addr":@," "WEvt":@, "Val":@," :9,"Addr":0,"Prop":0, "WEvt": 0, "MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," :e," "Addr":@, "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" ":e," :@," "Addr":@," "WEvt":@, "Val":@," ':0,"Addr":0,"Prop":@, "WEvt":9,"MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," :e," Addr":@," "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" ':8," :@," "Addr":@," "WEvt":@, "Val":@," ':0,"Addr":0,"Prop":@, "WEvt":9,"MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," :e," "Addr":0," "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" ":e," :@," "Addr":@," "WEvt":@, "Val":@," ':0,"Addr":0,"Prop":@, "WEvt":9,"MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," :e," "Addr":0," "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" ":e," :@," "Addr":@," "WEvt":@, "Valk a," ':0,"Addr":0,"Prop":@, "WEvt":9,"MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," :e," "Addr":0," "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" ":e," :@," "Addr":@," "WEvt":@, "Val":@," ':0,"Addr":0,"Prop":@, "WEvt":9,"MAddr": 0},
{ ":@," :@," "Addr":@," "WEvt":@, "val":@," ":@9,"Addr":@,"Prop":@, "WEVt":9,"MAddr" : 0},
{" ':0," H: "Addr":0, " "WEvt":0, "val":@," ':0,"Addr":@,"Prop":8,"WEvt":0,"MAddr": 0},
{" - ie," "addr" 0, " "WEWt":@,

Figure 4-418 RESTful return all data of Modbus TCP/RTU expansion bit channel
Important Note: You can replace "com" with "tcp". Please note that you need to add a Modbus
TCP Master first for this to take effect. Please refer to section 4.1.2.1 for detailed instructions.
Important Note: The value of "m" in "com_m" should be determined according to the Port

numbers included in nDAS, as indicated in section 4.1.2.1.

To view data for individual Modbus TCP/RTU expansion word channels using the RESTful API,
you should add "/ch_n" to the API URL, where "n" represents the channel number. In the context
of the example from Figure 4-419, to access data for the first Modbus RTU COM2 expansion
word channel (channel 0), you need to input the following URL into the address bar:
"10.12.1.53/expansion_word/com_2/ch_0". This will allow you to observe the data returned
specifically  for the first Modbus TCP/RTU  expansion  word  channel.

= O >

e 10.12.1.53 /fexpansion_word/co. X +
e erancian werd s ' (e s
< C A F=Z= | 10.12.1.53/expansion_ word/com 2/ch 0 B @ 1= % ¥ O ol‘a‘%':‘_ i)

{"Ch":@,"val":0,"Evt":8,"SID":8,"Addr":8,"Prop":@, "WEvt" :8, "MAddr":0}

Figure 4-419 RESTful return data of Modbus TCP/RTU expansion word channel

To retrieve data for all Modbus TCP/RTU expansion word channels at once using the RESTful
API, you should exclude "/ch_n" from the API URL. Referring to the example in Figure 4-420,
to access data for all Modbus RTU COM2 expansion word channels, input the following URL

into the address bar: "10.12.1.53/expansion_word/com_2". This will allow you to observe the
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data returned by all Modbus TCP/RTU expansion word channels within the specified COM2 slot.

@ 10.121.53/expansion_wordfcc X 4+ = .
& C A F£=2 | 10.12.1.53/expansion_word/com_2 B & =2 +w % 0O 0 ‘/h E}
{"ExpWord":[{"Ch":@,"Val":0,"Evt":0,"SID":0,"Addr":@, "Prop":0, "WEvt":0, "MAddr":0},

{"Ch":1,"val":@,"Evt":@,"SID": @, "Addr":8, "Prop":@, "WEvt" :@, "MAddr" :8},{"Ch":2,"Val" @, "Evt":0@,"SID" :8, "Addr":8, "Prop” :@, "WEvt" :®, "Maddr": 8},
{"Ch":3,"Val":0,"Evt":0,"SID":0, "Addr":8, "Prop":0, "WEvt" :0, "MAddr":0}, {"Ch":4,"Val":0,"Evt":0,"SID":0,"Addr":0, "Prop": 0, "WEvt" : 0, "Maddr": @},
{"Ch":5,"val":@,"Evt":@,"SID":0, "Addr":8, "Prop":@, "WEvt":@, "MAddr":@}, {"Ch":6,"Val":@, "Evt":0,"SID":@,"Addr":0, "Prop": 0, "WEvt":@, "MAddr": @8},
{"Ch":7,"Val":8,"Evt":0,"SID":0, "Addr":8, "Prop":0, "WEvt":0,"MAddr":8},{"Ch":8,"Val":@,"Evt":0,"SID":0,"Addr":8, "Prop":0, "WEvt":@, "MAddr": 8},
{"Ch":9,"Val":0,"Evt":@,"SID":0, "Addr":0, "Prop":0, "WEvt":@,"MAddr":9},{"Ch":10,"Val":@,"Evt":0, "SID":8, "Addr":0, "Prop":0, "WEvt" :2,"MAddr" : 8},
{"Ch":11,"Val":0,"Evt":@,"SID":0, " "Addr":8,"Prop":8, "WEvt":9,"MAddr":8},{"Ch":12,"Val":@,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":0, "MAddr":0},
{"Ch":13,"val":0,"Evt":0,"SID":@,"Addr":8, "Prop":0,"WEvt":0,"MAddr":0},{"Ch":14,"Val":0,"Evt":0,"SID":0, "Addr":0,"Prop":0, "WEvt":0, "MAddr": 0},
{"Ch":15,"val":@,"Evt":@,"SID":@,"Addr":@,"Prop": 0, "WEvt":0,"MAddr":@},{"Ch":16,"Val":8,"Evt":@,"SID":@, "Addr":@,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":17,"Val":0,"Evt":@,"SID":@,"Addr":8,"Prop":8, "WEvt":0,"MAddr":0},{"Ch":18,"Val":@,"Evt":@,"SID":@, "Addr":8,"Prop":0, "WEvt": 8, "MAddr":0},
{"Ch":19,"val":0,"Evt":@,"SID":0,"Addr":8,"Prop":8, "WEvt":0,"MAddr":8},{"Ch":20,"Val":@,"Evt":0,"SID":8, "Addr":0,"Prop":0, "WEvt":8, "MAddr":0},
{"Ch":21,"val":0,"Evt":@,"SID":0," "Addr":8,"Prop":0, "WEvt":0,"MAddr":0},{"Ch":22,"Val":@,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":0, "MAddr":0},
{"Ch":23,"val":0,"Evt":0,"SID":@, "Addr":8, "Prop":0, "WEvt":0,"MAddr":0},{"Ch":24,"Val":0,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":0, "MAddr":0},
{"Ch":25,"val":0,"Evt":0,"SID":@,"Addr":8, "Prop": 0, "WEvt":0,"MAddr":0},{"Ch":26,"Val":8,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":27,"Val":0,"Evt":0,"SID":@,"Addr":@, "Prop": 0, "WEvt":0,"MAddr":0},{"Ch":28,"Val":0,"Evt":@,"SID":@, "Addr":8,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":258,"Val":0 :@,"Addr":9,"Prop":0,"WEvt":0,"MAddr":8},{"Ch":30,"Val":9,"Evt":8,"SID":8, "Addr":0,"Prop":0, "WEvt":9, "MAddr": 0},
{"Ch":31,"val": :@,"Addr":@, "Prop”:@, "WEVt":@, "MAddr":@},{"Ch":32,"Val":@, "Evt":8,"SID":0, "Addr":0, "Prop":@, "WEvt":@, "MAddr":0},
{"Ch":33,"val": :@,"Addr":8,"Prop":0, "WEvt":0,"MAddr":0},{"Ch":34,"Val":0,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":0, "MAddr":0},
{"Ch":35,"val":@ :@,"Addr":@,"Prop":0,"WEvt":0,"MAddr":0},{"Ch":36,"Val":0,"Evt":0,"SID":0, "Addr":0,"Prop":0, "WEvt":0, "MAddr":0},
{"Ch":37,"val":0 :@,"Addr":@,"Prop":0,"WEvt":0,"MAddr":@},{"Ch":38,"val":0,"Evt":@,"SID":@, "Addr":@,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":39,"Val":0 :@,"Addr":9,"Prop":0,"WEvt":0,"MAddr":8},{"Ch":40,"Val":9,"Evt":8,"SID": 8, "Addr":0,"Prop" :0, "WEvt":9, "MAddr": 0},
{"Ch":41,"Val":0 :@,"Addr":9,"Prop":0, " "WEvt":0,"MAddr":8},{"Ch":42,"Val":9,"Evt":0,"SID": 8, "Addr":0,"Prop" :0, "WEvt":9, "MAddr": 0},
{"Ch":43,"Val": D":9,"Addr":8,"Prop":0, " "WEvt":9,"MAddr":8},{"Ch":44,"Val":0,"Evt":08,"SID":0, "Addr":0,"Prop" :0, "WEvt":8, "MAddr":8},
{"Ch":45,"val": :@,"Addr":8,"Prop":0, "WEvt":0,"MAddr":0},{"Ch":46,"Val":0,"Evt":0,"SID":0, "Addr":0,"Prop" :0, "WEvt":0, "MAddr":0},
{"Ch":47,"val":@, :@,"Addr":@,"Prop": 0, "WEvt":0,"MAddr":0},{"Ch":48,"val":0,"Evt":@,"SID":@, "Addr":@,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":49,"val":0, :@,"Addr":9,"Prop":0,"WEvt":0,"MAddr":8},{"Ch":50,"Val":9,"Evt":8,"SID": 8, "Addr":0,"Prop" :0, "WEvt":9, "MAddr": 0},
{"Ch":51,"Val":0, :@,"Addr":9,"Prop":0, " "WEvt":0,"MAddr":8},{"Ch":52,"Val":9,"Evt":8,"SID": 8, "Addr":0,"Prop" :0, "WEvt":9, "MAddr": 0},
{"Ch":53,"val": :@,"Addr":@, "Prop”:@, "WEVt":@, "MAddr":@},{"Ch":54,"Val":@, "Evt":@,"SID":0, "Addr": Y10, "WEVt":@, "MAddr":e},
{"Ch":55,"val":8, :@,"aAddr":@, "Prop":@, "WEVt" :@, "MAddr":@},{"Ch":56,"val" @, "Evt" :8,"SID": 8, "Addr": 8, "WEvt":0, "MAddr":0},
{"Ch":57,"val":0, :@,"Addr":@,"Prop":0,"WEvt":0,"MAddr":0},{"Ch":58,"val":0,"Evt":0,"SID":8, "Addr":0,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":59,"val": :@,"Addr":@,"Prop":0,"WEvt":0,"MAddr":0},{"Ch":60,"Val":0,"Evt":@,"SID":@, "Addr":@,"Prop" :0, "WEvt":8, "MAddr": 0},
{"Ch":61,"Val":0, :@,"Addr":9,"Prop":0, " "WEvt":0,"MAddr":8},{"Ch":62,"Val":9,"Evt":8,"SID":8, "Addr":0,"Prop":0, "WEvt":9, "MAddr": 0},
{"Ch":63,"Val":0,"Evt":@,"SID":@, "Addr":@, "Prop": @, "WEvt" :@, "MAddr":8} ]}

Important Note: You can replace "com" with "tcp". Please note that you need to add a Modbus

Figure 4-420 RESTful return all data of Modbus TCP/RTU expansion word channel

TCP Master first for this to take effect. Please refer to section 4.1.2.1 for detailed instructions.

Important Note: The value of "m" in "com_m" should be determined according to the Port

numbers included in nDAS, as indicated in section 4.1.2.1.

To view data for individual CALC channels using the RESTful API, you should add "/ch_n" to
the API URL, where "n" represents the channel number. In the context of the example from Figure
4-421, to access data for the first CALC channel (channel 0), you need to input the following
URL into the address bar: "10.12.1.219/calc_value/ch_0". This will allow you to observe the data

returned for the first

G nDas
e

specifically CALC channel.

x e 10121219 calc_walus/ch_0 x

+

A F=Z | 10.12.1.219/calc_value/ch_0

{"Calcval":121%

10T

Figure 4-421 RESTful return data of CALC channel
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The RESTful data structure of this software is delineated as follows, elaborating on the distinct

RESTHful requests for DI, DO, Al and more.

4.5.1.1 Digital Input

Description Retrieves information about the digital input value resource on specific
slot.
URL Structure http://ip/di_value/slot index

http://ip/di_value/slot_index/ch num

HTTP Method GET: Returns the representation of all of digital input value resource.
PUT: Replace all of digital input value resource.

PATCH: Apply partial modifications to digital input value resource.

Multiple channel Request:
GET ip/di_value/slot_index
Single channel Request:

GET ip/di_value/slot_index/ch_num

[Example]

Request: GET 10.12.1.159/di_value/slot_0
Content-type: application/json;charset=utf-8
Response: 200 OK

{
"DIVal": [

{

GET

"Ch": 0,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

_
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"Ch": 1,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 2,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 3,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 4,
"En": 1,
"Md": 0,
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"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 5,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 6,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 7,
"En": 1,
"Md": 0,
"Stat": 1,
"Cnting": 1,
"OvLch": 0,
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"CtFq": 0,
"Lch": 0,
"Hch": 0

Request: GET 10.12.1.159/di_value/slot_0/ch_0
Content-type: application/json;charset=utf-8
Response: 200 OK
{

"Ch": 0,

"En": 1,

"Md": 0,

"Stat": 1,

"Cnting": 1,

"OvLch": 0,

"CtFq": 0,

"Lch": 0,

"Hch": 0

PUT

10T

Multiple channel Request:
PUT ip/di_value/slot_index
Single channel Request:

PUT ip/di_value/slot_index/ch_num

[Example]

Request: PUT 10.12.1.159/di_value/slot_0
Content-type: application/json;charset=utf-8
Body:

{
"DIVal":[
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"Ch": 0,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 1,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 2,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 3,
"En": 1’
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"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 4,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 5,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 6,
"En": 1,
"Md": 0,
"Stat": 0,

"Cnting": 1,
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"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

"Ch": 7,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

]

}
Response: 200 OK
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Request: PUT 10.12.1.159/di_value/slot_0/ch_0

Content-type: application/json;charset=utf-8

Body:

{
"Ch": 0,
"En": 1,
"Md": 0,
"Stat": 0,
"Cnting": 1,
"OvLch": 0,
"CtFq": 0,
"Lch": 0,
"Hch": 0

}

Response: 200 OK

PATCH

10T

Multiple channel Request:
PATCH ip/di_value/slot_index
Single channel Request:

PATCH ip/di_value/slot_index/ch_num

[Example]

Request: PATCH 10.12.1.159/di_value/slot 0
Content-type: application/json;charset=utf-8
Body:
{
"DIVal": [
{
"Ch":0,
"Cnting": 1
s

{
"Ch":3,

298

VIC7000 User Manual (Beta)



Chapter 4 I\B IOT

"OvLch":0
b
]

h
Response: 200 OK

Request: PATCH 10.12.1.159/di_value/slot_0/ch_3
Content-type: application/json;charset=utf-8
Body:
{
"Ch":3,
"Cnting": 1
¥
Response: 200 OK

10T
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4.5.1.2 Digital Output

Description Retrieves information about the digital output value resource on specific
slot.
URL Structure http://ip/do_value/slot index

http://ip/do_value/slot index/ch num

HTTP Method GET: Returns the representation of all of digital output value resource.
PUT: Replace all of digital output value resource.

PATCH: Apply partial modifications to digital output value resource.

Multiple channel Request:
GET ip/do_value/slot_index
Single channel Request:

GET ip/do_value/slot_index/ch_num

[Example]

Request: GET 10.12.1.159/do_value/slot_0
Content-type: application/json;charset=utf-8
Response: 200 OK

{
"DOVal": [

{

GET

"Ch": 0,
"En": 1,
"Md": 1,
"Stat": 0,
"Val": 0,
"PsCtn": 1,
"PsStop": 0,
"PsIV": 0

"Ch": 1,

10T
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"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

"Ch": 2,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

"Ch": 3,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

"Ch": 4,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
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"PsIV": 0

"Ch": 5,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

"Ch": 6,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

"Ch": 7,
"En": 1,
"Md": 0,
"Stat": 0,
"Val": 0,
"PsCtn": 0,
"PsStop": 1,
"PsIV": 0

302

VIC7000 User Manual (Beta)



Chapter 4

Request: GET 10.12.1.159/do_value/slot_0/ch_0

Content-type: application/json;charset=utf-8
Response: 200 OK
{
"Ch": 0,
"En": 1,
"Md": 1,
"Stat": 0,
"Val": 4294967295,
"PsCtn": 1,
"PsStop": 0,
"PsIV": 0

PUT

10T

Multiple channel Request:
PUT ip/do_value/slot_index
Single channel Request:

PUT ip/do_value/slot_index/ch_num

[Example]

Request: PUT 10.12.1.159/do_value/slot 0
Content-type: application/json;charset=utf-8
Body:
{
"DOVal":[
{
"Ch":0,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
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"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":1,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":2,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":3,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":4,
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"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":5,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":6,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0

"Ch":7,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
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"PsIV":0

}
Response: 200 OK

Request: PUT 10.12.1.159/do_value/slot 0/ch_0
Content-type: application/json;charset=utf-8
Body:
{
"Ch":0,
"En":0,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV":0
}
Response: 200 OK

PATCH

10T

Multiple channel Request:
PATCH ip/do_value/slot_index
Single channel Request:

PATCH ip/do_value/slot_index/ch_num

[Example]

Request: PATCH 10.12.1.159/do_value/slot_0
Content-type: application/json;charset=utf-8
Body:
{

"DOVal": [

{
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"Ch":2,
"Md": 2

s

{

"Ch":3,
"PsStop":1
}

]

h
Response: 200 OK

Request: PATCH 10.12.1.159/do_value/slot_0/ch_3
Content-type: application/json;charset=utf-8
Body:
{
"Ch":3,
"PsCtn": 1

}
Response: 200 OK

4.5.1.3 Analog Input

Description Retrieves information about the analog input value resource on specific
slot.
URL Structure http://ip/ai_value/slot_index

http://ip/ai_value/slot_index/ch num

HTTP Method GET: Returns the representation of all of analog input value resource.
PUT:None

PATCH: Aﬁﬁli 1I3artial modifications to anaIOﬁ inﬁut value resource.
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Multiple channel Request:
GET ip/ai_value/slot_index
Single channel Request:

GET ip/ai_value/slot_index/ch_num

[Example]

Request: GET 10.12.1.159/ai_value/slot 0
Content-type: application/json;charset=utf-8
Response: 200 OK

{
"AlVal": [

{
"Ch": 0,
"En": 1,
"Rng": 2,
"Val": 0,
"EgF": -0.00008881092071533203,
"Evt": 0,
"LoA": 0,
"HiA": 0,
"HVal": 0,
"HEgF": -0.00008165836334228516,
"LVal": 0,
"LEgF": -0.00009834766387939453,
"SVal": 0,
"CLrL": 0,
"CLrH": 0

"Ch": 1,
"En": 1,
"Rng": 2,
"Val": 0,
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"EgF": -0.00009059906005859375,
"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00008046627044677734,
"LVal": 0,

"LEgF": -0.00009715557098388672,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 2,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.00008404254913330078,
"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00008165836334228516,
"LVal": 0,

"LEgF": -0.00009775161743164063,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 3,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.00008940696716308594,
"Evt": 0,
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"LoA™: 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00008165836334228516,
"LVal": 0,

"LEgF": -0.00009655952453613281,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 4,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.00009238719940185547,
"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00008404254913330078,
"LVal": 0,

"LEgF": -0.00009953975677490234,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 5,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.00009000301361083984,
"Evt": 0,

"LoA": 0,

"HiA": 0,

310

VIC7000 User Manual (Beta)



Chapter 4

10T

"HVal": 0,

"HEgF": -0.00007987022399902344,
"LVal": 0,

"LEgF": -0.00010132789611816406,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 6,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.0000864267349243164,
"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00008165836334228516,
"LVal": 0,

"LEgF": -0.00009775161743164063,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 7,

"En": 1,

"Rng": 2,

"Val": 0,

"EgF": -0.00009059906005859375,
"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -0.00007867813110351563,

311

VIC7000 User Manual (Beta)



Chapter 4

10T

"LVal": 0,

"LEgF": -0.00009775161743164063,
"SVal": 0,

"CLrL": 0,

"CLrH": 0

"Ch": 8,

"En": 1,

"Rng": 0,

"Val": 0,

"EgF": 0.0,

"Evt": 0,

"LoA": 0,

"HiA": 0,

"HVal": 0,

"HEgF": -3.4028234663852887¢38,
"LVal": 65535,

"LEgF": 3.4028234663852887¢38,
"SVal": 0,

"CLrL": 0,

"CLrH": 0
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Request: GET 10.12.1.159/ai_value/slot_0/ch_0
Content-type: application/json;charset=utf-8
Response: 200 OK
{
"Ch": 0,
"En": 1,
"Rng": 2,
"Val": 0,
"EgF": -0.00008761882781982422,
"Evt": 0,
"LoA": 0,
"HiA": 0,
"HVal": 0,
"HEgF": -0.00008165836334228516,
"LVal": 0,
"LEgF": -0.00009834766387939453,
"SVal": 0,
"CLrL": 0,
"CLrH": 0

PATCH

10T

Multiple channel Request:
PATCH ip/ai_value/slot_index
Single channel Request:

PATCH ip/ai_value/slot_index/ch_num

[Example]

Request: PATCH 10.12.1.159/ai_value/slot_0
Content-type: application/json;charset=utf-8
Body:
{
"AlVal": [
{
"Ch":2,
"LoA": 2
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It

{
"Ch":3,
"HiA":1
b

}
Response: 200 OK

Request: PATCH 10.12.1.159/ai_value/slot_0/ch_3
Content-type: application/json;charset=utf-8

Body:
{

"LoA": 1
}

Response: 200 OK

4.5.1.4 Modbus Expansion Bit Data(Modbus RTU/TCP)

Description Retrieves information about the expansion tag bit data resource, the data

information is defined by user configuration.

URL Structure http://ip/expansion_bit/com_x
http://ip/expansion_bit/tcp_x
http://ip/expansion_bit/com_x/ch_num

http://ip/expansion_bit/tcp x/ch_num

HTTP Method GET: Returns the representation of all of expansion bit data resource.
PUT: None

PATCH: Aﬁﬁli 1I3artial modifications to eannsion bit data resource.
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Multiple channel Request:
GET ip/expansion_bit/com_x
Single channel Request:
GET ip/expansion_bit/com_x/ch_num
[Example]
Request: GET 10.12.1.159/expansion_bit/com_2
Content-type: application/json;charset=utf-8
Response: 200 OK
{
"ExpBit": [
{
"Ch": 0,
"Val": 0,
"Evt": 0,
"SID": 0,
GET "Addr": 0,
"Prop": 0,
"WEwvt": 0,
"MAddr": 0
s
{
"Ch": 1,
"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEwt": 0,
"MAddr": 0
s
{
"Ch": 127,
10T
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"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEwvt": 0,
"MAddr": 0

Request: GET 10.12.1.159/expansion_bit/com_2/ch_0
Content-type: application/json;charset=utf-8
Response: 200 OK
{

"Ch": 0,

"Val": 0,

"Evt": 0,

"SID": 0,

"Addr": 0,

"Prop": 0,

"WEwt": 0,

"MAddr": 0

Single channel Request:

PATCH ip/expansion_bit/com_x/ch_num
PATCH

[Example]

10T
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Request: PATCH 10.12.1.159/expansion_bit/com_2/ch_0
Content-type: application/json;charset=utf-8
Body:
{
"Val": 1
}
Response: 200 OK

4.5.1.5 Modbus Expansion Word Data(Modbus RTU/TCP)

Request: /expansion_word/com_x/ch num

Request: /expansion_word/tcp_x/ch num

Description Retrieves information about the expansion tag word data resource, the

data information is defined by user configuration.

URL Structure http://ip/expansion_word/com_x
http://ip/expansion_word/tcp_x
http://ip/expansion_word/com_x/ch num

http://ip/expansion_word/tcp_x/ch_num

HTTP Method GET: Returns the representation of all of expansion word data resource.

PUT: None

PATCH: Apply partial modifications to expansion word data resource.

Multiple channel Request:

GET ip/expansion_word/com_x
Single channel Request:

GET ip/expansion_word/com_x/ch_num
[Example]
GET
Request: GET 10.12.1.159/expansion_word/com_2
Content-type: application/json;charset=utf-8
Response: 200 OK
{

"ExpWord": [

{
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"Ch": 0,
"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEwt": 0,
"MAddr": 0

"Ch": 1,
"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEvt": 0,
"MAddr": 0

"Ch": 127,
"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEwvt": 0,
"MAddr": 0

Request: GET 10.12.1.159/expansion_word/com_2/ch_0
Content-type: application/json;charset=utf-8
Response: 200 OK
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"Ch": 0,
"Val": 0,
"Evt": 0,
"SID": 0,
"Addr": 0,
"Prop": 0,
"WEwt": 0,
"MAddr": 0

Single channel Request:
PATCH ip/expansion_word/com_x/ch_num
PATCH

[Example]

Request: PATCH 10.12.1.159/expansion_word/com_2/ch_0
Content-type: application/json;charset=utf-8
Body:
{
"Val": 255

}
Response: 200 OK

4.5.1.6 Calc Operator

Description Retrieves information about the Calc operator value resource.
URL Structure http://ip/calc_value/ch_num
HTTP Method GET: Returns the representation of all of Calc operator value resource.

PUT: Replace all of Calc operator value resource.

PATCH: Apply partial modifications to Calc operator value resource.

Multiple channel Request:
GET GET ip/calc_value

Single channel Request:
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GET ip/calc_value/ch_num
[Example]
Request: GET 10.12.1.159/calc_value
Content-type: application/json;charset=utf-8
Body: {""Ch":[0,1,2,3.4]}
Response: 200 OK
{
"CalcVal": [
{
"Ch": 0,
"Val": 0
¥
{
"Ch": 1,
"Val": 0
s
{
"Ch": 2,
"Val": 0
s
{
"Ch": 3,
"Val": 0
s
{
"Ch": 4,
"Val": 0
b
]
}

10T
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Request: GET ip/calc_value/ch_0
Content-type: application/json;charset=utf-8
Response: 200 OK

{
"CalcVal":0

PUT

10T

Multiple channel Request:
PUT ip/calc_value
Single channel Request:

PUT ip/calc_value/ch_num

[Example]

Request: PUT 10.12.1.159/calc_value
Content-type: application/json;charset=utf-8
Body:
{
"CalcVal": [
{
"Ch": 0,
"Val": 1.0

"Ch": 1,
"Val": 2.0

}
Response: 200 OK
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Request: PUT 10.12.1.159/calc_value/ch_0
Content-type: application/json;charset=utf-8
Body:
{

"Val":1.0

}
Response: 200 OK

PATCH

10T

Multiple channel Request:
PATCH ip/calc_value
Single channel Request:

PATCH ip/calc_value/ch_num

[Example]

Request: PATCH 10.12.1.159/calc_value
Content-type: application/json;charset=utf-8
Body:
{
"CalcVal":
{
"Ch": 0’
"Val": 1.0

"Ch": 1,
"Val": 2.0

}
Response: 200 OK
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Request: PATCH 10.12.1.159/calc_value/ch_0
Content-type: application/json;charset=utf-8
Body:
{

"Val":1.0

}
Response: 200 OK

4.5.1.7 Data Log

Request: /log_message

Description Retrieves the log data in system memory.

URL Structure http://ip/log_message

HTTP Method GET: According to the setting of filtering, server returns the all/partial
of logged data.

GET ip/log_message
[Example]
Request: GET ip/log_message

Content-type: application/json;charset=utf-8
Response: 200 OK

{
"LogMsg":
GET gMsg": [
{
"MAC": "80-D2-1D-E8-31-C7",
"PEH: "128"’
"Record": [
[
0,0,7,-9.0003e-05
I,
[
0,0,11,0
10T
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I,
[
0,1,7,-9.0003e-05
I,
[
0,1,11,0]
I
"TIM": "1688029844461",
"UID": "nDAS6000 80D21DE831C7"
}s
{
"MAC": "80-D2-1D-E8-31-C7",
HPE": n 1 28H’
"Record": [
[
0,0,7,-8.76188e-05
I,
[
0,0,11,0
I
[
0,1,7,-8.88109¢-05
I,
[
0,1,11,0
]
I,
"TIM": "1688029845932",
"UID": "nDAS6000 80D21DE831C7"
§s
{
"MAC": "80-D2-1D-E8-31-C7",
"PE": n 1 28"’
"Record": [
[

10T
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1,
HTIM"

"UID"

: "nDAS6000 80D21DE&31C7"

0,0,7,-9.05991e-05

0,0,11,0

0,1,7,-8.58307e-05

0,1,11,0

:"1688029872471",

4.5.2 RESTful Trigger Script and VIC Flow

This software provides software control through the RESTful API, offering two types of control

actions: triggering a custom function using a Python script (req_call python function) and

triggering an operator within VIC Flow (req_call flow). The required parameters are detailed in

Table 4-46.

Table 4-46 Parameters of RESTful

Parameter name

Content ‘

In accordance with the provided control content input, the

The triggered function name is represented by the placeholder "B"

The ID of the operator to be triggered is represented by the

The arguments passed into the triggered function are represented by

cmd L
placeholder "A" is utilized.
func
in the following examples.
trigger_id ) )
placeholder "C" in the following examples.
params

the placeholder "D" in the following examples.

10T
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The data structure of RESTful:

Request:PUT IP/restful/put

Headers

Content-type: application/x-www-form-urlencoded

Body
x-www-form-urlencoded
{
"ecmd" : "A",
"func" : "B",
"trigger id" : "C",

"paramsl' : "D"

The example of trigger Python Script:

Request:PUT IP/restful/put

Headers

Content-type: application/x-www-form-urlencoded

Body
x-www-form-urlencoded
{
"ecmd" : "req_call python_ function",
"func" : "python function definition name",

"parames" : "parameters passed to function"

The example of trigger VIC Flow:

Request:PUT IP/restful/put

Headers

Content-type: application/x-www-form-urlencoded

Body
(1]}
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x-www-form-urlencoded

{

"emd" : "req_call flow",

"trigger id" : "the ID of ON_RESTFUL operator",

" parames " : "parameters passed to ON_RESTFUL operator"

10T
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4.6 Toolbar
The toolbar of this software is located in the upper right corner, as shown in Figure 4-422.

The introduction of each buton will be presented in the following section.

Figure 4-422 Toolbar of this software

4.6.1 1/O Chart
You can switch to the Chart by clicking on the chart icon (as shown in Figure 4-423), where

you can view the status of all open channels, as shown in Figure 4-424.

O | B & =

Figure 4-423 Click Chart icon
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o_oo [ T ot [ m_o3 04 05
VPO AT 020 170030 1700 AT 170033 170034 35 T3 1T00IT AT00 1T00:30 17-00:40 170041 170042 170043 170044 170045 1700:46

DGl ]

B TT0E TN 1T TRHERR TRDEES 10D AP0DS 100G 1PROS 1T 1R 1T00AD 10041 1000 P04 TT0RAd 1P EAn 1A

Al AL
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Figure 4-424 Chart
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4.6.2 Modbus Chart
By clicking on the Modbus Channel icon (as shown in Figure 4-425), you can switch to the

Modbus Channel Chart. After setting the Modbus Rule and checking the Chart option,
corresponding drawing data will be displayed (for settings, please refer to section 4.1.2.4.1). Here,

you can view the status of the Modbus Channel, as shown in Figure 4-426.

Tr e B & ® O

Figure 4-425 Click Modbus Channel icon

Note: A maximum of 9 channels can be displayed.

- COM2 Bit_CHO B cOM2 Bit_CH1

Ll & & o &P
‘OV\& &,c”\& 6" 6‘ n?.‘a" ‘0‘ ,\0 3T aF A

B COM2.Bit_CH2

e o P P & -9 P o & P
10'1*"0- 0’1 ‘0" 10 0‘* o’l a’} G" L ‘65 \6’
N \ \ )

Figure 4-426 Modbus Channel Chart
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4.6.3 Python Output
By clicking on the Python output icon (as shown in Figure 4-427), a Python dialog will pop

up, where one can view the output information of the Python script, as shown in Figure 4-428.

B0

Python Output

Figure 4-427 Click Python Output icon

Pythan Cutput - X

Lo ]

Figure 4-428 Python Output dialog
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4.6.4 SECS/GEM Log
If the SECS/GEM connection is enabled, the toolbar will display the SECS/GEM log icon,

as indicated by the red box in Figure 4-429. The “E” indicates passive mode, while “H” indicates
active mode. Clicking the icon will display the SECS/GEM log dialog, as shown in Figure 4-430.
To write the log to a file, the “Use Log File” field must be checked, and the file will be stored

according to rhe date.

Figure 4-429 SECS/GEM Log icon

EFCANFH | i m

Figure 4-430 SECS/GEM Log dialog
Note : When lacking administrative privileges, it is not possible to browse SECS/GEM and
SECS/GEM Host Logs.
Note : nDAS just support SECS/GEM Equipment
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Moving the mouse cursor over the icon will display the current SECS/GEM status of the

nDAS (as shown in Figure 4-431). The status descriptions are presented in Table 4-47.

COMMUMICATIMNG

Figure 4-431 Hover over the icon

Table 4-47 Corresponding SECS/GEM status table for the icon

Corr espondlng Icon

SECS/GEM Status passive active mode
.
DICONNECT

PORT NOT AVAILABLE . .

CONNECT
SELECT

WAIT DELAY H u

WAIT CRA

COMMUNICATING . .

10T
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4.6.5 System Log

This software includes a system log query function, which can record important software

messages such as login/logout times and project loading times. Clicking on the system log icon
(as shown in Figure 4-432) will display the system log dialog, as show in Figure 4-433. The
system log can be exported as a txt file by clicking on the “Export” button in the dialog.

Note: The system log retains records for a maximum of 31 days, after which information beyond

31 days will be deleted.

|®%£¢E+9

Figure 4-432 Click System Log icon

System Log

[Tr6/2022, 13:17:56] {(websernver} WebServer started at port 80, -
[Fr26/2022, 13:158:04] {zocket} A Client connected to senver (10012141, total connections: 1)
[Fr26/2022, 13:18:08] {ajax} Admin signed in.(10.12.1.41)

[Fr26/2022, 13:18:17] [project) Load project.(TEST_GOOGLE_UPLOAD.ndas)

[TR26/2022, 13:18:19] {project} Load project successfully, (TEST_GOOGLE UPLOAD.ndas)
[Fr2gf2022, 13:18:20] {sackel) A Client disconnecied.(10.12.1.41, tatal conneclions: 0)
[Fr26/2022, 13:18:20] {socket} A Client connected o server.(10.12.1.41, total connectlons: 1)
[Fr262022, 15:17:05] {sacket; A Client disconnecied.(10.12.1.41, tatal connecians: 0)
[Tr26/2022, 15:17:06] {socket} A Client connected to server.(10.12.1.41, total connections: 1)
[Fr2af2022, 18:51:12] {ajax) Admin signed aul.(10.12.1.41)

[FI26/2022, 16:51:18] {ajax} Admin signed in.{10.12.1.41)

" Modula &) % From Pick a date Ta

]
g
r
i3

Figure 4-433 System Log dialog
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4.6.6 Mode Switch

By clicking on the mode switch icon, it is possible to switch between user and administrator

mode. In user mode (with administrative privileges), clicking on the mode switch (as shown in
Figure 4-434) will switch to the administrator mode of the software, as shown in Figure 4-435. If

you click on the mode switch in administrator mode (as shown in Figure 4-436), it will switch to

the user mode (with administrative privileges) of the software, as shown in Figure 4-437.

|'i'E_?E'DQ

Administrator Maode

Figure 4-434 Clicking the mode switch in user mode (with administrative privileges)

nLAS nDAS6000 - Demo_Dashboard.ndas

B 0 B B W ¢

New Load Save Save As Script  Monitor Link

Wireless Time & Date

¢) Modbus

N o “ Project Settings
Auto Load Project

ety Lows Frope | 200 020202« @000
Reset Projec

“ System Settings

SLROBCUA Name [roas_ap ]

4 SECSIGEM Witangusge Engiish =
Use Sign-In Password
Change Sign-In Password
IP For Remote System Load n -

Figure 4-435 Administrator mode
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e B0

Figure 4-436 Clicking the mode

NLAS nDAS6000 - Demo_Dashboard.ndas

Status

DI
|- M DI_oo
10
- Dot
10
|- ¥ DI_o2
-0
- M D103
|-444
|- M DI_o4
(E]
|- M DI_os
1431

Do

|- M DO_00
10
|- po_o1
-0

Al

|- I AI00
1-49.34700012207031
|0

|- A0
|-7.388899938964844
|0

. Cale ol

10T

switch in administrator mode

2B & ® 0

o0 [N 001 [ 0102

16 17

- N 00 ALY [ N_AVG

Figure 4-437 User mode (with administrative privileges)
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4.6.7 Login/Logout
Clicking on the login icon, as shown in Figure 4-438, will display the login dialog, as shown
in Figure 4-439.

Figure 4-438 Click the login icon

Name:

Password:

Figure 4-439 Login dialog
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If the logout icon is clicked (as shown in Figure 4-440), a warning dialog (as shown in Figure

4-441) will first appear to confirm whether the user really wants to log out. After clicking “OK”,
the user will be logged out.

Figure 4-440 Click Logout Icon

Warning!!

Do you want to Logout?

L 4
R
Yy
g

Figure 4-441 Logout Warning Dialog
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4.6.8 About
Clicking on the About icon (as shown in Figure 4-442) will display the About dialog, which

contains information such as the software version, user manual, software license, and nDAS
storage information (as shown in Figure 4-443). The user manual will be displayed in the
corresponding language based on the interface language, for example, the manual language

corresponding to Japanese and English is English.

Figure 4-442 Click About Icon

e About
NDAS nDAS60171.0.0.4

Host URL
Host IP{10.12.1.53 v -
oflo
User Manual 'ﬁ :' o
[e

VIC Flow User Manual - ._'1. -
OE2 55
k " 1 9

Free Disk Space:
! 11,471 MB

Figure 4-443 About Dialog
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Chapter 5. Appendix

5.1 Software Icon Table

Introduction

Introduction

Login

Switch to
Administrator

Mode

System Log

1/O Chart

About

New Project

Save Project

Settings

Monitor

System Settings

I/O Settings

Cloud Upload

SECS/GEM

10T

@
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OPCUA

Logout

Switch to User Mode

Python Output

Modbus Chart

Load Project

Save As Project

Script

Link

Modbus

Database

OPCUA Server
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5.2 Application process for LINE Notify
1. Go to the Line Notify website (https://notify-bot.line.me/zh _TW/) and click on “Log in”.

LINE Notify

Connect LINE with Everything

LB INERE g M EESE AR IE & AN

2. Please input your username and password to process with the login.

LINE

3. Once logged in, please click on the account name located on the upper left corner.

LINE Notify

EARE
WERDERR TS
=it

Connect LINE with Everything

4. Click on “Personal Profile”.

Q10T
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LINE Notify

{lel.A R
B

Connect LINE with Everything

5. Click on “Issue Token”.

LINE Notify

EEEAIARFS
EDERE.
TR

GitHub  IFTTT AN

GitHub IFTTT Mackerel

RITHFIER (BAEAER)

SEREAFRUEE, TBS #ubiRTs, BIolsREAR.

ST @

LINE Notify APl Document

NEXOT
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6. Enter the name of the token and the chat room or group where you wish to receive the

message, then click on “Publish”. In this example, the token name is “VIC7000” and it uses

the method of “receiving LINE Notify notifications in 1-on-1 chats”.

T

VIC7000

FEEEEEEIRREIRE.

L ZE MBI ELINE Notifylih@xn

. M

s LHEATFREN, B=EHaENS erTEar lIEEamREA SR L

guth.
= ©

7. Please find and record the token as indicated by the yellow box in the figure. This token is
required for setting the value of the “Token” field in the LINE Notify settings on the link.

Note : This token must be recorded carefully as it will not be displayed again once you leave this

page.
CRITHERT,
200X X
&L,
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5.3 Application Process for Wechat Test Account
1.  Go to the WeChat Offical Accounts Platform website and click on the login button. The

website URL is https:/mp.weixin.qq.com/debug/cgi-bin/sandbox?t=sandbox/login.

R B A0FA

TEXE

P N i RCOIRES
PLE " SR EEr

D EARTARCNEKSHE
AT

- ST
TR, HRE

HIFRTFINFRNS, e

2.  After logging in, record the appID and appsecret (as indicated in the yellow box in the figure),
and fill in the corresponding fields in the WeChatSetting.

Ko W& | ARFA

EENES

A SER

applD OOOOOOOO000OC

appsecret  000000nCONNOOCIOIOORICCONK
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5.4 Application process for Wechat templateID and openlD
5.4.1 Setting templatelD

(1) Go to the WeChat Offical Account Platform website and click on “Login”. The URL is

https://mp.weixin.qg.com/debug/cgi-bin/sandbox?t=sandbox/login.

o s AH0TFE

== |

(bt

2 SEOMEKSHIE
a

WHFR | 1L

RsER-—FER
ez, HERH

SrEzHFIEE, A

(2) Navigate to the "Template Message API" and click on "Add Test Template".

tEtEEEO

N SE104, EEEREERESTINAS

=5 #RDETFEORA) IR BIEAE ##E

HITEEE

10T
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(3) Set the template title and content, then click submit. The output data format for the template

is fixed and shown in the following table.

Template Corresponding

Script Parameter

Content
keywordl {{keyword1.DATA}}
keyword2 {{keyword2.DATA}}
keyword3 {{keyword3.DATA} }
Non-script Template Corresponding
Parameter Content

Current Time {{currentTime.DATA}}
bolep et b 4
mem:

1. PHERERRIFICE AT, TR oIS LRERE

2, Aoy, RifusrEemEns, EXEITRIRSTRtCie. BN serhom
3, RMaFEETSMISIAERDND, TEAESSERA0TE, a3(6Hn

4, WEAZSIAEEFEIEERESD), teDWSRTE, SamulFrs, LLDATA[ESR

Hatmira

WiTAE

(4) Copy the template ID (as highlighted in the yellow box in the figure) to the "templateID"
parameter in the script SEND.WECHAT or SEND.WECHAT P function.

EiRE=%R0

E-iy s ol B5104, EEEIRHERERTIAS

== #ErIDAET=ELERA) Lt ERAE BiE
SHHKKHKHHHHKHKHHHK e . - s
| OO0 VICT000 EriEEE {{currentTime . DATANkeyword1 BlFE&R{{keyword1.DATA} keyword2 ElEtER{keyw .

ord2 DATAY keyword3 B {ES{keyword3.DATA}
OO

Q10T
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5.4.2 Setting openID
(1) Go to the WeChat Offical Account Platform website and click on “Login”. The URL is

https://mp.weixin.qgg.com/debug/cgi-bin/sandbox ?t=sandbox/login °

e‘ ot 3 ANARIE L
0 Misg L s

(iteta

RELLFESEROMEKSHE

s 1l s

RsEH-AE=R
“iER, SERR

SwEEHTILES, M

(2) Proceed to the QR Code for Test Account and scan the QR code using WeChat to subscribe
to the test public account for evaluation purposes.

Bt S
BPFIE (851004

== gt WES BF

ERRETEEENESASS

(3) If a user follows the testing public account, their corresponding "WeChat ID" will be
displayed (as shown in the yellow box in the figure). Copy this ID and paste it into the
"openID" parameter of the SEND.WECHAT P function in the script.

TS0
BFFIE (8510041

== BEfR RES BiE

%
T

1 ESEIEEEEO SOOIt b ittt sy

ERRERESTEME LRSS
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5.5 Process for Applying Teams Webhook

1.  Go to the Microsoft Teams desktop application (or web verion) and click on the team you

want to use.

1
e =] = - —M i Es owe + =N 1] -

nr
10

=L ]

ast Teams

=] test Anchan=2

L L]

™ + M

L e itsRETA

.-Iﬂtt' =
& - e
= WIC TEST 400 [ LLFng
- £

vl Tigger

SAMGENT.OCROT ({4 < 135485 |48

iz
B
o5

2. Click on the upper right corner and select “Connector”.

_T“ — “

™
~ [ = - —M mE EE owe T+ i 3 mE o =
=
L CY R hisl fnglinn=2
L
| w N =
L . e e e
=5 W TEST
R
| e
sver Tigger
« [N
SAEEN].OCROT (@5 « 135445 [MA]
ey 5
e
RS .
4]
® o =
B e
e
Sack: L[ % ham wel uz a contecson to Iscomng ‘Aabhook w group mesnbe sl e sotrhed for 1o conbousason stk name
Taame Uwimes
= |
a5]
] ¥ Wi
et .
u & L 2]
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u
Ha -r. o H
bl || st Teams .
|

125 Anchon=2 [= A £ T

7T SharePoint
[ o & 7 st

o o el 1 = =]
. WL
&

S —& % WIC TEST 43¢ T D

I vl Trigger

OCROT @4 < 135445 |

3. Enter “Webhook” into the search field.

"icElEn . B T ke, S ReiEes (A2
PR A TR EHERMS - e

iEosps

= RlR T

Wit =t B e
A Webhook s

IR BT Ot 2 BT

e
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Forms
S TM D EREN
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l:' Azuire DevOos
A SRR E R ARG
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:-"\ £120 ket IR

1 R
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4. Click on settings in the “Incoming Webhook” section.

UWICEIEE o B ' —RE 3 ahiTIE R

MM EOL RERNMEREFER S

n e
WA
7l A Webhaok
é'-_]' I FRE T E A Oitice S5 14

FEILE S = Uharaboont

E Lahbix Webhook
cuprales Taatetro will Wi eerse ) Topemn by sy i s luer

5. Set the name of the webhook on the configuration, as indicated in the red box in the figure

below. For example, name it “Teams Demo”.

TVICHE ) ERE T—8, HINEYETE

r_g 2 A Webhook

ok dieRaha S

T Share Pt & i

EiT R e MR B B Incorming Wisbhook Be e

0

Q10T
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TVICHE ) ERE T—8, HINEYETE

r_g 2 A Webhook

el s

RUILE ST

I Incnieas Wik « BELHLEA TR (25, ¢ 7T SharoPcint R
( Tewmres Merrr] )

EiT R e MR B B Incorming Wisbhook Be e

0

6. After setting the name, click on “Create”.

TVICHE ; MIRE T —8 ) SN

FIAL Incaming Wik () 500

T SharePoint CFE

Q10T
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7. Once the webhook is created, a URL will appear (as indicated in the red box in the figure
below). Copy the URL.

TVICHE  MIRE T —8 ) SN

T SharePoint CFE

e iRl . el i - REaESRTYwRREERAnEES  TaRT el

(‘.:I::'.--' newcom bvsebhoootice.comsw }.)

URL 20

8.  Finally, click on “Finish” and enter the URL in the Teams webhook field to complete the

Teams setup.

"WICHED; BT T—#, SsETEiE

It -
B omEmiE
q BHRERTEED
i ildeD

T SharePoint Ol

CEr T le . Mg Ay - B EOTSwRREE AR  TRETED

hitpsi necombassebhonkothos.comse i

URL T

KI5 &=

Q10T
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5.6 The communication ports required for nDAS

The currently utilized communication ports by nDAS are presented in Table 5-1 as follows.

Table 5-1 Communication ports used by nDAS

Port Content

80 Default communication port for nDAS network server.
502 Default communiction port for Modbus TCP.
5000 Default communiction port for nDAS SECS/GEM.
8001 Default communiction port for nDAS UDP.
8002 Default communiction port for nDAS UDP multicast.
8004 Default communiction port for nDAS TCP command.
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